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Abstract: Electronic patient records (EPR) may contain highly confidential and per-
sonal medical information. It is therefore essential that medical data is properly pro-
tected and managed. Today, it is widely recognized that patients have a right to self-
determination and to exert control of their own medical data by consent. In this paper,
we present a cryptographic EPR access authorization scheme that incorporates patient
consent as a basis for granting EPR access to medical teams or practitioners. This en-
sures that only the medical practitioners specified by a consenting patient are granted
EPR access. If a patient is unconscious, the variation of the scheme allows an emer-
gency or security team to act on behalf of the patient.

1 Introduction

With the emergence of information technology in health care, there has been extensive
focus on security and confidentiality issues of electronic patient records (EPR) in medical
environments [Rin97, BB96, FIG06, PEH97]. An important issue here concerns proper
access control. A basic criterion for this is legitimacy, i.e., only medical personnel provid-
ing medical care to a given patient (or patients) should access only the necessary medical
data of the concerning patient they are providing care to [AMA]. Another significant secu-
rity issue concerns secure and confidential management, handling and storage of personal
medical information [Rin97].

In a typical medical information scenario, electronic patient records could be stored in
EPR servers that are managed and controlled by one or few security administrators. These
administrators would normally possess all privileges with respect to the patient data. They
would perform functions such as authorizing and assigning medical practitioners access to
the EPRs of the concerning patients that are to be provided care for. Consequently, each
security administrator would have full access to all personal medical data. However, as
patient records may contain highly sensitive and confidential personal information, it is
very important to ensure that such information remains confidential. In this scenario, the
patients have no actual control over their medical data and are in practice left no other
option than to simply trust that their data will not be disclosed to illegitimate personnel
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nor manipulated. However, patient consent identifies what nowadays has generally been
recognized as patients’ rights to exert control over their own medical data [GNO5, CC04,
BBPHO7, AMA]. Patient consent has today become an important principle in medical
ethics and access control policies. Even though this has lately been a widely recognized
aspect concerning patients’ self-determination and right to exert control over their own
personal medical data, patient consent is in practise enforced by means of filling out paper
forms. Since this does not impose an actual obstacle against illegitimate EPR access, it
is therefore important that patient consent should be integrated in medical access control
systems.

As medical data in general should be protected from disclosure to unauthorized personnel,
certain data are more sensitive than others. Since medical records may possibly contain
information about AIDS/HIV status, sexual transmittable diseases, emotional problems,
psychiatric illnesses, sexual divergencies, genetic predispositions to diseases, information
about toxic addictions, and so on [Rin97], it essential that such information should be pro-
tected from disclosure including to security personnel except when legitimately needed by
medical practitioners. To ensure the privacy of medical data, the EPRs could be stored
encrypted at the EPR server. Alternatively, assuming that the EPR is arranged into blocks
or modules, a proper arrangement could be that only certain EPR modules containing par-
ticulary sensitive data are encrypted. Encryption imposes, however, the problem of secure
key storage and management. For example, if a cryptokey is revealed, the encrypted data
can be decrypted and revealed. If a cryptokey is lost, the data is lost. A straight-forward so-
lution is that one or few security administrators would control all EPR cryptokeys. Due to
the fact that security administrators would be individually entrusted with the responsibility
of managing possibly thousands of secret EPR keys, which could impose a considerable
risk of human error, fraud, attacks and possibly high workloads.

A naive and insufficient solution could be to use a threshold-based (t,n) secret sharing
scheme where ¢ < n and the corresponding key is split into n secret shares [Sha79]. The
shares are distributed to n authorities, so that each individual holds one share. The secret
key can only be reconstructed when at least ¢ of the participants pool their shares together.
However, there are at least three shortcomings with this approach: 1) The same secret key
is associated to all EPRs. 2) When reconstructed, the single secret key is revealed once
and for all. 3) The participants must reveal their secret shares to each other in order to
reconstruct the secret key. Thus, there is no confidentiality regarding the secret shares.

In this paper, we present a cryptographic access authorization scheme that incorporates the
concept of patient consent. We consider the function of patient consent to be equivalent
to the function of granting. By granting, we mean that an entity, i.e., a patient, has the
authority to grant another entity, i.e., a medical team, access to his or her EPR. Therefore,
we use the terms grant and patient consent interchangeably. Moreover, we consider that
the term to grant access is semantically equivalent to the term authorize access.

Note that EPR access could be granted to individuals, except to the patients themselves, in-
stead of teams like to a specific doctor (specialist, general practitioner, etc.). This provides
proper distribution of trust since the patient is in charge of disclosing his or her EPR by
consent. However, the medical data cannot be accessed by the patients themselves without
special arrangements.
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We assume that each EPR is encrypted by a unique and distinct key unknown to all partici-
pants including the pertaining patient. The scheme provides secure and confidential estab-
lishment of EPR cryptokeys for subsequent decryption of the pertaining medical records.
There are no cryptokey tables, but the cryptokey for a given EPR is temporarily restored at
the EPR server for each session by means of the consenting patient holding a secret user
key (not the EPR cryptokey) in conjunction with the EPR server. The scheme is secure
and prohibits deduction of secret user keys or EPR cryptokeys. Accordingly, medical data
is protected due to that electronic patient records (or modules) can be stored encrypted at
an EPR server, prohibiting medical data to be disclosed without the collaboration of the
consenting patient and a medical team. Encryption of updated medical data could be done
at the EPR server or by medical practitioners by means of a corresponding public key.

The EPR cryptosystem presented in [Esk06] seems to be the only EPR cryptosystem in-
corporating patient consent for EPR authorization of medical teams. However, a serious
security weakness about this cryptosystem is that the EPR server does not have an active
function in EPR cryptokey reconstruction, enabling a colluding patient and team to reveal
the secret EPR cryptokey independently of the EPR server.

The rest of the paper is organized as follows: In Section 2, we give a brief introduction
to threshold cryptography. In Section 3, we present the cryptographic scheme. In case a
patient is unconscious, he or she would not be in a position to actively and consciously
grant anybody EPR access. In Section 4, we present a variant of this scheme for the
emergency case, allowing a coalition of security administrators or emergency team to grant
medical personnel EPR access on behalf of the patient.

2 Group-orientation and threshold cryptosystems

The motivation of threshold cryptosystems is to provide flexibility by allowing a minimum
number of participants, i.e. a minimum arbitrary composed subset of members of a group,
department or organization, to carry out a cryptographic operation instead of requiring all
the members for this. Thus, the term threshold denotes the minimum number of partic-
ipants of the group or team that must collaborate in order to carry out the cryptographic
operation. This is desirable in scenarios where some sort of separation of duty is required,
for example that the holder or originator of some sensitive information like a secret key,
is only willing to disclose it as result of the agreement and cooperation of a given number
of designated participants. Accordingly, it is precluded that single individuals can obtain
the secret on their own. As a practical example, we can consider access to a bank vault
where it is not desirable that one person alone would possess and control the key to the
vault due to the risk of fraud, robbery and extortion, but the participation of at least 2 or
3 persons out of for instance 4, each holding a unique and secret key, should be required
in order to unlock the vault. Common for such cryptosystems is that each active partici-
pant performs some partial computations that they succeedingly “pool” together in order
to complete the cryptographic operation. This is a desirable property in security systems
involving collaboration of several participants.
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Typical threshold-oriented applications are threshold decryption and threshold signatures.
A threshold decryption cryptosystem is a cryptosystem requiring an arbitrary composed
subset of a minimum number of participants of a given group to collaboratively perform
decryption. Represented by a public key, outsiders can confidentially address the group.
Only by collaboration where the active group members are providing partial computa-
tions, the encrypted message can be decrypted [DF89, Ped91, SG99]. Likewise, regarding
threshold signatures [Har94, LHL94], only a minimum subset of the team can compute
signatures due to the threshold requirement.

3 EPR access authorization based on patient consent

In this section, we present the cryptographic EPR access authorization scheme. It assumes
that the medical records are stored encrypted on a server. Each EPR is encrypted by a
unique secret key and there are no cryptokey tables. The proposed scheme has mainly
two purposes: The first is to enable patients to securely grant EPR access to medical
teams and medical practitioners. The second purpose is to provide secure and temporarily
reconstruction of the secret cryptokey for a given EPR at the EPR server from the process
of a patient granting a medical team access to his or her EPR.

The scheme enables reconstruction of a predefined EPR cryptokey (which thus is the same
for each session), based on the computations involving the secret keys of the pertaining
patient and the EPR server. The server subsequently decrypts the given EPR. The protocol
prevents disclosure and deduction of restored EPR cryptokeys to any party other than the
EPR server. It moreover prevents that any secret inputs or keys of the participants can be
deduced by any participating or external party.

The patient grants a medical team EPR access by basically generating a secret crypto-
graphic challenge in agreement with the public key of the pertaining team. The EPR server
will only be able to reconstruct the secret EPR cryptokey provided a valid response. Since
only associated members of the addressed medical team can collaboratively provide the
correct response to the challenge, this ensures that no one other than the genuine team can
obtain access to the patient’s EPR. Otherwise, the pertaining EPR cryptokey cannot be
restored. An eligible minimum number of active team participants is defined by applying
a threshold mechanism.

3.1 Protocol initializations

A trusted authority (TA) is responsible for providing the required public key infrastructure.
LetUd = {P,..., P,} denote a medical team of n members. The TA defines the minimum
number of active participants ¢ that are required in order to obtain the EPR access granted
by the patient. This subcoalition is denoted 7' C U where |T'| > ¢. According to the
Shamir secret sharing scheme [Sha79], the TA generates a unique secret polynomial of
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degree (t — 1):
t—1
fle)=>) a;a
j=0

that represents the team U{. The TA computes one personal long-term secret share for each
team member as follows: For each P; € U, the TA arbitrarily selects a input x; from Z,,
and computes the secret user share

si = f(zi) (mod q)
where g is a large public prime. The team U/ is externally represented by the public key
y=a® (mod p)

where ag = f(0) and « is a generator to Z,,. Note that p = 2-¢+1 is a large public prime.

Let S denote the EPR security server and G; denote the patient (the granting entity). The
TA moreover provides the EPR server S with the secret key ks and each patient G; with
the secret key k; where kg, k; € Z,. The TA computes the secret EPR cryptokey

K; =a*  (mod p)

by which the TA encrypts the EPR of G; by means of a proper cryptographic algorithm.
The TA deletes K; subsequently.

3.2 Protocol description

In this section, we describe the cryptographic EPR access authorization scheme. This is
moreover presented in Figure 1, and goes as follows:

Step 1. The protocol is initiated by S that generates the secret random numbers 71, 72 € Zg,
and computes for G

ks rim2

as =a"  (mod p), bs=a"« (mod p)

Step 2. The patient G; grants EPR access to a medical team U/ (the grantee) by means of
the team’s public key y. G; generates a random secret number r; € Z,4, computes and
returns (¢;, d;, R;,y) to S where

ci=bk (modp), di=y""a" (modp) and R;=a"" (mod p)

S

The public key y is included in the message, indicating to the medical team that G; claims
to be the grantee. Whether y is the genuine key applied in the computation of d;, is certified
according to the correctness of K; computed in Step 5. Note that since y™ is an unknown
factor of d; and r; is secret, this can only be resolved by the partial computations of team
members holding the secret user shares, collectively computing (" )% which corresponds
to y"i.
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Step 3. S checks that y is a public key of a genuine and approved medical team or medical
practitioner. Otherwise, G; could grant EPR access to illegitimate persons, knowingly or
unknowingly. If y is accepted, S broadcasts the challenge

uy = (@R)™  (mod p)

Otherwise, terminate.

Step 4. To correctly respond to the challenge u,, the partial computations of a subcoalition
T C U of at least ¢ participants are required. Each team member P; € T receives u,, and
computes and returns the partial computations z; = usy’ (mod p).

Step 5. Key computation. S applies Lagrange interpolation to the partial computations of
T according to

Y, = | | z;’ (mod p) where b; = | | prp——
JEIT JElT
i#j

Lj

(mod q)

and It = {i| P; € T'}. By means of the secret 5, only S is capable of reconstructing the
EPR cryptokey as follows:

Ki = oM =¢; .Y (di-y)™" (mod p)
(O[ks.ki . Oérlr2ki) . (O["‘ir2a0 . ar2ao) . (yrl . O[lei . y)f’l‘z

_ (aks'ki 3 O/‘N“Qki) . (yTiT‘2 ,yrz) . (y*h‘m . a*h?“zki ,y*m)

by which it subsequently decrypts the pertaining EPR. The EPR can be securely transferred
to T' C U, for example by encrypting it with public key of .

Given that 75 is secret prohibits anyone but S to obtain /;. Note that in Step 2, G; indicates
the public key of the grantee. Since this is included in the key reconstruction phase, the
correctness of K; is ensured according to that only 7' C U/ represented by y can provide
the correct response in Step 4.

Note that the function of this protocol is very different from the function of key estab-
lishment protocols which provide secure establishment of non-predefined random secret
shared keys over insecure networks. Participants of such protocols are usually authen-
ticated towards their public keys. Our protocol differs since its function is to securely
establish a predefined secret key whereof its correctness implies authenticity of the par-
ticipants. For example, only G;, holding k;, can contribute to establish the correct K,
disregarding the emergency case. Further user/key authentication is thus not required.

3.3 Security discussion

In this subsection, we will show that the proposed protocol preserves both authenticity and
key secrecy.
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S G PeT
T1, T2 €R Zq T €R Lyg
as = o't
by = afstmim2 (as, bs) c; = bl
d; =y" a’;i

(ci,di, Ry, y) R;=a"

us = (- R;)"™ Ug
2; zj = uy

Ki=c; Y (di-y)

Figure 1: EPR cryptokey reconstruction due to the proposed scheme. All computations are in Z,.

Authenticity. The protocol provides a legitimate user to securely reconstruct the secret
EPR cryptokey associated to him or her at the EPR server and no one else. Thus, if an
illegitimate user tries to establish a given key, it will fail. It is essential that the protocol
preserves the authenticity of the users, resisting any masquerading attack so that no entity
(internal or external) may successfully masquerade as another entity. Since the goal is to
establish a fixed secret EPR cryptokey, explicit user authentication is not required since
the key is established as a function of the secret user keys held by the participants and is
therefore implicitly provided.

Like most cryptographic authentication protocols, user authentication is provided on the
assumption that only the genuine user and no one else is holding a specific secret whereof
the genuineness of his or her identity is based. The protocol provides the ability for the
user to prove that he or she actually holds the specific secret according to the correctness
of the result. Accordingly, the protocol must prevent that anybody else can establish or
obtain the correct result and therefore illegitimately obtain access to a patient’s EPR.

Note that (as, bs) are cryptographically bound to the secrets 71 and o only known by S.
This binding prevents replay attacks where an adversary attempts to successfully run the
protocol by masquerading. An adversary replaying the numbers c¢;, d;, R; from a former
session would cause inconsistency in the key recovery phase since r5 is distinct and unique
for each session, and only the genuine value of 5 can resolve the EPR cryptokey.

Key secrecy. There are two aspects regarding key-secrecy. First, it is required that no
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secret user keys or secret user shares can be deduced from the messages. Secondly, it must
be infeasible to deduce EPR cryptokeys for anybody except S.

Regarding the first key secrecy requirement, no user input must be revealed from the com-
putations. This is obtained due to the Discrete Logarithm Problem that protects the secret
key ks of S in Step 1, the secret key k; of G; in Step 2 and the secret user shares of each
P; € T in Step 4.

Considering the secrecy of the EPR cryptokey, disclosure of o*s must be prevented, other-
wise a patient could compute K; = (a*s)*:. Regarding a, = a*sa™"2 and b, = o', due
to the Diffie-Hellman assumption, it is computationally infeasible to obtain o™ given
a’ and o2 where r; and r, are unknown. However, an adversary could try to attack the
protocol by returning a~"* to S in Step 3. Since S would compute us = o~ "1"2a" in
Step 4, the adversary would only obtain a, - us = o - o™ where a2 is unknown. Thus,
the attack would fail.

The EPR cryptokey is the first factor in ¢; = a®<¥i . o"172%i | Likewise, it is protected by

the unknown second factor a”"2%: where it is computationally infeasible to obtain a1"2.

Note that o could be a public key of G; though it would have no function in this protocol.
An adversary would have no use of this due to that knowledge of the secret k; is required
for the exponentiations for computing ¢; and d; in Step 2.

4 The emergency case

There could be situations when patients are in a coma, or situations of car accidents, fire,
terrorist acts, etc., where patients may be unconscious and may therefore not be able to
actively grant any medical practitioners access to his or her EPR. In this section we de-
scribe a modified version of the protocol presented in the previous section to handle such
emergency cases. In emergency cases, a coalition of security administrators or an emer-
gency team could act on behalf of the patient to grant EPR access. Note that there should
be a minimum threshold in order to prohibit that any single individual may solely grant or
obtain access to personal medical data.

In normal situations, the patient would by means of his or her secret key grant any team
access to his or her EPR. For the emergency case, each patient could be represented by an
associated public parameter or identifier that the security team would use to reference the
patient.

The emergency case could be handled as follows: The TA defines the minimum threshold
t' of security administrators that is required to actively grant on behalf of a pertaining pa-
tient that is disabled. The TA generates a random secret polynomial g(z) of order (¢’ — 1)
that represents the team of security administrators SA. The TA computes for each admin-
istrator A; € SA a secret share according to

ti=g(i) (mod q)
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The secret keys of each patient GG; is computed according to
ki =g(h(Gi))  (mod q)

where GG; denotes the identity of the patient and / is a secure one-way function.

The protocol is as the previous except that SA coalition acts on behalf of the patient which
introduces a second team aspect. The protocol goes as follows:

Step 1. The protocol is initiated by S that generates the secret random numbers 1,72 € Zg,
and forwards to SA the challenges

as=a"™ (mod p), bs=akFT""  (mod p)

Step 2. The SA grants a medical team ¢/ EPR access on behalf on GG; by means of the
team’s public key y. Each A; € SA generates a random secret number r; € Zg,, and
computes and returns (c;, d;, R;) to S where

¢; =b%% (modp), dj=a'%y" (modp) and R;=a " (mod p)
Note that WGy —
b= [[ =75~ (modg)
k€lsa J
Ik

and Iga = {j|A; € SA}. Also note that the computations of SA agree to Lagrange
interpolation on exponents (Step 3) which corresponds to applying k; as an exponent to
(as, bs) as in Section 3.

Step 3. S receives the messages from SA and completes the Lagrange interpolation on the
exponents by multiplication

H ¢; (mod p), H d; (modp) and R= H R; (mod p)
J€lsa J€lsa Jj€lsa

and forwards the challenge R to I{.

Step 4. To correctly respond to the challenge Rz, the partial computations of a subcoalition
T C U of at least ¢ participants are required. Each P; € T receives R, and computes and
returns Y; = R% (mod p).

Step 5. Due to the fact that r; is secret, S is required to obtain Y; by Lagrange interpolation
of the partial computations of T according to

Zj

T bj Jp—
Y; =y" = H Y;? (modp) and b; = H P—— (mod q)
JEIT JjElr
i#]
where It = {i| P; € T'}. Finally, S reconstructs the secret key
K (d Y) ( k? k) a’l‘szki) . (yf’ri’l"gaf’l‘lktl’l’g) . (yTi’l‘z) — Oékiks (InOd p)

by which it subsequently decrypts the pertaining EPR.
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5 Conclusion

In this paper, we have presented a cryptographic EPR access authorization scheme that
incorporates patient consent as a basis for granting EPR access. This ensures that only the
medical practitioners specified by a consenting patient are granted EPR access. If a patient
is unconscious, a variation of the scheme allows an emergency or security team to act on
behalf of the patient.

The security scheme assumes that electronic patient records (or specific parts of patient
records) are stored encrypted at the EPR server and each EPR is encrypted with a unique
and secret key. The key management problem is precluded due to the fact that there are
no cryptokey tables and no one, including patients, hold or can obtain the cryptokey that
can decrypt his or her EPR. However, each patient holds a long-term secret user key. In-
stead, the protocol enables secure reconstruction of a secret EPR cryptokey at the EPR
server from the cryptographic interaction between the EPR server and the pertaining pa-
tient granting a medical team access to his or her EPR. This allows the EPR server to
subsequently decrypt the pertaining EPR. The scheme is secure in the sense that it pro-
hibits that secret user key and EPR cryptokeys can be deduced and disclosed.
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