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1 High-Availability —a Long Term Evol ution

High-avalability has been along-term topic in computer science.  There have dways
been goplications with a need for extended, continuous operation. For example the
NASA space progran brought ideas about n-version programming, computer
redundancy and state surveillance into red life applications ([SPC6x]) dready in the
1960s. Advancement of computer technologies dlowed Airbus Industries to introduce
“drive by wire’ in arplanes. These arejust afew examples for the evolution of concepts
to increase availaility and rdiability of systems and/or applications.

In this paper, we will not diveinto the formd definition of terms such as dependability,
avalability or rdiability. Theinterested reader is referred to widdy avalable materid
such as in [Lap95]. For the following discussion, it is sufficient to use a rdaivdy
intuitive understanding of avalability of asystem or gpplication — the system should do
what it issupposed to do doseto a 100% of the time.

Achieving such ahigh leve of availability is a combination of avari ety of technol ogies
and methods. It is often ther combinaion, which solves the rdiability and/or
avalability requirements of the systems under implementaion and maintenance
Paticulaly the mantenance aspect is often ignored and can introduce instability.
During mantenance, new system components are introduced or defective components
are replaced. The qudity of the new components, but more importantly the qudity of
the replacement process implies the adequate use of availability techniques.
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Redundancy

One of the most fundamenta and widdy used methods is the introduction of redundancy
into systems This approach has found wide industry acceptance. Even today, the use of
redundant hardware i s the most common gpproach to increase availability. It isnow dso
applied for software objects such as processes or tasks. T he concept of redundancy has
aso been applied to the devdopment of software for high-avalability systems. N-
version programming is a typicd example for such an gpproach. However, due to the
limited applicability of such concepts and associated costs, they have not been widdy
adopted.

Programming Concepts

In dedicat ed application areas, security rel aed programming concepts have been widdy
introduced. For example the use of transaction monitors, which support the programmer
in assuring stae consistency of a system, are a standard programming mechanism,
mainly in the finance and other business related environments. Such concepts are now
aso transferred to the programming of Web gpplications (W SR02]).

Programming starts with system design and the use of construction tools for the initid
system structure set-up. The unified modding language (UML) is getting widdy
accepted in the industry.

Quality Asaurance Techniques

Last but not lesst, improved quaity assurance (QA) technologies are goplied in many
goplicaion areas. QA indudes the use of verifi cation tools for the formd andysis of
programs. Unfortunatdy, the formdization of a program and its formd andysisis still a
very expensive process and often restricted to subsets of programming systems.

Another approach is the use of inspections and other methods for the andysis of designs
and programs. Although not adhering to a formd andysis based on a mathematicd
modd, such approaches are highly formdized to assure repestability of results and the
compl eteness of the andysis steps (dependent on method).

Such techniques, which dso indude the andysis of the design process, of the
implementaion and test process, are often used in highly criticd areas such as the
software devd opment for arplanes.

Software vdidetion in the sense of testing traditiondly plays the most important part in
industrid QA. T his gpproach is heavily tool-based due to assure repeatability of results
and their comparability. Also, the efforts for testing can become extremey high i f not
automated as far as possible (see [KRO3] for a more detailed overvi ew).
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2 High-Availability — What Are the Issues

T he number of avalability technol ogies and methods are abundant and ther importance
has been widdy a:ceptedl. Neverthdess, the number of systems with a typica
avalability of more than 99,9% is still negligible compared to standard availability.
According to an anonymous survey with 40+ Fujitsu Siemens Camputers’ customers, an
availability of 98% is accept able for 80% of them?. At the sametime, dl of the survey
respondents see 99% and better as an achievable and rd evant god .

Some important factors to cross the ggp beaween expected avalability and its
implementations are worthwhile mentioning.

Costs and Devel opment Resources

It is (still) a chdlenging and expensive task to implement systems and gpplications
supporting virtudly continuous operation. Many reasons can be named:

e Qudity assurance standards need to be raised. T he degree of test coverage has
to coincide with the availability expectations of the system or application. [5]
gives an oveview of the test efforts agpplied in tdecommunications
environments.

e Tools for implementaion are not widdy adopted. The implementation of
systems supporting a high degree of rdiability is not yet standard in software
devdopment. Requirements such as asynchronous events, exception handling
(Ada), support for redundant structures need better acceptance in the
programmer community.

Economic Pressure and New Requirements

However, economic pressures are growing to incressethe overdl system availability by
factors. Main reason is the incressed dependency of our society on the functioning of IT
systems. Many business processes are dependent upon availability of the underlying IT
infrastructure and the associated gpplications. Examples can be found in the banking or
telecommunications industries, where a disruption of services can immediatdy lead to
loss of revenue. The situation is aggravated by the introduction of interactive, web-
based goplications, the users can use any time they want and where the potentia number
of pardld usersisonly limited by theingdled infrastructure.

" E.g. inthe call for proposal for the 6th Framework Programme of the Europeancommunity
2 Unpublished material, can berequesied fram the author
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In addition, changes in the vdue chain of network operators and their suppliers are now
evolving, which increase the demand on system avalability. E.g. the outsourcing of
communications re ated processes of their corporae customers will be an important new
stream of revenue for network operaors. This offering will only be accepted i f thereis
suffi cient trust in the used infrastructure and services. Availability is an important trust
component.

Standardiztion

A key aspect in the dissemination and exploitation of any technology is the support for
standards. (De-facto) Standards were the gating factor for technica break-throughs such
a GSM, the mobile tdephone standard or XML, the mark-up language for web based
goplicaions. X/Open and POSIX interfaces form the basis for criticd operaing system
functions to be used by gpplication programmers.

High-avalability interfaces (as speci fi ed by the Service Availability™ Forum) will only
be accepted if they are used by software devedopment companies world-wide. The
vendors of computer pla forms must support the interface standards on ther systems.
Customers must dearly state avalability and rdiability requirements in thar project
requirements.

It is therefore of overdl importance to work with industry and academia in the
speci ficaion of the interfaces, in the establishment of a convincing veue proposition,
and in the creating of market pull for high-availability and rdiability.

Rdationship to Security

The Internet has shown how dosdy rdated security requirements and dependability
requirements are. Denid of sarvice attacks and virus atacks are seen as security threats,
but reduce the overdl avalability of the system. On the other hand, the availability of
security tools such as firewdls and security gateways is crucid for the security of the
system.

Thisdose rd aionship has been addressed by the German Computer Society when a new
security division was founded in 2002 to combine both aspects of dependability.
Synergies in technologies and vaue proposition are expected when addressing both
aspects in ajoint group.
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3 High-Availability — Trends and Standards in the
Telecommunications Industry

Figure 1: ¢andardized | ayers of high-aval ail ity
tel ecommuni cations plaforms

Today, the dependability of the globd communication infrastructure is more important
than ever. As new technologies emerge to power new services, users quickly become
dependent on those services to conduct their persond and professiond lives. With this
devd opment, comes the chdlenge of accommodating growth and emerging technol ogies
while maintaining uninterrupted avalability and dependability. Users expect new,
innovaive seavices to be ddivered on demand and without interruption. Service
providers are expected to rapidly deploy new services and vouch for their rdiability to
compete successfully for users and meet customer expectaions. This means that
communications equipment must incorporate the highest possible leves of avalability
and dependability while bdancing the constrants of short devdopment cydes and
incressing pressure to reduce devdopment costs. The communications industry
recognizes that the most urgent part of an effective solution is the broad adoption of
open standards.

The Service Avalability™ Forum was formed to address this situation by deveoping
standard interfaces necessary to endble the ddivery of highly avalable carier-grade
systems with off-the-shd f hardware platforms, middleware and service applicaions (see
[SAF], [JHMPO3]).
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The Benefits o Service Availability™ Secifications

The god of the Sevice Avalability™ Forum is to devdop a framework and
speci fications for service avalability to engble carri er-grade systems to be deve oped
using offthe-shedf computing solutions, and which meet user expectaions for
availability and dependability. Interface standardization €iminates the nead for network
equi pment manufacturers to deveop applicaions from scraich and port them to each
new hardware platform. Service continuity is achievable only with the cooperation of dl
dements in the stack — hardware, middlewvare, and applicaions software. One of the
primary motivations for cregting the SAForum Application Interface Specification is, so
goplicaion software can be devdoped independent of a spedific hardware or system
plaform.

The Service Availability™ Forum I nterfaces

To-dae the Service Avalability™ Forum has deve oped two interface spedi fications for
carrier-grade platform and middleware goplications that offer an open standard for the
unification of carier-grade network eguipment dements. These standardized
speci fications provide the ability to verticdly integrate gpplications and systems without
resorting to customizaion of the gpplicaion for a particular plaform. The Sevice
Avalability™ interfaces specify the information that flows between software entities
and the semantics of tha information. The implementaions on ether side of the
interfaces are not addressed. The Service Availability™ Forum intends to create an
“ ecosystem” which fosters rapid devdopment of plaforms, Service Avalability™
compliant high-avalability middlevare and gpplicaion software that can be used in a
building block architecture while ddivering highly available user services.

Two inefaces are sped fied by the Service Availability™ Forum (see Figure 1):

e The Applicaion Interface Specification (AIS) - a progranming interface
between customer applications and high availability middleware.

¢ TheHardware Platform Interface (HPI) — a programming interface between the
high availability and system level middleware and plat form components.
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