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On the possible impact of security technology design on
policy adherent user behavior: Results from a controlled
empirical experiment
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Abstract: This contribution provides results from a controlled experiment on policy compliance in
work environments with restrictive security technologies. The experimental setting involved subjects
forming groups and required them to solve complex and creative tasks for virtual customers under
increasing time pressure, while frustration and work impediment of the used security technology were
measured. All subjects were briefed regarding existing security policies in the experiment setting, and
the consequences of violating these policies, as well as the consequences for late delivery or failure to
meet the quality criteria of the virtual customer. Policy breaches were observed late in the experiment,
when time pressure was peaking. Subjects not only indicated maximum frustration, but also a strong
and significant correlation (.765, p<.01) with work impediment caused by the security technology.
This could indicate that user-centred design does not only contribute to the acceptance of a security
technology, but may also be able to positively influence practical information security as a whole.

Keywords: Policy Compliance; Technology Acceptance; Task Technology Fit; Information Security;
Due Care

1 Introduction

Understanding human adherence or deviance to information security policies is a key
element for future security architectures. Human behaviour is an important antecedent for
attacks on organizational and private information systems [Jo16], with 34.8% of german
corporations reporting social engineering as a main cause of industry espionage [Co14],
and human error being one of three root causes for data breaches [Po16]. Therefore users in
information security are often treated as a potential vulnerability [AH09]. Existing literature
indicates that users are either naïve poorly educated, or risk takers in their security behaviour
[Ke17] and should be faced with due process (e.g. sanctions) [DHG08] in the case of
non-compliance. Other research indicates that users are an important security asset and
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should be considered more thoroughly [AS99, ZR12] in the design process of security
architectures. This existing contradiction has led to an ongoing discussion in the topic of
security technology design as to which extent a technology should meet user requirements
[Fr07, ZR12, HRZ10], and to which extent a technology should enforce security aspects in
order to provide a contribution to an effective security architecture. Finally, there are existing
contributions that emphasize the impact of an individuals’ environment, e.g. the actions of
the individuals’ peers [AH09] with regard to information security, or the impediment on the
individuals work [KB13]. All these contribution have one thing in common: they mostly
use static, momentary data capture methods such as self-reporting questionnaires, or focus
on changes e.g. in password use, rather than observing human behaviour. This contribution
aims at providing the question how human behaviour changes prior and after a policy
violation. We aim to observe changes in social interactions, frustration, and use of security
technologies in the context of a policy violation. In the following, we provide insights from
a 2-day controlled experiment that was conducted in order to gain an understanding on
the impact of the individuals’ environment with regard to task load, social cues, and work
impediment on the individuals’ policy compliance. A security technology that provide
strict policy enforcement capabilities was applied as a technical control in the setup. Since
perfect policy enforcement is unrealistic in most real-world cases, the technical control was
weakened with a backdoor. Use of this backdoor was clearly prohibited by an information
security policy (administrative control) that was read to, handed out and signed by all
participants. By observing the factors that occur during, prior and after a violation of the
security policy by participants, we hope to get a more unified insight into what observable
circumstances contribute to the security policy violation. The contribution is structured as
follows: The following Section 2 provides an overview on currently used empirical research
methodologies in security policy compliance research, and outlines why we have chosen a
controlled experiment for our purposes. The experiment setup, sampling of participants,
participant monitoring and measurement instruments are being introduced in Section 3.
Observations regarding the policy compliance of the individuals, and a discussion of the
observed factors that impact security policy compliance are laid out in Section 4, followed
by conclusions in Section 5.

2 Methodology of Security Policy Compliance Research

Most of security policy compliance research uses self-reporting questionnaires, mostly
implemented as web-surveys. For instance the contributions [ADO16, AMA15, AM14,
BB13, BK07, BCB10, HB15, If16, KB13, Li14, PKS13, PH14, RFE16, Sa15, SKH15,
WP13, WJS11, YBD16, YK13] use questionnaire item sets for measuring the intention
to comply or the actual compliance. In this case individuals are asked, e.g. if they intend
to comply with information security policies. Another possibility of measuring policy
compliance or policy deviance is by using scenarios and asking the individual whether
it would behave similarly as the individual described in the scenario. Such a factorial
survey approach [RA82] is often used in research on policy deviant behaviour such as
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[BS16, Ch13, DHS14, DHG08, Jo16] The advantages of both methods is obviously easier
acquisition and maintenance of data, since the questionnaire must only be administered
to the individuals, recollected and analysed. However, one must keep in mind that such
surveys are often only able to provide a snapshot of policy compliance in time. Also in
order for complex processes such as social interactions to be captured by these instruments,
the researcher must anticipate these processes. In order to add context to the observation,
and e.g. be able to find indications of not anticipated processes, one may refer to qualitative
semi-structured interviews. Semi-structured interviews have e.g. been applied by [Ng09]
in order to gain insights on the rather complex topic of security culture. Semi-structured
interviews use pre-formulated questions, but do not require strict adherence to them [My09].
This adds the advantage that an interviewer is able to focus at the interview subjects’ world,
allowing improvisation and adaption of the interview process, while providing consistency
between interviews. However, interviewers are not invisible to the interview subject, which
may alter the situation and the outcome of the interview [FF05]. The contributions [SM16],
[Je14], and [Va14] each use a controlled experiment. A controlled experiment allows for
the observation of a group under treatment. The advantage of such a controlled experiment
is that the condition of subjects can be observed in a controlled environment prior and after
a treatment. This way changes in the conditions of the subjects cannot only be observed but
also be accounted for. e.g. [Va14] used such a setup for observing the security behaviour
of individuals. The research subject were observed in their behaviour on security warning
disregard, while EEG data was being monitored. A security incident was applied as a
treatment during the experiment and the experimenters could observe the changes in security
perception. Obviously, there are methods available that involve easier maintenance and
acquisition of data, such as self-reporting questionnaires, factorial survey methods, or
qualitative semi-structured interviews. However, policy compliance may be subject to
social cues, and environmental cues. Therefore, a controlled experiment, that allows the
experimenters to measure and observe changes in social cues and subject behaviour, while
controlling for changes in the subjects environment is applied for the research purposes of
this contribution.

3 Methodology

3.1 Experiment Setup

The experiment setup aimed at providing a realistic engineering scenario, in which partic-
ipants were equipped with an access control mechanism for use, while solving complex
tasks for virtual customers. In their research on policy compliance in different professions,
[Ra13] observe that innovative professions such as engineering or information systems
showed the lowest indications for compliance with their organizations information security
policy. Therefore, the experiment setup aimed at emulating engineering use cases. This
was achieved by providing tasks that required the participants to innovate, be creative
and improvise, all under increasing time pressure. Participants were required to use an
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Fig. 1: Experiment setup. Participants were seated with respect to their role (left), whereas project
leads (1-3) and the worker (4) were seated together, while the administrator (5) was seated apart. The
right picture shows a screenshot from the observation stand of the setup.

access control mechanism. This mechanism was able to enforce access by encryption and
signature of files. The mechanism was embedded into the computers operating system
and could therefore be applied without any additional effort by the participants. The
operating system used virtualization to provide Windows, Word and an E-Mail Client to
the participants. Familiarity with Microsoft Windows and Word was a prerequisite during
participant acquisition. Ten participants were randomly sampled into 2 groups from a sample
of engineering, marketing and computer science students that had previously applied for
participation in the experiment. The resulting groups however consisted of four students
with a computer science background and one student with a marketing background in the
first group, and 4 students with a computer science background and one student with an
engineering background in the second group. Each group was participating for two days,
whereas one day was set to 3 hours of experimentation, and the other day was set to 4
hours. Unfortunately, since the security mechanism was only available for a limited amount
of time, scheduling of the experiment required one group to participate for 3 hours on
the first and 4 hours on the second day, while the second group participated for 4 hours
on the first, and 3 hours on the second day. This was solved by introducing a break each
for the first and second group. This enabled both groups to stay aligned. The scenario,
that participants were introduced into, looked as follows: The participants were told that
they act as a virtual supplier in the automotive industry. They have three customers and
the common duty to ensure due care, timely delivery and satisfaction of their customers
quality expectations. This way, participants were able to receive a reward for their work
between 80€ and 100€. However, if their group failed to deliver a task in due time, or to
meet their customers quality expectations they would receive sanctions in terms of minus
points. Each collected minus point collected by the group would then decrease the reward
for each participant in the group. Additionally, participants were schooled that they were
required to keep the data of their customers separate, as the customers themselves were
competitors. This aligns well with the circumstances implied by engineering environments,
such as in the automotive industry [WRZ12]. Participants were trained on how they could
ensure this by using the access control mechanism provided to them. Participants were also
told that failure to separate their customers data, may result in a security incident. Such
an incident would also result in the group collecting a minus point. However, unlike in the
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case of late delivery, or not satisfying their customers quality criteria, participants were
also told that a security incident may only facilitate with a chance of approximately 2.8%
(This is the probability of six eyes on two dices). Since individual misbehaviour does not
with certainty but only by chance lead to a security incident, this further ensured realism
of the scenario. The setup design used a backdoor: An e-mail client was provided to the
participants for communication of the customers with the participants, and in order to inform
the participants when measurements take place. Participants could also use this e-mail client
for data exchange with each other. However, encryption of the exchanged data would not be
provided via e-mail. Participants were thus told, that any exchange of customer data between
each other would be an unsecure data exchange and could thus lead to a security incident
with a chance of approximately 2.8%, and thus to a minus point for the whole group. Instead,
participants should exchange data via secured USB sticks which, while requiring more
effort, enabled them to apply the access control mechanism on the data stored on the USB
stick. Participants were not only schooled regarding the adequate security behaviour, but
were also provided with this information in a written policy. While all participants shared
the common duty for due care, timely delivery and satisfaction of the customers quality
criteria, some participants had additional roles. Three participants were assigned as project
leads, one project lead for each customer. The special responsibility of the project leads was
to communicate with the customer, which included receiving the work specification from
and providing the work result to the customer. They also had the responsibility to ensure
secure, timely and adequate project execution. The other special role that was assigned
was the administrator. The access control mechanism that was applied by all participants
separated data between the projects for the different virtual customers. This was done by
providing a group-like concept for the virtual customers. The administrators role was to
ensure assignment and revocation of participants to the different groups. Its special duty
was to ensure that no access rights creep was taking place so that the need-to-know was
ensured at each participant. The administrator could do this by communicating with a virtual
IT, demanding the assignment or revocation of participants to groups. Apart from these
special roles, all participants also had the duty to work on the projects (worker role). Figure
1 provides an overview on the setup. Participants were told about the different special roles,
and all participants were told to assign themselves to a special role if desired. Participants
were seated, with regard to their role. This ensured that the participant observation could
be more easily attributed to the participant role. All participants were briefed prior to the
experiment regarding the increase in stress over time, but not regarding the hypotheses and
objectives of the experiment. Particpants were also trained and reminded that they are able
to cancel the experiment at any time. However, participants were told, why the stress was
increased by the different suppliers after the experiment. This debriefing also included a
detailed explanation of the experiment setup, the hypotheses and the overall objective of the
experiment. All participants were observed during the experiment, in order to be able to
cancel the experiment if any harm or danger is imminent for the individuals.
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3.2 Treatments

Over the time of the experiment, the work load of the participants was gradually increased.
The goal was to see, what amount of stress level will be measurable when the participants
break the policy. Increase of stress was achieved by the projects that the participants were
required to solve. These treatments were gradually, increased by decreasing (a) available
time resources by decreasing the project deadlines, and (b) available work force by parallel
customer requests. An example for such a treatment is provided in the Annex. The treatments

Fig. 2: Gantt chart of the treatments relative to the experiment time. Project-based treatments are
shown in gray, whereas the right end of each gray area indicates the project deadline. Red crosses
indicate treatments through customer interaction..

over time are shown in Figure 2. The experiment started with only customer 1 asking for
delivery, allowing participants to work collaboratively. However, until hour 3:00 into the
experiment, the workforce is first decreased from 1:15 to 2:00, and then the workforce is
decreased along with the available time resources by requiring the participants to provide
results to all three customers in less time than in the previous projects. The treatment then
drastically decreases the available time resources by requiring delivery for a project between
3:15 and 3:45. And then goes on into further decreasing the workload. The overall goal
of this schedule is to continuously increase the amount of workload that the participants
receive, by decreasing available time and workforce. Additionally, treatments were provided
through customer interactions. If participants have already become familiar with the work,
these interactions were designed to increase uncertainty and thus the participants stress.
Such customer interactions could be complaints about the quality and threats of minus
points by the customers, demanding additional work for projects shortly before the deadline,
requiring an earlier delivery of the project results, demanding a draft of the work results
or even a final draft with 90% completion status, or asking the project lead who currently
works on the project. For instance, one customer might ask after 50% of the projects’ time
has passed, who is working on the project at the supplier. After the suppliers response, the
customer would then ask for an earlier delivery. This combination of treatments by time
reduction and work force reduction through the project situation, and increasing uncertainty
at the participants by customer interaction, both aimed at gradually increasing the workload
of the participants.

3.3 Data Acquisition

The experiment subjects were treated in an isolated room, in which they could act and
organize autonomously. The room was monitored via three cameras that recorded and
allowed the experiment team to observe the participants behaviour. The experiment team was
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situated in a separate room in order to minimize interference of the team with the subjects.
In fact, after the participants were introduced, their consensus gathered, and led into the
experiment room, the door was closed, and no interference from outside the experiment
room was permitted. The experiment team consisted of two researchers, who created a
protocol of the participants actions and group behaviour. By monitoring the mail server that
was setup for the experiment, the experiment team also observed if any policy violations took
place. During the experiment participants would fill out seven surveys at predefined times
into the experiment. These surveys consisted of an item set for measuring work impediment
by the security technology, taken from [KB13], along with a paper version the NASA Task
Load Index (TLX) measurement instrument [Ha06]. The latter provides participants with
the possibility to indicate their perceived mental, physical, and temporal demand by the
task, their performance, effort and frustration. Since NASA TLX is a subjective measure
of workload, results may vary drastically between participants. Therefore weighting of the
participants indications is required. In order to provide this weighting, participants were
required to answer a survey, which weighted the seven different categories of workload
to each other. This resulted in an individual weighting of the different categories for each
participant. The combination of experimenter protocols, the Work Impediment Item set, and
NASA TLX allows both for capturing the participants work load and stress, the perceived
work impediment by the security technology and the participants’ and participant group
behaviour. We assume that measurements of the workload that is created by working on
an objective is virtually indistinguishable from the workload that is created by working on
an objective with a certain security mechanism. Therefore, work impediment introduces a
scale that focuses only on the impediment created by a security mechanism when working
on an objective.

4 Analysis and Discussion

4.1 Observation of the groups

In the beginning (t+0:00) of the first day, both groups started off with the lowest amount of
pressure, at least according to the treatments (see Section 3.2). It was observed, that the
subjects of the first group had trouble understanding the provided access control system.
Especially, the concept of groups seemed confusing in the beginning. This caused the
subjects to work around the technology and to work without computers by dictating to the
project lead, what he or she should write into the result report for the customer. After the
break of the first group, the observed frustration seemed to increase, while three parallel
projects were requested by the customers. Now the subjects seemed to arrange into smaller
groups, and information exchanges via USB stick and in line with the communicated policy
took place. During the experiment it became apparent, that the first group, even though they
showed technical expertise, had a hard time to understand the security mechanism and how
to adjust the group memberships. Still, even when, later in the experiment day, the USB
sticks malfunctioned, the subjects remained to work in line with the policy. The second
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group showed more technical interest and competence than the first group. Already in the
first project, this group build a hierarchy, whereas the administrator seemed to assign work
and check-off decisions made by the group. This resulted in work being shared already in
the first project. During the second project however, the group already started discussing
whether they should violate the policy, since it would be quicker and deemed to be unlikely
that something happens. However, the administrator as the informal leader of the group
vetoed this option, which led to the other participants immediately disregarding the policy
violation. Data exchange happened via USB stick, in compliance with the security policy.
After the end of the first day both groups said they felt that the security mechanism restricted
their work. The mechanism automatically encrypted every file. This effect was not visible
for the participants, when working in one group. However, when transferring data from
one group to another, e.g. via clipboard, participants only received encrypted data. While
this strict enforcement of data separation between the groups was meant to be, it became
evident that when participants were accidentally researching, e.g. with a web browser, for
one customer but in the group of another customer, this feature would start to become
annoying and obstructive for them. On the second day, the second group showed that they
took the separation of customer data very seriously. Even though the time pressure was
increased and the available work force was decreased due to parallel running projects, policy
violations at first did not take place. However, 1:39 hours into the second day (at t+3:59),
the USB sticks started to malfunction for the second group, and they started to violate the
security policy after it became apparent to the group that they could not bypass this issue by
e.g. dictating contents to the project lead who compiled the project report. Frustration and
resignation of the participants become visible after this point, and more and more policy
violations took place with the justification that nothing had yet happened (2:20 hours into
the day at t+4:35 and 2:39 hours into the day at t+4:54). The first group made more use
of the possibility to assign and revoke users to customer groups on the second day. This
resulted in more cooperation between the participants. Information was being exchanged
with USB sticks. However, it seemed to confuse participants sometimes that content that
was not assigned to the group of their customer was encrypted. Finally, with increasing
stress and being shortly before the deadline of a project, one of the project leads started
to show a maximum amount of stress, yelling to another cooperating participant to “send
the [. . . ] thing per e-mail!”. This policy violation took place 1:47 hours into the second
experiment day at t+5:02. This means, that while the policy violation in the second group
took place at a later point in the experiment itself, it took place at a similar point in time
of the experiment day for both groups (1:39 and 1:47 hours after start of the project), and
at the moment of maximum visible frustration and highest time pressure. The experiment
ended after t+06:00 hours, which means that the policy violation for the second group took
place nearly at the end of the whole experiment. Both groups seemed to be very exhausted
at the end of the experiment.
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4.2 Task Load Index and Work Impediment

Overall, seven measurements of task load and work impediment were obtained per participant.
The NASA TLX values were then weighted for each participant, by using the weights
obtained from the survey at the end of the experiment (see Section 3.3). Since the experiment
was spread over two days, participants had time to recreate between measurement three and
four for group 1, and measurement two and three for group 2. Although, breaks were included
in the experiment, to provide each group also with a moment to recreate, TLX values may
be biased by this circumstance. Therefore the TLX values were further normalized with the
minimum and maximum value for each participant on the respective experiment day. The
resulting TLX values are provided in the annex.

The TLX values for both groups show, that the largest changes seem to be indicated with
Frustration, Performance and Effort. Temporal Demands, while increasing, seem to only
play a minor role. Cognitive demands remain relatively untouched by the treatments. Finally,
physical demands as expected were all zero, since the factor was weighted to zero by all
participants. Therefore physical demands are excluded from our analysis. In order to analyse
the TLX values, we chose a correlation analysis. The results are indicated in Table 14 . It
is clearly visible that the treatments resulted in an increase of the perceived performance
(A self assessment of how successful the participant has been), , the participants effort
(how hard was the work for the participant?), and the participants frustration. The indicated
correlations are all highly significant (p ≤ .01) and indicate high values. Temporal demands
only weakly correlate with the participants frustration (p ≤ .05). Also interesting is the
relationship between work impediment, frustration, performance, and effort. The larger
the demand that was introduced by the treatements showed to be, the larger the values
for frustration, performance, effort and work impediment become. Illustrative for both
experiment groups, showing this correlation are provided in the annex. The correlation
between frustration and work impediment becomes evident in both, and is also indicated by
the correlation analysis (.765, p ≤ .01). Also the perceived work impediment by the security
technology rises with the perceived performance (.775, p ≤ .01), and the perceived effort
(.705, p ≤ .01).

4.3 Discussion of the findings

The participants, though affine to technology, were all neither security experts, nor familiar
with security technologies. Yet, on the first day of the experiment one group decided to
rather work with obstacles (e.g. by dictating contents to the project lead), than breaking the

4 Due to length restrictions the annex to this contribution, that contains the data visualization and data tables
along with the questionnaire, was not included in the printed version. It is however available online at:
https://www.researchgate.net/profile/Sebastian_Kurowski/publication/323177670_Annex_-_On_the_

possible_impact_of_security_technology_design_on_policy_adherent_user_behavior_Results_from_

a_controlled_experiment/data/5a8479d4a6fdcc201b9ef0eb/sicherheit2018-annex.pdf
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policy. The other group, although considering policy violations, kept to the security policy.
Policy violations were, in both groups, only observed late into the experiment. The second
group violated the policy twice between the fifth and sixth measurement, and again after
the sixth measurement. The first group on the other hand took until shortly after the sixth
measurement to violate the policy. This was surprising, since obviously all participants knew
that there is only a minor chance that they got a disadvantage out of the action and it would
have improved their work efficiency and reduced their level of task load. Participants argued
after the end of the first day of the experiment that they wanted to keep the customer data
secure, although they had no security expertise whatsoever. Another interesting observation
is the correlation of work impediment. We would have expected, that work impediment
remains steady, or at most weakly correlates with the amount of effort, performance and
frustration. However, work impediment indicates one of the strongest correlations with these
task load factors. Also in both groups, the policy violation could be observed at 1:39 / 1:47
and at a point when the frustration and work impediment each climaxed (between the fifth
and the sixth measurement). This of course raises the suspicion, that the surge in frustration,
work load and work impediment may be a cause for the policy violation. Participants all
had one thing in common: they complained about the usability of the security technology.
This is also shown by the work impediment. Furthermore, the bad user experience seemed
to contribute to the frustration of the participants. The Theory of Planned Behaviour (TPB)
[AH09], that plays a role in some contributions for information security policy compliance
[SKH15, Hu12, If12, BCB10] may provide a possible explanation for this observation. TPB
postulates that human behaviour is constituted out of the attitude of the individual towards
the behaviour, the subjective norm of the behaviour, and the perceived behavioural control
of the individual over the behaviour. The subjective norm hereby indicates the amount of
pressure implied by the individuals peers. Since a violation of the security policy would
have led to the chance of sanctions for the whole group, each participant may have perceived
the subjective norm of not violating the security policy. The attitude of the individual may
also have been positive towards keeping the customer data safe. This also aligns well with
the observations from Section 4.1. However with increasing reduction of available time,
work-force and the increase of uncertainty came an increase not only in performance and
required effort, but also in the work impediment. This means, that the lack of usability was
perceived worse, when under more stress by the individuals. This may have led to a change
in attitude, from keeping the customer data secure towards not failing to meet the deadline
and risking certain minus points. This is obviously a blatant contradiction to the naïve,
unknowing or risk-affine user. None of our participants exhibited naivity or risk-affinity.
All were unknowing. But neither violated the policy in the beginning. However, our results
indicate that the work conditions, including the design of the security technology, may
actually contribute to a security policy violation, not the disposition of the user.
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5 Conclusion

To our knowledge this is the first time such a controlled experiment has been conducted
in the field of security policy compliance research. The advantage of our approach over
classic survey-based approaches that are widely used in policy compliance research lie in
the opportunity to observe changes to behaviour prior and after the policy violation and
to observe the actions that led to the policy violation. Our measurements indicated, that
the work impediment of the security technology is perceived differently under different
workloads, and that a surge in work impediment, frustration, performance and effort of the
tasks contribute to a policy violations. Our observations showed that the participants, albeit
being unknowing of security, showed a large willingness to protect the customer data and
even switched to more work-intensive workarounds even though they could have gained an
obvious advantage from breaking the policy. An explanation for this observation however
could be provided by a change of attitude in the light of TPB. If these observations are true,
this means that the users role in policy compliance must be reconsidered. Policy violations
may be subject to bad working conditions, and the security technology design. All these
correlations show a high likeliness of not being random (p ≤ .01) even though rather small
sample sizes were used in the experiment. We therefore argue that the impact of the security
technology, along with basic assumptions about the user in information security must be
reconsidered in order to provide an effective and secure working environment.
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