
BUFFing signature schemes beyond unforgeability

and the case of post-quantum signatures
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In the first part of our talk we study the security of signature schemes beyond
the conventional notion of existential unforgeability. Prior work such as Jackson,
Cremers, Cohn-Gordon & Sasse (2019) has already shown that the absence of those
properties can lead to real-world attacks on protocols using signature schemes. In
particular, our work revisits the notions of exclusive ownership from Pornin &
Stern (2005), which indicates whether an honestly generated signature may verify
under a different public key, and message-bound signatures, which indicates that
an attacker cannot generate a signature that verifies two distinct messages under
its own key. In addition, we provide the first formal definition of non re-signability :
Given only an honestly generated public key and a signature but not the message,
an attacker cannot create a signature for this message. Existential unforgeability of
a signature scheme does not imply any of these properties. Hence, we introduce the
Beyond UnForgeability Features (BUFF) transformation to add these properties at
the negligible penalty of computing and verifying a hash function evaluation and
an increase in the signature size by one hash digest.

In the second part of our talk, we analyse whether 3rd round NIST PQC signa-
ture scheme candidates fulfill the above security notions. We briefly describe that
Dilithium satisfies the notions by relating it to the BUFF transformation. As an
example of a scheme which does not satisfy some of the security notions, we exam-
ine the lattice-based scheme FALCON. This scheme is build on NTRU which gives
the underlying problems an algebraic structure. We give an high-level overview of
the scheme and a more detailed account on the main objects related to the security
notions in question. In the analysis, we use the underlying structure of FALCON
to develop attacks on multiple security notions.

The full version including all details can be found at Cremers, Düzlü, Fiedler,
Fischlin & Janson (2020).
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