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Why should they care? Conceptualizing the challenges of 
information security training 
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Abstract: Most organizations rely on individuals without or with little security knowledge to 
participate in information security tasks. Intending to enable them, information security trainings 
are usually used. But their effectiveness is debatable. In this contribution we combine descriptive 
analysis with the social systems theory and current literature on organizational learning and change 
management to conceptualize the challenges of information security training. We find that the 
challenges of security training are rooted within a basic dilemma of security: its value-promise 
(addressing of risks) is not suitable for communication within an organization.  These findings are 
part of an ongoing research project on trainings for IoT security. 
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1 Introduction 

There are many tasks such as identity management, credential management, policy 
compliance, key management, incident management and several more, where 
participation of non-security users in the organization is a key to success. If credentials 
are not handled accordingly by their owner, they become a vulnerability. In order to 
enable them, information security trainings are usually used. But their effectiveness is 
debatable. For instance, Bulgurcu [Bu09] showed that the effectiveness of security 
trainings is moderated by the perceived fairness of the security measures. In our 
systematic approach, we are using the (social) system theory [Lu84] along with its 
application to risk [Lu90] and organizations [Lu11] to conceptualize the challenges of 
information security training (see Section 3) and match these with techniques from 
literature on change management. These findings are used in an ongoing research project 
on security training development for IoT security.  
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2 Analyzing social systems in information security 

The system theory by Luhmann [Lu84] is a descriptive, communication focused theory 
on social systems. Its focus on communication hereby allows it to provide a consistent 
description of a research subject [St20]. In order to describe a social system, system 
theory uses a subsystem hierarchy [Lu84], meaning that any system can be comprised of 
subsystems. Patterns and structures that contribute to the description of a social system 
are constituted by communication between its subsystems. Subsystems however can 
only communicate, if both subsystems can make the same sense out of what has been 
communicated. This required sense-making can be achieved by a set of e.g. shared basic 
elements (in the following referred to as commonalities). If, for instance, two employees, 
or two business units do not share some common ground for making sense out of a 
collaboration, it will most likely not be continued, or not be initiated. Collaboration must 
be hereby regarded with the aspect of time in mind. Structures and patterns in social 
systems can be produced and vanish again, and thus every association between systems 
must be continuously reproduced in order to pertain. 

If we consider an organization as a system-of-systems whereas the subsystems-of-
interest for us are provided by the organizations business units, then the social system of 
information security in organizations could be reduced down to a primary value 
generating business unit (user BU) and the information security focused business unit 
(information security BU). For collaboration between these units to take place, an 
association must be founded on a common ground for sense making through 
commonalities [Lu84]. However, there is little common ground between these business 
units within their goals, foundations for action, and desired outcomes. The user BU for 
instance acts upon working tasks, with value generating goals in mind, towards the 
outcomes of its value generating processes. The information security BU on the other 
hand acts upon the current state of the security architecture, with information security 
specific goals (mostly risks) in mind, and towards a future state of the organizations 
security architecture.  

This leaves little ground for commonalities to occur naturally within the organization, 
which yields the question which sense these units should make out of collaborating? 
However, when looking at organizations one may argue that collaboration between a 
user BU and an information security BU sometimes take place. A commonality for such 
a collaboration could lie in the acceptance of information security collaboration as a 
necessary task to ensure the future of the organization. However, an experiment 
conducted in 2017 found that individuals may stop participating in information security 
tasks after enough working stress had been invoked on the participants [Ku18]. This 
shows that the willingness to participate in information security tasks may as well vanish 
over time, e.g. when participants start to consider information security as work 
impeding, and thus a value impeding activity. 

A common approach to establish a common ground for sense making is usually found in 
risk awareness campaigns. These try to raise awareness on the risks that information 
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security is addressing and thus provide the ground for making sense out of information 
security actions. Risk however is not a naturally occurring phenomenon, but an 
individual anticipation due to an observed threat [Lu90]. It is thus entangled with its 
observer [Ba91], and therefore influenced by individual traits such as the affinity or 
aversion towards certain risks [KT79][Me17], the tendency to weigh known risks 
heavier than unknown ones [GS89][Me17], and the tendency to underestimate risks that 
apply to contexts further away from one's personal context [He03][Be09][No83]. With 
this in mind, findings that individuals with no information security background seem to 
perceive certain security risks differently than those with security background as found 
by Albrechtsen and Hovden in 2009 [AH09] seem hardly surprising. This also 
challenges the communication of risks, as these can hardly be justified without losing 
credibility either through communicated materialization scenarios that are not believed 
by the user BU or which seem exaggerated, or which may even be perceived as threats 
by the user BU [Sk98]. This concludes a basic dilemma of organizational information 
security. It can hardly objectively justify its actions with its risk posture.  

Sometimes legal compliance is referred to as a possible solution out of this dilemma. But 
this only works of legal compliance is considered for the sake of it4. As soon as legal 
compliance is considered as evasion of sanctions, it becomes a matter of individual risk 
perception and again leads to described dilemma. This leaves us with the only common 
ground for associations of the information security BU with the user BU: The trust that 
this association is in the interest of the user BU. This however also involves that the 
view on the user BU by the information security BU changes radically from servant to 
customer.  

3 Addressing social challenges of information security training 

The change management literature offers a wide range of tangible methods which 
provide possibilities to bring about changes in personal behavior coming from an 
organizational logic [Cg19][La21][VW20]. In the everyday professional life of social 
systems, social-emotional indicators control motivation, action, and "downstream 
behavioral processes" [Ur08]. Emotional experience and trust affect individual action 
processes as well as subjective attitudes and perspectives of individuals. Therefore, they 
play an essential role for the willingness to perform according to the organisational goals 
[LK02]. Performance for this context can be understood as the BU user’s performance of 
safety-related tasks. Despite the existing formal organizational structures, which 
according to Luhmann create a basis for trust, the challenge on how to maintain trust in 
interpersonal communication and interaction remains. In today's debate, managing 

 
4 In this case legal compliance bears its own meaning, which would distinguish between either being compliant 

or not being compliant. Communication that bears its own meaning does not require further commonalities 
and is in the system theory refered to as a succes media [Lu84] 
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organizational change represents a major challenge for any organization [WQ99].  The 
successful implementation of change comprises the Organizational (changing structures 
and processes), Personnel (changing behavior) and Cultural (change in values in norms) 
level. Amongst these, cultural change plays an essential role, as it triggers the change of 
values and norms, and thus fosters attitudes and behavioral changes of organizational 
members [He16].  

Simply put, an organization learns by the totality of the organization's members learning. 
Individuals thus no longer comprehend problems strictly from their own point of view 
but relate them to the expected actions and perceptions of the organization and thus 
reorder their own activities in accordance with the organizational specifications [AS06]. 
Thus, theoretically, a commonality is established between the information security BU 
and the user BU.  However, this contingency develops exclusively through the 
reproduction of basic elements that create meaning and make it possible to act according 
to organizational specifications. Nevertheless, it should be noted that an idealistic 
concept such as this requires a high degree of (intrinsic) motivation to learn on the part 
of employees and commitment on the part of managers who apply and support this type 
of learning. The principle of the learning organization includes the participation of all 
stakeholders through clear definitions of roles and tasks and the training of appropriate 
competencies. This requires a culture that reminds organizational members daily and 
promotes learning, especially in everyday organizational life. The following is a brief 
description of some of the success factors that show the most promise in implementing 
cultural change in an organization [La21]: Communication tools play a key role in 
terms of a credible and honest internal information policy. Communication should begin 
before the start of a change process and continue beyond its end.  In addition, it must be 
extremely clear, as it is fundamentally open to interpretation and therefore susceptible to 
misunderstanding. Openness, empathy and constructiveness are further crucial 
components of communication and the central signals when resistance to change from 
within one's own organization must be responded to. Participation tools create an 
acceptance of those affected in the change process - provided that the offer developed for 
this purpose is credible, transparent integrates feedback and is meant seriously. The 
people affected can identify more easily with the change, which further creates positive 
impacts on the other individuals, since increasing participation is accompanied by an 
increase in motivation. For the implementation of an organizational change, additional 
skills, competencies and knowledge are needed to cope with the resulting new tasks. A 
need for Advanced Training naturally arises in the field of management. Managers play 
an essential role as promoters or multipliers, as they recognize the causes of resistance, 
moderate conflict discussions, increase employee motivation, conduct targeted employee 
discussions and establish a culture of error. 
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4 Conclusion 

This paper captures the puzzle of needed, but often missing, collaboration among non-
security users on critical information security issues. We conceptualized the problem 
using Luhmann's systems theory and were thus able to break it down to the fact that lack 
of collaboration between organizational units is based on an absence of meaningful 
elements which itself is followed by a failing credible communication and ultimately 
leads to (unintentional) non-compliant behavior. This is rooted within a dilemma of 
organizational information security: that any risk-based communication is susceptible to 
failure. In our view it thus makes sense to look at a broader, conceptual view on the 
organisation. We presented such a view with an insight into possible solution trajectories 
from change management and organizational learning literature. These include a focus 
on different communication and participation tools, and trainings. We believe that 
credible communication can only come from a credible organization that considers itself 
as a sum of its individuals, focusing on communication as a core piece for fostering 
participation. We aspire to deliver trainings that provide this in our future research. 
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