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Secure Function Evaluation (SFE) is a cryptographic primitive that allows two parties to jointly
compute a public function without revealing their inputs, while Private Function Evaluation (PFE)
additionally hides the computed function that one party provides. There exist many applications of
PFE, e.g. analyzing and processing medical data for a privacy-friendly diagnostic service [BFK+09]
or privacy-preserving intrusion detection [NSMS14]. [PKV+14, FVK+15] make use of PFE in order
to hide queries in a database management system.

PFE can be efficiently reduced to SFE by using a Universal Circuit (UC) as public function.
A UC is a special Boolean circuit that can be programmed to compute arbitrary functions up to a
given size n by providing the corresponding programming bits. Beyond PFE, UC’s have several ap-
plications such as multi-hop homomorphic encryption [GHV10], Ciphertext-policy Attribute-Based
Encryption [Att14], and Direct Program Obfuscation [Zim15]. [Weg87] proved that the asymp-
totical lower bound of the size of UCs is Ω(n log n). The first two theoretical UC constructions
were provided by Valiant in [Val76] - today known as 2-way and 4-way split constructions due to
their recursive structure built up of 2 or 4 substructures - with sizes 5n log2 n and 4.75n log2 n,
respectively. The 2-way split construction was implemented by [KS16] and [LMS16] in concurrent
and independent works, while the implementation of the 4-way split construction was provided
by [Gün17, GKS17].

In this talk, we present the modular design of our 4-way split implementation which can be
generalized to any k-way split construction. We explain the single components of our UC compiler.
[LMS16] introduced this idea and we have turned this approach into a modular design and imple-
mentation in [Gün17, GKS17]. The 2-way split construction leads in general to a better size for
small functions while the 4-way split construction has smaller sizes for large functions. However,
due to the recursive structure of Valiant’s UC construction, in [GKS17] we present a hybrid UC
construction that combines the 2-way and 4-way split UCs in order to use the best available sub-
structure at each recursion step, and yields the best sizes for all functions. The implementation of
our 4-way split UC is available at https://github.com/encryptogroup/UC.

The improvement of the 4-way construction over the 2-way construction is on average 3.12% and
for our hybrid construction it is 3.65%. The hybrid construction is practical for many applications.
Our hybrid UC construction is the best known to date and our implementation allows on a machine
with 32 GB of memory to process circuits up to n = 1,4 million gates which results in a UC with
around 120 million AND gates.
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