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Physical Unclonable Functions (PUFs) are novel lightweight security primitives that can potentially provide
a high level of security with low power and area overhead, in comparison to other security solutions. A PUF
provides a digital fingerprint which can be used as a unique identity for a particular device. PUFs can be
utilized for cryptographic key generation and agreement [SD07], as well as identification and authentication.
Therefore, they are increasingly used as a means of protection against identity theft, device cloning, and
counterfeiting of merchandise.

However, recent publications regarding attacks against them have shed doubt on their potential as
security mechanisms. Multiple vulnerabilities have been identified that can be exploited to attack computer
systems that base their security on PUFs. A number of attacks based on these vulnerabilities, such as
model building, machine learning, fault injection, physical and other known attacks, have been proposed
in the relevant literature. Additionally, avoiding or detecting these attacks has become a challenging task
in modern cryptographic research. Therefore, the role of PUFs as security mechanisms is currently under
question.

In order to address the shortcomings of present PUF implementations, we investigate ways of increasing
their entropy and, therefore, potentially enhance their security. Our research focuses on novel security solu-
tions, which are based on the concept of Reconfigurable PUFs (R-PUFs) [EKvdL11, KKvdL+11, KSS+09],
including Controlled PUFs [GCvDD02, GDC+08], and on their applications. A PUF can be combined with
another source of entropy, in order to increase its entropy and transform it into a reconfigurable security
mechanism, whose output is not only dependent on the PUF itself, but also on the other source of entropy.
By increasing the entropy of the final output of this composite security mechanism, the probability of a
successful attack against it can be significantly reduced.

In particular, we examine and evaluate a number of different composite R-PUF implementations that
appear to be promising regarding their security. A number of different components, such as non-volatile
memory, hash functions, such data structures as trees, or, even, other PUFs can be used as sources of
additional entropy, which can be combined with a PUF in order to (re)configure it. Additionally, such R-
PUFs can potentially also allow for secure reconfiguration, by partial renewal of their components through
the help of a semi-trusted party. Finally, by keeping a history of the inputs, such an R-PUF can also allow
for both tamper evidence and restoration back to a legitimate state. We, therefore, come up with a family of
novel R-PUFs that can offer advanced security applications, which we name Advanced Reconfigurable PUFs
(AR-PUFs).
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