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Preface

In 2004, the first Conference on Electronic Voting took place at Castle Hofen. Since
then, the biennial EVOTE Conference has become the central meeting place for e-voting
specialists. The interdisciplinary dialogue between academia, election experts and
organizers, governments and politicians, as well as developers provides the foundation
for fruitful discussions and intensive collaboration and exchange.

The fifth International Conference on Electronic Voting, EVOTE2012, is centered on the
theme “Challenges for Electronic Voting — Transparency, Trust, and Voter Education”.
These challenges are addressed by sessions on verification, auditing, and coercion
resistance.The conference provides an overview of the most recent research,
technological developments, and practical experiences. The diversity and
interdisciplinarity of EVOTE2012 is reflected in the 21 papers selected out of the 44
submissions based on a double blind-review process.

The submissions not only represent the wide array of technological developments and
conclusive research currently taking place but also the worldwide support for electronic
voting in places like Argentina, the United States, France, Norway, Turkey, and
Switzerland. Nearly one-third of the accepted papers look at the latest practical
implementations and the remaining two-thirds cover state-of-the-art academic research.
Submissions were made by an equal number of new and experienced researchers
including members of the International Programme Committee.

Special thanks go to the Council of Europe and the Gesellschaft fiir Informatik (German
Informatics Society) with its ECOM working group on e-commerce, e-government, and
security for their support and partnership in helping to organize the EVOTE2012
conference.

We would also like to thank the Lecture Notes (LNI) in Informatics editorial board under
Prof. H. C. Mayr and the Gesellschaft fiir Informatik along with Cornelia Winter for
their unconditional support in publishing the following articles in the LNI. We would
also like to offer our gratitude to Jiirgen Kuck from Kollen Publishers for helping us
meet our print needs in such a perfect manner.

A big thank you to our conference partners, the Austrian Federal Ministry of the Interior
and the Regional State of Vorarlberg, for their continued support. Further thanks go to
our conference sponsors Everyone Counts, POLYAS, and Smartmatic for their efforts in
helping create such a collaborative environment of exchange and discussion at
EVOTE2012.

Finally, we would like to thank the reviewers and the members International Programme
Committee who ensured the high quality of this publication with their knowledge and
experience. Submissions of committee members and chairs were reviewed without their
involvement.

Vienna, Darmstadt, Koblenz, July 2012
Manuel J. Kripp, Melanie Volkamer, Riidiger Grimm
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Introductory Words

It is clear for all of us that the power of individuals to communicate and connect has
expanded in the last few years.

The World Economic Forum estimates that over two billion people are now online,
nearly a third of humankind. There are 325 billion websites, 100,000 tweets per second
and 48 hours of video clips uploaded to YouTube every minute.

The events of the Arab Spring reminded us of the growing appetite for information:
A growing appetite for equality and for representative democracy.

The rise of electronic and social media has boosted the ability of cyber-activists to come
together as a catalyst for change, to use the internet as a tool to counter heavy-handed
governments.

New technologies have galvanised people to think and act more freely. In brutal societies
such as Syria, activists and journalists increasingly operate websites rather than offices.
They rally followers rather than staff.

What does this tell us?

One thing is for certain. New governance models in a plugged-in world will no doubt
entail greater demands for transparency and accountability.

New technologies are a challenge to the democratic process as we know it, but they also
create enormous opportunities, and e-voting is one of them. However, in introducing
new technologies to the electoral process, we must ensure that the legal, operational and
technical frameworks fully comply with international standards and best practices for
elections.

This is why the Council of Europe, already in 2004, responded to the new developments
by adopting Recommendation (2004) 11 of the Committee of Ministers, a roundbreaking
set of rules which still remains the only standard-setting instrument on e-voting.

But in a fast moving field such as this one, circumstances change as we speak. This is
why the Council of Europe is always keen to engage in cooperation and exchange with
government experts, other international organisations, civil society, business community
and academics.

The 5th International Conference on Electronic Voting in Bregenz is an opportunity to
exactly that — and we are looking forward to it.

Thorbjern Jagland
Secretary General of the Council of Europe
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Introductory Words

For the fifth time, Austria is hosting the International Conference on Electronic Voting.
The industry-renowned “EVOTE” conference in Castle Hofen, Bregenz is a unique
international forum for practitioners and researchers, students and instructors, and
officials and policy makers, who all come together in order to discuss experiences, risks,
and opportunities regarding the use of modern technology in elections and direct-
democratic decisions.

“EVOTE2012” will specifically adress ‘“Challenges for Electronic Voting -
Transparency, Trust, and Voter Education”. New technologies provide unique
opportunities for communication and citizens’ participation; they can bridge nations and
peoples, helping to make this world a smaller place. At the same time, all electronic
solutions that help facilitate the voting or participation process must also ensure security
and transparency in order to gain the electorate’s trust and acceptance.

Instruments of direct democracy enjoy increasing importance in countries around the
world. People want their voices to be heard by politicians and lawmakers. The Republic
of Austria has had a long and well-established tradition of direct democracy, especially
with public initiatives (so-called “Volksbegehren”). For instance, the Federal Ministry of
the Interior has recently initiated preparations for a far-reaching “democracy package.”
Within the framework of such a reform, specific participatory tools could be
strengthened and the wuse of electronic technology certainly deserves further
consideration.

On April 1, 2012 the European Union officially introduced its first participatory
instrument, the European Citizens’ Initiative. For the first time in the history of the
Union, citizens are able to engage directly with EU politics. One million EU citizens
from at least seven member states can now request a legislative act from the European
Commission. The Citizens’ Initiative not only provides the legal framework for
collecting statements of support on paper but also via the Internet. This is a major step in
bringing European democracies into the 21st century as it turns the European Citizens’
Initiative into the first European-wide tool for “e-participation.”

I consider it both exciting and rewarding to carefully watch future developments in this
field and other areas of electronic voting and participation. Accordingly, “EVOTE2012”
promises to offer fruitful discussions and indispensable information for representatives
in academia, administration, and politics alike. My best wishes accompany the coming
days, and I am looking forward to the conference’s findings.

Johanna Mikl-Leitner
Federal Minister of the Interior
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With the fifth EVOTE conference series the tradition of interdisciplinary discourse on
electronic voting at Castle Hofen continues with articles from experts in academia,
administration, politics and industry. The dialogue and sharing continues in 2012 with an
impressive set of papers and presentations on various aspects of electronic voting.

This year’s conference theme is challenges to electronic voting: transparency, trust and
voter education. The 2012 proceedings consist of 21 papers selected in a double-blind
review process from 44 submissions to bridge the gap between theory and practice
ocvering topics like verifiability of Internet and electronic voting, coercion resistant
voting systems, auditing and testing as well as mobile voting for sight-impaired citizens.
The papers are clustered in nine sessions, which are presented in the following:

The first session looks the recent practical experiences with Internet voting in Norway
and the implications on verification. Ida Sofie Gebhardt Stenerud and Christian Bull
present the experiences and challenges of the election commission in Norway with the
implementation of Internet Voting and the lessons learnt. Jordi Barrat, Michel
Chevallier, Ben Goldsmith et al. evaluated the Internet voting in Norway and analyse in
their paper the special feature of return codes to ensure voter verification in Norway.

The second session presents the technical perspective on Internet voting in Norway. The
first paper by Jordi Puiggali and Sandra Guasch describes the technology behind the
voter verification return-code scheme and analyses the implementation from a
developer’s perspective. Denise Demirel, Hugo Jonker and Melanie Volkamer
investigate the mixnet used in Norway and propose a verification method to improve
efficiency and privacy.
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In the third session verification of electronic voting is discussed with an analysis of the
e-voting system used Victoria, Australia by Craig Burton, Chris Culnane, James
Heather, Thea Peacock, Peter Ryan, Steve Schneider, Sriramkrishnan Srinivasan,
Vanessa Teague, Roland Wen and Zhe Xia. Maina Olembo, Anna Kahlert, Stephan
Neumann and Melanie Volkamer look at the possibilities for verification in the online
voting solution POLYAS.

Session four presents new research on coercion resistant e-voting systems. The paper by
Oliver Spycher, Reto Koenig, Rolf Haenni and Michael Schlipfer proposes a verifiable
Internet voting protocal that prevents voter coercion. Jerome Dossogne, Frederic Lafitte
and Oliver Markowitch present how multi-party designated verifier signatures can be
used a solution to provide coercion freeness in electrnoc voting schemes.

Session five deals with the growing challenges of auditing and testing of electronic
voting systems. Michelle Shafer, Cyrus Walker, Jay Aceto and Edwin B. Smith propose
a methodology for auditing of electronic voting systems. Mark Philips and Richard
Soudriette discuss the importance of independent testing of electronic voting systems
and the practical implication.

In session six practical experiences with Internet voting for citizens living abroad are
presented and discussed. Ardita Driza-Maurer, Oliver Spycher, Geo Taglioni and Anina
Weber present the experiences with Internet voting in Switzerland. Tiphaine Pinault and
Pascal Courtade provide an inside look on the French Internet voting project for citizens
abroad.

The seventh session presents practical experiences with electronic voting machines.
First Carlos Vegas looks at the new e-voting machine in Belgium. Guillermo Lopez
Mirau, Teresa Ovejero and Julia Pomares analyze the developments and implementation
in Argentina.

Session eight presents the research findings on different analysis of the current status
quo of electronic voting. Nina Boulus-Redje maps the literature on electronic voting and
highlights the importants topics of discussion. Jessica Myers and Joshua Franklin
developed a classification structure of current and future voting technologies. Jurlind
Budurushi, Stephan Neumann and Melanie Volkamer analyze the results of a survey on
the use of smart cards to support the voting process.

The ninth session looks at new debates and developments in the field of electronic
voting. Marc Teixidor Viayna analyses the consequences of null votes for electronic
voting systems. Dalia Kader, Ben Smyth, Peter Ryan and Feng Hao propose a recovery
round to enable the election result to be announced if voters abort, and adds a
commitment round to ensure fairness. H. Serkan Akilli presents mobile voting as an
alternative for blind voters. And Jonathan Ben-Nun, Niko Fahri, Morgan Llewellyn, Ben
Riva, Alon Rosen, Amnon Ta-Shma, Douglas Wilkstrom report on the desing and
implementation of a new cryptographic voting system, designed to retain the look and
feel of standard paper-based voting systems.
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Session 1

Verifiable Internet Voting in Norway:
Lessons Learnt






When Reality Comes Knocking
Norwegian Experiences with Verifiable Electronic Voting

Ida Sofie Gebhardt Stenerud and Christian Bull

Norwegian Ministry of Local Government and Regional Development
P.O. Box 8112 Dep.
0032 Oslo
Norway
{ida.stenerud | christian.bull} @krd.dep.no

Abstract: This paper discusses the Norwegian experiences in piloting a verifiable,
remote voting system in a legally binding, public election. First, we provide a high-
level description of the system used. We then go into detail about the major
challenges that were encountered in the implementation and execution of the
system. In particular, the generation and printing of return codes and the key
management are described in detail. We also discuss the relationship between the
Norwegian Electoral Management Body and the system integrators, indicating how
verifiability may enable new models of cooperation.

1 Introduction

During the municipal and county council elections in September 2011, Norway
conducted trials using remote electronic voting. Ten municipalities participated in the
trials, and the approximately 168.000 voters could vote online during the advance-voting
period, lasting for 30 days. These trials were unique in that they — as far as we are
aware— represented the first venture into coercion-resistant, verifiable, and remote
electronic voting conducted by a national government. The Norwegian system is able to
mathematically prove that recorded votes are counted correctly, and this is verifiable to
independent third parties. In addition, voters get proof that their voting intent has been
correctly recorded.

The purpose of this document is to provide a primary source of insight into the practical
sides of piloting verifiable electronic voting. The intended recipients are the Electoral
Management Bodies of other countries that may be considering piloting or implementing
Internet voting. Some of the lessons learnt throughout the project have been painful, and
by sharing them, we are hoping to make the road less rocky for the next country in line.

We also hope that these practical experiences are noted by academic protocol authors.
Seemingly insignificant protocol design choices may have unexpected real-life
consequences when implemented. Therefore, practical considerations need to be taken in
protocol design.
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In Norway, the Ministry of Local Government and Regional Development acts as the
Electoral Management Body (EMB) and is responsible for electoral rules and
regulations. While local authorities are usually responsible for actually carrying out the
elections, the ministry took a more hands-on approach in the case of the e-voting pilot.
Therefore, in this paper, the terms “EMB”, “Ministry” and “e-vote 2011 project” will be
used interchangeably.

2 Functional Overview of the Norwegian Electronic Voting System

From the voter’s perspective, the Norwegian electronic voting system is fairly simple.
The voter logs in using MinID, a widespread, well-known, and freely available two-
factor authentication mechanism. Once verified, the voter is presented with a point-and-
click interface showing the ballot. The voter makes her selections and submits them to a
Java applet, which has already been downloaded to the voter client PC. The applet
encrypts and digitally signs the vote and then sends it to the central voting servers.

Immediately after voting, the voter receives a text message containing a 4-digit number,
from now on referred to as a return code. This return code can be compared to the
voter’s poll card. The poll card, which the voter receives by mail before the voting
period begins, contains a list of all the available parties to vote for and their
corresponding 4-digit code. The return codes are individually calculated per voter prior
to the election. The return code in the SMS should correspond exactly to the chosen
party printed on the poll card. This allows the voter to verify that the vote has been
correctly received by the voting server, and is referred to as a cast-as-intended proof. If
the codes do not match the option for which she voted, she will know that the vote has
not been received correctly.

The voting process is illustrated in Figure 1 below:

Encrypted and
signed
electronic vote

I

Return code
Blue: 2110 3307 by SMS
Yellow: 3307 5
et
Polling card e

Fig. 1: A functional overview of the voting process
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To mitigate the threat of coercion in Internet voting, voters are allowed to cast an
unlimited number of Internet ballots, and even cancel the electronic ballot on by voting
on paper. This feature is not discussed further in this paper. For more information, see
[Gj10].

Why were the return codes sent via SMS and not just displayed on the screen? If a voter
casts multiple votes, and the return codes were shown on the voter’s computer, an
attacker could learn the meaning of the return codes and replace the vote without the
voter noticing. Therefore, the codes are delivered out-of-band.

Note that checking the return code is entirely optional and that the poll card is not used
for authentication. Hence, a voter not in possession of the poll card can still vote, but
will be unable to verify the SMS return code.

3 Return Codes Production: A Series of Unfortunate Events

The return codes form the first part of what is known as the Norwegian end-to-end'
verifiable voting protocol (see Figure 2 below). Verifiability enables voters, election
commissions, and election observers to verify the integrity of the election results and
thus increase transparency and trust in the election [Kal1]. Such protocols are often seen
as a measure to build voter trust.

Return Codes Mathematical proofs
(cast-as-intended) (stored-as-cast and counted-as-stored)
| |

[ | |

intended cast @ counted

Election result

Fig. 2: The vote life cycle and the verification steps

The rationale behind implementing return codes in Norway was, however, somewhat
different. The main purpose was to give the EMB the ability to detect systematic
manipulation of client computers. In fact, the return codes were a solution to the
requirement OS8.7 of the system requirement specification: “Even though the e-voting
client domain may be under outsider control, the e-voting solution shall be such that it is
not feasible for an outsider to systematically manipulate the votes without detection”
[Ev09]. However, the fact that they also seemed to raise trust was a welcome side effect.

" The Norwegian use of the term “end-to-end verifiability” is somewhat controversial. However, the system

enables verification of the entire life cycle of a vote, from end to end.

23



For the EMB to be confident that an attack would be detected, a certain percentage of
voters would need to actually perform the check of their return codes. Though
calculations of this percentage have not been published, they will most likely be similar
to those published for the Pnyx protocol:

In an election with 40,000 ballots cast and a manipulation of just 1% of them,
the chances of detecting the manipulation are more than 90% if just 230 voters
verify. If 2% of the voters verify their ballots, the same manipulation is detected
with a probability of more than 99.9%. [Sc05]

At the time of writing, we do not have any estimates of the percentage of voters who
performed the verification. However, to test the system prior to the pilots, the Ministry
conducted several small-scale, non-binding test elections (so-called pre-pilots), with
return codes used in two of them. According to data from a voter survey conducted by
Synovate AS, an independent market survey provider, close to 90% report to have
checked the return codes in these tests. Raw data can be found in [Ev1l1] (Norwegian
only). Though one should be careful to generalize from this small sample, these are
undoubtedly high numbers. Still, considering that return codes are pushed out to the
voter by text messages, and require very little effort to check, the numbers are probably
not so unrealistic when it comes to the actual pilot.

In general, return codes were well-received by voters. In-depth interviews indicated that
voters found the return codes “confidence-inspiring”, and some voters with disabilities
mentioned how it gave them confidence that they had managed to cast their vote
successfully. Interestingly enough, survey data from the pre-pilots that were conducted
without return codes also showed that the majority of voters had high confidence in the
solution. This is perhaps a symptom of the high level of trust in Norwegian elections.

3.1 Return Code Printing

Even though we received positive feedback on the simplicity of the cast-as-intended
verification process, this was anything but simple to implement. The return codes created
significant challenges in the generation and printing processes.

During the configuration phase, two data sets are created.
1) The voter list, containing all eligible e-voters
2) The return code sets. Each set consists of a list of parties and their
corresponding 4-digit return codes.

Initially, the contents of these files are not linked, and no secret can be learned by the
possession of just one of these files. However, the relationships (henceforth called
“bindings”) between individual voters and return codes are very sensitive. An attacker in
possession of the return codes, the voter list, and the bindings, plus the ability to monitor

24



the SMS gateway, will be able to breach voter privacy. For an outsider, this would be
nearly impossible to achieve. However, as the EMB is essentially in possession of all
this data, great care must be taken to ensure that the EMB is never able to break voter
privacy.

To ensure that the Norwegian EMB is able to learn the meaning of the return codes, the
return code generation process generates an output encrypted with the public key of the
printer service. The key pair is generated by the printer service, and only the printer
service is in possession of the decryption key. Therefore, the EMB cannot learn the
return codes. In addition, the bindings are created by the printer services during the
printing process. This process is open to observation and in 2011 was observed by
representatives from the EMB and the OSCE.

While this procedure ensures that the EMB is not able to violate privacy, the printing
service is now in possession of uncomfortable amounts of data. To make sure that no
single person or component is in possession of sufficient information to violate privacy
at any time, printing is divided into two separate phases, each performed in a physically
and logically separate printer environment. Figure 3 illustrates the process of printing
return codes on poll cards.

Return code sets CREATE BINDING FILE
Blue: 0001 |Yellow: 2299 'l'I‘I'I'H'l'I'I (VOTER - CODE
Blue: 2110 | Yellow: 3307 RELATIONSHIPS)

PRINT STAGE 1:
RETURN CODES
Voter list
PRINT STAGE 2:
VOTER DATA

Blue: 2110
Yellow: 3307

SEAL
- POLL CARD

Fig. 3: The poll cards printing process
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In print stage 1, the printer service randomly selects a return code set, and prints it on the
inside of an A4 sheet. This sheet is then folded, sealed, and perforated so that the only
thing printed on the outside is a bar code representing the ID of the return code set.
During the 2011 pilots, in order to increase the opacity of the sealed poll card, the EMB
used extra thick paper (120g) and coated the entire inside with yellow ink. The yellow
ink also had the benefit of increasing contrast for improved readability; the thicker paper
increased postage costs.

Once sealed, poll cards are manually shuffled and moved to print stage two, which is
physically and logically separate from stage one and operated by different personnel.
Here, eligible voters are picked at random from the voter list and their personal data
printed on a poll card. The binding between voter and return code set is read from the bar
code and subsequently written to file. This file is then uploaded by the EMB to the
component responsible for sending out the return codes by SMS. This process ensures
that no single person or component can ever know the meaning of the return codes
relative to an individual voter.

Even though the print process was tested prior to the 2011 pilot, problems were
encountered when it came to producing larger number of poll cards. While details are
not entirely clear, we know that there were incidents where the actual poll card did not
correspond to the information in the bindings file. This caused a few voters to receive the
wrong return code after voting. Out of the approximately 168,000 poll cards that were
produced, from which 28,001 voters actually cast an electronic vote, the support call
centre received 74 reports from voters who received a return code that did not match
their vote option [NS11].

While this might sound like a potential disaster, it did not cause any uncertainty in the
integrity of the system. The EMB knew that if there had been any vote manipulation, the
received return code would have corresponded to one of the other return codes on the
voter’s poll card. Anything else would have been mathematically impossible.
Fortunately, for all the affected voters, the SMS return code never corresponded to
anything printed on the poll card.

On a positive note, this provides a good indication that voters not only read and
understand the return codes, but act as instructed when something seems amiss. If there
was any sign of manipulation, the EMB would have encouraged the voter to cast a
physical ballot and started an investigation. As electronic voting was only available in
the advance voting period, any voters subject to manipulation would have had time to
cancel their electronic vote by voting on paper on Election Day.

3.2 Challenges Posed by Security Controls
Running simultaneously with the e-voting system is an elections administrative system.
Here, all the rules governing the election, such as municipal data, eligible party lists, and

election opening hours are configured. The print files containing voter data and return
codes are based on data from the administrative system. Because of late changes to the
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administrative system, some eligible party lists were not included in the original print
file. As these files were encrypted with the printer service public key, the Ministry was
unable to check their contents for correctness. The missing data were discovered in an
extraordinary check of the administrative system. At this time, the return code printing
was going on, causing the entire first batch of poll cards to be discarded.

Before printing could be resumed, the Ministry had to re-generate return codes, a
challenge in itself, as the infrastructure was unavailable due to the terrorist bombing only
nine days earlier. The building in which the return code generation servers were housed
was a crime scene and thus inaccessible to the Ministry. After a few days, the Ministry
was granted special permission to evacuate the servers. When printing was finally
restarted, there was only a matter of days before the opening of polls. At this point there
was not enough 120g perforated paper available, so paper thickness had to be reduced to
90g.

In addition to the delay caused by the re-generation of return codes, the printer company
had also discovered that the printing process was significantly slower than expected. All
this leads to a mad rush in the printing of poll cards, with three shifts working around the
clock for several days. On the morning when the system was to be made available to the
public, printing was still underway for the two largest pilot municipalities. As the
generation of the bindings file is part of the printing process, voting cannot commence
before printing is finished. This led to a few hours delay in making the system available
for voters in the two affected municipalities.

In addition to the 74 reports on incorrect bindings, the support call center received
another 35 return code related calls.
- 11 voters reported not having received a poll card
- 5voters who voted online reported not receiving a return code
- 4 voters received a poll card with the return codes smeared
- 1 person received two poll cards, one with the correct binding and one incorrect
- 2 callers reported having received return codes without having voted

Upon receiving the first reports on incorrect return codes, the Ministry conducted an
investigation into what had happened. As part of this investigation, representatives of the
Ministry personally called several affected voters. Interestingly, the voters reported not
having lost trust in the system. Rather, they felt that it was their duty to do as instructed
and inform the authorities of the incident. When informed of the problems with the
printing, all affected voters appeared assuaged.

All in all, while there were certainly problems related to the return codes, the Ministry is
very happy with its first experience in using them. If the piloting of Internet voting is
continued in Norway, our advice to the Ministry is to continue the use of return codes
even where they, from a security standpoint, may not be strictly required (for example,
for expatriates or low-value elections).
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As should be evident from the preceding text, the return code solution piloted in 2011
was not entirely perfect. For instance, the printing process definitely needs re-working.
In addition, both the voter information material and the user interface must be improved
in order to better educate voters.

4 Verifiability by Proxy

In Figure 2, the return codes only form the first part of the Norwegian verifiable
protocol. The second part is performed without any voter involvement. This is an
extremely important feature as the return codes only verify to the voter that her intent
has been correctly captured. They do not verify whether the vote has been correctly
stored in the database or that it will be counted.

An in-depth description of this last part of verification is beyond the scope of this paper
but can be found in [Gj10]. In sum, the system allows a verifier to independently verify
1. That return codes have been sent for all received ballots
2. That all received ballots have been stored
3. That all stored, valid ballots have been included in the tally

The Norwegian voting infrastructure must provide these proofs of correct operation to
the verifier. This ensures that neither malfeasance on part of the EMB, nor any software
error (intentional or unintentional) will undetectably alter the vote once cast. The fact
that these measures were implemented to form a verifiable system ensured a lot of good-
will in the academic community and among IT experts. We strongly believe that this
academic support was important in achieving wide-spread trust in the technical solution.

4.1 The Effect of Verifiability in Trusting Infrastructure

As ever, the advantages of verifiability were not only apparent in building trust. An
extremely positive side effect of verifiability was the fact that the EMB did not have to
put complete trust in the counting infrastructure: the integrity proofs of the cleansing,
mixing, and decrypting would reveal any irregularities.

Counting of electronic votes is extremely critical and even small errors can have
dramatic consequences. It therefore seems common practice in electronic voting to use
new servers for counting. Configuration and use of these is then performed under strict
supervision. Considering the extensive number of certificates, keys, and passwords that
need to be correctly in place for the Norwegian counting infrastructure to even operate,
an untested infrastructure was unlikely to work on the first go. However, since the
verifiable properties of the system allow, without any risk, the re-use hardware, the
Ministry was able to perform test counts on the production system as late as Election
Day to ensure that all components were functioning correctly.
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In other words, the EMB itself has a clear self-interest in, and much to gain from,
implementing verifiability in the system it deploys. This does not appear to be a
motivation for most academic protocols, but has been a boon for the Norwegian
government. On the other hand, verifiability is both computationally expensive and
complex to implement. Though it is difficult to give an estimate of the extra
development effort, it obviously raises the price.

4.2 The Legal Impact of Verifiability

Verifiability means that any manipulation or system error related to the processing of
votes will be discovered. However, one can only know this once the election is finished.
An obvious question is how to proceed if the proofs indicate irregularities. In the
Norwegian e-voting pilot, the protocol would have been the same as in any electoral
irregularity: the government would conduct an investigation. If the problems were shown
to possibly have affected the election outcome, an option would have been to invalidate
the results and call a second ballot. Note also that not all verification is performed after
the e-voting period is over. As cast-as-intended verification is performed during the
voting period, this would allow the EMB to detect irregularities during the advance
voting period and act accordingly.

Even though an invalid proof would certainly have been unpleasant, it is still better than
the worst-case outcome — an illegitimate winner of the election.

5 The Challenges of Key Management

Though not strictly related to verifiability, it’s safe to say that one of the major
challenges for the e-vote 2011 project was key management. To ensure integrity of the
information flow, all communications between the different components were signed by
the originating server and the signature verified by the recipient. The configuration phase
creates, among other things, 15 different key pairs per election event, each consisting of
a private key, a public key, and a password for the private key. Ensuring that each server
had the correct files, when each component consisted of up to 10 servers, was a complex
task.

For increased security, the passwords protecting the cryptographic keys were only held
in the memory of the server. This means that restarting a server, or just the application,
would require the passwords to be re-uploaded. If any one server lacked just one
password, it would not have been possible to cast a vote using this server. For instance,
if one of the ten RCG servers lacked a password, voters would have experienced
intermittent failure when casting their votes (approximately one in ten votes).
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This creates an additional challenge: How to gain 100% confidence in the correct
functioning of the system before the opening of the election? The answer is that although
the system vendor developed sophisticated “health checks” for the infrastructure, it was
not, strictly speaking, possible. As one of many controls to assure that no one could cast
a vote before the actual opening of the voting period, the system had a built-in scheduler
that prevented this. It was therefore not possible to verify that votes would be accepted
by the system before opening the election and the correct return codes calculated.

This was a typical paradox encountered several times: the strict security controls gave
great confidence that no malfeasance could occur, but at the same time they also reduced
the ability to test the system. This is one of the great dilemmas of secure electronic
voting, and even within the e-vote 2011 project group there has been some disagreement
on which property is more important.

51 Key Management and Separation of Duties

Cryptographic key management is a very challenging undertaking. One thing is the
secure storage of secret keys; another is access control to those same keys. Typically, a
small number of people both create the keys and have access to critical infrastructure.
The only remedy for this is the separation of duties on the organizational as well as the
technical level. In a small and fast-paced pilot project, this is, for all practical purposes,
impossible to implement but will be a vital development in more mature electronic
voting.

As part of the system design, a significant amount of separation of duties was
implemented to ensure that critical secrets were kept apart. For instance, 4 laptops, 10
servers, 45 hard drives, and countless USB flash drives were used in the configuration.
Even though separation of duties was implemented on system level, it proved difficult to
implement similar controls at the personnel level. This was partly due to delays in the
delivery of software, which created an unpredictable situation. To alleviate this problem,
the EMB identified the most critical keys and secrets and created procedures to ensure
that these were safely kept secret and separate. Despite the EMB’s best intentions, the
actual separation of duties is difficult to verify for an outsider. This would either require
long-term observation or very advanced high-security storage equipment.

6 Does the EMB Need Complete Ownership of a Verifiable System?

The Norwegian approach was to assume as much ownership as possible, in order to
ensure transparency and public trust. The software vendor was used only for
development. On the negative side, assuming ownership means assuming risk. However,
the buck will always stop with the EMB, regardless of contractual responsibilities.
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It appears to us that end-to-end verifiability may in fact reduce the need for EMB
ownership and involvement in the e-voting system. The fact that the processing of votes
is independently verifiable means, that the EMB can safely transfer more operational
responsibility to external parties, such as the software vendor or data center operator.
Some of the challenges encountered by the Norwegian pilot project, such as key
management and true separation of duties could have been more manageable with such
an approach.

While a verifiable e-voting system may allow the EMB to take a somewhat more relaxed
approach to operations, it does not reduce the need for close cooperation with the
vendor. Even with small-scale piloting, an Internet voting project demands extensive
development of the actual e-voting systems and the legal requirements to conduct such
an election. The customer must always assume full responsibility for specification and
testing and ensure that the system is, in fact, truly verifiable.

7 Further Research

We would certainly not argue that the Norwegian protocol is perfect. Certain identified
threats have not been fully mitigated. For instance, we are not aware of any way to prove
that the SMS received by the voter was in fact sent by the authorities. It would be
beneficial if the veracity of the SMS could be proven to the voter and the EMB.

Independent researchers have also conducted a series of lab tests trying to exploit the
weakest link in the protocol — the voter. In these experiments, test voters were presented
with a malicious web site that changed the vote before encryption. Such a web site will
never be able to calculate the correct return code, but it could undetectably steal the vote
if the voter fails to notice any irregular behaviour. In one of the experiments, the
malicious site tricked the voters into both 1) typing in the return code of the chosen vote
option and 2) ignoring the fact that they received two text messages — one of them with a
“wrong” return code. Disturbingly, none of the test subjects detected the deviation from
the protocol [Ol11]. Further research is needed to understand whether or not these results
can be applied to actual voting situations. What is certain, however, is that the protocol
only requires a very low number of voters to notice irregularities in order for the EMB to
detect an attack.

Another hypothetical “attack™ is that a group conspires to falsely report wrong return
codes. Since it would be impossible for the ministry to know whether reports are truthful
or not, this would be a very difficult attack to defend against. One possible defence
would be for the EMB to visit every person who reports wrong return codes and
physically test their computer. Because the Norwegian EMB is represented by the local
government in the municipalities, this would have been feasible but legally and
politically unacceptable.
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Additionally, the protocol, as it currently exists, makes the rather strong assumption that
the vote collector server (VCS) and return code generator (RCG) will not cooperate to
violate privacy. On one hand, this is an uncomfortably low number of actors required to
guarantee privacy. On the other hand, maintaining even two different operating sites
introduced significant unwanted complexity, as described in chapter 5 above. From the
EMB’s point of view, reducing complexity would be desirable.

8 Concluding Remarks

After reading this paper, the reader might question whether verifiability is worth the time
and effort, when trust in the EMB is already high. We contend that the best, and quite
possibly only, way to gain trust in the academic community is to implement a verifiable
system. Support from the academic community will probably not in itself create trust
among the general public. However, a good relationship with the academic community
at least reduces the danger of a sudden mistrust of the technical platform.

Furthermore, verifiability is confidence-inspiring for the EMB. While the security
measures implemented in the Norwegian e-voting system may appear difficult to live
with, the challenge was temporary and most evident during the configuration phase.
Once the system was up and the votes were coming in, the benefits became apparent in
the very high confidence in the system. Also, piloting a brand new system of some
complexity will always be demanding and somewhat chaotic. If piloting electronic
voting is continued in Norway, we believe that the process will go more smoothly.

Procuring an E2E verifiable electronic voting system is not a simple task. This is a
question of having the right resources available, both in terms of money and personnel.
Hence, one should be weary of organisations without sufficient resources piloting
electronic voting, as maintaining trust in electoral processes is of great importance to any
democracy.

In this paper, we have indicated that with end-to-end verifiability the EMB may be
somewhat more relaxed regarding the ownership of the election system and
infrastructure. However, this only holds as long as the system is well tested. The
Norwegian EMB in no way regrets taking on an active role as customer. The EMB must
always assume full responsibility for specification and testing, in addition to ensuring
that the final system is, in fact, truly verifiable.

An uncompromising outlook on security can be painful. However, we believe that it’s a
worthwhile cause. In many countries, the alternative will be distrust from the
stakeholders. Verifiability is an important component in such an election, increasing the
confidence in the EMB and of the stakeholders during and after the election. However,
the intense testing required before the election is one drawback if the necessary
resources are unavailable.
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Abstract: The Norwegian return codes, used within an Internet voting project
piloted in September 2011, intend to simultaneously achieve both receipt-freeness
and individual verifiability. They are delivered as text messages with a code
representing the value of a voter’s cast ballot, but, according to the Norwegian
Government, they would not breach the principle of secrecy, and they are not
voting receipts, since the voter could always cancel the vote. However, some
international electoral standards, like the Recommendations on E-voting from the
Council of Europe, clearly forbid an Internet voting system that enables a “voter to
be in possession of proof of the content of the vote cast.” This paper analyzes the
extent to which the Norwegian system complies with this standard and it concludes
that there is no contradiction in using a teleological approach.

1 Introduction

Verifiability is one of the key issues that any Internet voting project has to address. As
with other remote voting channels (e.g. postal voting), it does not normally provide a
voter with any proof that his or her was cast or received as intended. In fact, receipts that
can be used to prove the content of a vote are prohibited by some international electoral
standards', as they facilitate the coercion of voters and vote buying practices.

' We will focus our attention on the following recommendation issued by the Council of Europe:

Recommendation REC(2004)11 adopted by the Committee of Ministers of the Council of Europe on 30
September 2004 / Legal, Operational and Technical Standards for E-voting. Available at:
www.coe.int/democracy [April 24™ 2012].
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However, voting receipts are still a technically feasible solution and would improve the
system's trustworthiness, provided they manage to overcome the problems concerning
the secrecy of the vote and the freedom of the voter. While some countries (e.g. the
Netherlands) decided to include voting receipts despite their negative effects over such
principles, other projects, like the Norwegian one, intend to use voting proofs in a way
that does not violate the principles of voter freedom or secrecy.

After a brief outline of the Norwegian Internet voting system (§ 2), this paper will focus
on the so-called return codes (§ 3), that is to say, text messages that provide individual
verifiability within non-supervised environments. Such mechanisms obviously challenge
voting secrecy and freedom principles, but the Norwegian solution intends to overcome
both problems with a multiple-voting scheme (§ 4). Finally, this paper will discuss to
what extent such codes should be categorized as voting receipts (§ 5) and, therefore, to
what extent they meet international electoral standards, like the recommendations from
the Council of Europe, which prohibit the provision of such receipts to voters.

2 A Brief Outline of the Norwegian Internet Voting System

Norway piloted Internet voting for the first time during its municipal and county
elections in September 2011. It was the first binding and official use of Internet voting
after several trials during the period of technical and legal developments. Ten
municipalities were selected to conduct the pilot, and after a broad evaluation and a
general political assessment are carried out in 2012, the Norwegian Parliament —
Stortinget — will decide whether or not to continue using Internet voting in future
elections.

Internet voting was only used as a supplementary channel for casting a vote and was
available for one month during an advance period of voting ending on the Friday before
election day. Voters in the pilot municipalities were also able to use traditional paper-
based ballots, which were available during the early and advance voting period and on
election day (Rill).

Norwegian electoral authorities conducted detailed assessments on how other countries
had addressed the challenges generated by Internet voting and decided to both adopt
some of the measures used by other countries and to include new features aimed at
improving existing Internet voting solutions. As in Estonia, the Norwegian solution
allowed repeat voting, whereby voters could cast repeated Internet votes. Internet voters
were also able to cast paper votes during the early and advance voting period or on
election day.” The final tally of votes only included the last Internet ballot (I-ballot) cast,
unless a paper-based ballot (p-ballot) was cast, in which case the paper ballot was
counted and the I-ballots discarded.

2 The Estonian Internet voting system does not allow Internet voters to cast a paper ballot on election day, but

apart from this the same possibilities are available in Estonia.
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Transparency was another issue that the Norwegian electoral authorities intended to
qualitatively improve in regards to previous Internet voting systems [see SVK11]. While
other countries face criticism regarding the way they handle electoral information,
Norway requires open-source programs, and its Internet voting project is based on a
general license that enables anybody to download both the source code and other
relevant documentation for non-profit purposes. The government also claims that all the
information linked to the project is published.

Finally, the ability to verify that the system accurately reflects the will of the voters in
the results that it produces is a common source of concern for Internet voting systems.
Norway claims that its Internet voting system can be submitted to a software
independent End-to-End (E2E) verification that, inter alia, includes Zero-Knowledge
Proofs (ZKP) for the final cleansing and mixing stages. Moreover, Norway includes the
so-called return codes, whose purpose is to allow individual verifiability that the Internet
voting system has received the vote as cast by the voter from the voting client. The next
section (§ 3) will describe such codes and the following section (§ 4) will assess how
such codes may comply with electoral standards that do not allow voting receipts for
remote voting channels.

3 Internet Voting, Individual Verifiability, and the Norwegian
Return Codes

The return codes used in the Norwegian Internet voting system were simply text
messages sent to the voter immediately after he or she had cast a ballot. The message
included a code representing the party list that the voter had cast a vote for and indicated
the number of personal votes that had been cast. An SMS message was sent each time an
Internet vote was cast. Before the election, each voter received a polling card containing
a list of codes for each party list on the ballot for the municipal and county elections. The
combination of codes assigned to the party lists on the ballot was unique for each voter.
Therefore, when the voter received the SMS message with the relevant code, he or she
could refer to the polling card to determine whether the code represented the cast ballot.
If the code did not match, representing a clear technical flaw in the system, the overall
electoral process could continue because the voter would still be able to cast another I-
ballot, which would hopefully be recorded correctly; the option to vote by paper ballot
would have also been an option.

Such codes clearly improve the verifiability of the voting system as they provide proof
that the system received the vote as cast and that it was cast as intended. However, it is
only a partial verifiability because return codes do not prove that the vote is stored as
cast or that it is included in the count as it is stored. However, the E2E mechanisms
mentioned above intend to complete this sequence of verifiability encompassing all the
electoral stages. With the challenges that these return codes generate in mind, the
following sections will analyze how the return codes address the protection of the
secrecy of the vote (§ 4) and to what extent they comply with the standards that preclude
the use of voting receipts for remote voting projects (§ 5).
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4 Return Codes and Vote Secrecy

Regardless of whether return codes are used or not, Internet voting always entails serious
concerns about the secrecy of the vote and the freedom of the voter. This voting channel
is normally used in uncontrolled environments, that is to say, a situation in which there
are no means to guarantee that the voter is free from external influence in casting his or
her ballot. There is no voting booth to ensure secrecy or official supervision to ensure
that the voter is alone when voting, and therefore the vote might be submitted under
pressure from external forces, which would breach both to the voter’s freedom to vote as
well as the secrecy of the vote’.

Return codes only serve to strengthen these concerns. These SMS messages would
simplify the task of coercers and vote-buyers because they need only ask the voter to
provide the appropriate proof generated by the Internet voting system itself. Unless the
voter manages to send a faked SMS message, which is difficult to do because they are
sent by the server itself, the coercer would not be compelled to directly supervise the
voting session to know how the voter cast his or her ballot.

Taking these risks into account, most Internet voting projects do not include individual
verification means. They assume that the advantages linked to remote voting channels
(e.g. easier access to the voting process for some groups) justify not being able to
replicate some guarantees that exist in supervised voting environments (e.g. direct
supervision). From this point of view, Internet voting can be seen as similar to postal
voting. Postal voting is allowed in many Western democracies; despite being unable to
guarantee the freedom of the voter and the secrecy of the postal votes cast, it is seen as a
legitimate voting channel®. Postal voting does not provide any means by which the voter
can individually verify that his or her vote has been received or counted as cast. While
Estonia and some Swiss cantons (e.g. Geneva) use such an approach, the Netherlands
and Norway sought to implement Internet voting with mechanisms for individual
verification.

The Rijnland Internet Election System (RIES) project was canceled as a result of the
overall re-evaluation conducted by the Dutch electoral authorities after weaknesses
discovered by an NGO in electronic voting machines previously used in the Netherlands.
The cancellation of the Internet voting system was a side effect of these concerns as the
main criticism was related to electronic voting machines and not the Internet voting
channel.

> In Norway, such prevention is even more important due to previous incidents where members of some

minority groups were thought to have exercised undue influence over some voters. See [Sm10] for a
detailed assessment on how Internet voting would not meet electoral principles directly linked to the
secrecy of the vote.

The Venice Commission issued a report [Ve04] where both postal and Internet voting, as remote channels,
were assessed to determine whether they complied with international electoral standards. The Commission
concluded that they did meet international standards provided that certain features were included, but that
individual verification was not one of the requirements that any voting channel needed to include.
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Despite this, the RIES project’s verification mechanisms are worth noting. Once an
Internet ballot was cast, the REIS system provided the voter with what was called a
‘technical vote’, which was an encryption code for the vote cast. When all voting was
completed, the election authorities published a list of the codes used with an indication
of the ballot option made for each technical vote. This allowed for individual
verifiability by the voters, who could see that their vote was recorded correctly, as well
as universal verifiability, as anyone could verify the overall results of the Internet votes
by tallying the votes for each ballot option.

This feature was seen as a great innovation because it provided the voter with a means to
directly verify a process that is normally opaque for the average citizen. However, these
advantages also had a critical trade-off with serious implications for the secrecy of the
vote. As the OSCE/ODIHR recalled, “if a voter ... discloses his authorization code and
his technical vote, anyone can determine his/her actual vote by simply trying all the
candidate identities until a match is obtained” [Os06: 15; see also Jo07: 20-25]. The
technical vote would no longer be a neutral code as it would reveal the value of a given
ballot while also linking the vote to an individual. Therefore, within this schema,
individual verifiability would only be feasible when accepting that the secrecy of the
vote could be breached in a way that is not possible with postal voting.

The Norwegian project took into account the Dutch experience and tried to address such
challenges through repeat voting. The argument is that the voter is able to cast as many
ballots as he or she wants, either by Internet or by paper means, with only the last
Internet vote or the paper vote being included in the results. The coercer would therefore
have no way of knowing if the ballot cast in his or her presence or the return code
presented to him or her represented the ballot that was actually counted for that voter.”

While Estonia has multiple voting and the Netherlands individual verifiability, Norway
mixes both features as a way to simultaneously achieve two goals: a sound protection of
the secrecy and freedom of the vote and individual verifiability (or at least a limited
version that intends to guarantee that each ballot is received as cast and cast as intended).
Return codes do offer proof linked to a certain ballot, but, due to repeat voting, there is
no way to check which ballot is included in the final tally [see Bull: 17-20].

This argument is not without its critics. Repeated Internet ballots might also be tracked by the coercer, as he
or she could retain the control over the mobile phone that receives the return code, Internet ballots cast
during the very last stage of the voting period would preclude the chance to revoke them by another Internet
vote and finally, as recalled by Eivind Smith, the social context may also become a key feature. Although
theoretically any voter can freely go to a polling station and supersede a previous ballot, “(other) members
of the social structure that is the source of the problem would easily be able to discover and report
attendance at a polling station” [Sm10: 12 (edited version)]. Therefore, from this point of view, neither
repeated Internet ballots nor paper votes would be good solutions to overcome the problems that return
codes create for the secrecy of the vote. However, a comparative perspective, which would take into
account how other voting channels (e.g. postal voting, supervised polling stations) protect this legal
principle, might emphasize the advantages of having multiple options to cast a ballot.
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Moreover, there are also concerns about the anonymity of the vote when return codes are
in use. It is worth questioning how the application can send specific data about the value
of a voter’s ballot while maintaining the anonymity of the vote. Following the
explanations of the Norwegian authorities, such a paradox is solved through crypto
architectures [see Gjl1 and Gj10]. The ElGamal system allows the return code generator
(RCQ) to establish a dialogue with the vote collection server (VCS), retrieve enough
data about a ballot, and send back the relevant code without breaching anonymity. It
relies upon an extremely complex crypto systems, but it is worth recalling that even
without such return codes, many Internet voting projects also include digital signatures
that protect anonymity with double envelope methods. Therefore, ElGamal only
represents a more developed crypto system that also allows the delivery of return codes
in order to provide a level of individual verifiability.

5 Return Codes as Voting Receipts

Once accepted that the provision of return codes, allowing for individual verifiability in
a manner that still protects the freedom and secrecy of the vote, could be a solution for
some Internet voting projects, there remains a legal barrier as some international
electoral standards prohibit voting receipts when using remote voting channels. The
Council of Europe’s Recommendations on E-voting is a good example as the 51
recommendation states, that “a remote e-voting system shall not enable the voter to be in
possession of a proof of the content of the vote cast”.

While the Council of Europe recommendations are precisely that, only
recommendations, they have a special legal status for the Norwegian pilots as they were
incorporated into the electoral legal framework through the Regulation Relating to Trial
Electronic Voting. Faced with such a clear statement in recommendation 51°, it is worth
wondering to what extent the Norwegian return codes manage to comply with these
standards. Although the Norwegian solution might be valid from technical and social
perspectives, a legal assessment is always necessary and such standards clearly identify a
potential problem’.

¢ Moreover, other recommendations also seem to reject the use of return codes. The 17" recommendation

requires anonymity of the ballots being inserted into the ballot box and “that it is not possible to reconstruct
a link between the vote and the voter”. The 35" recommendation emphasizes the same goal requiring that
“votes and voter information shall remain sealed as long as the data is held in a manner where they can be
associated. Authentication information shall be separated from the voter’s decision at a pre-defined stage in
the e-election or e-referendum”. Finally, the 19™ recommendation includes a general statement regarding
the protection of secrecy while managing electoral information. While the 35™ only requires conditional
ballot secrecy, that is to say, a feature that may be breached under some circumstances, the other two
require absolute secrecy [see Jo04].

The Norwegian legal framework also requires an electoral system with “frie, direkte og hemmelige valg” (§
1-1 Election Act; translation: free, direct and secret elections; see also § 10-5), but the system did not
foresee individual veriability for remote voting channels. Citizens using postal voting did not receive a
proof of content of his/her vote.
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The Council of Europe recommendations are accompanied by an explanatory
memorandum, that helps to interpret and contextualize the recommendations. The
memorandum does not specifically discuss the option of individual verification for
remote voting in unsupervised environments. However, when it analyzes the risks linked
to the web application, the browser, and the software, some comments can clearly be
applied to the Norwegian return codes: “The web application should not allow the user
to retain a copy of his or her vote. This means that the application should not offer the
functionality of printing, saving or storing the vote or (part of) the screen on which the
vote is visible ... At the very least, there should be no storing of information [by the
browser] after the voter has finished casting the vote.”

Despite not explicitly prohibiting text messages sent back to the citizen by the voting
servers, it seems obvious that the Norwegian return codes are an analogous scenario and
it is necessary to assess whether they comply with this recommendation from the
Council of Europe.

The Norwegian Government claims that its Internet voting project meets this
requirement as return codes should not be understood as voting receipts [Bull: 20]: they
would not be able to provide proof of the content of the vote cast because the voter
always has the chance to substitute such a ballot with another I-ballot or with a p-ballot
(which may have even been cast earlier than the I-ballot). A return code would not be a
voting receipt, whose use is forbidden according to the Recommendations, and therefore
this recommendation would pose no problem for the implementation of the Norwegian
Internet voting project.

To our understanding, such an interpretation is hardly acceptable. As explained in the
previous section, a return code is always linked to a set of codes that had been given to
each voter in conjunction with his or her polling card. Given that each code refers to a
given candidature, the return code is disclosing the content of this ballot and suffices as
“proof of content of the vote cast”. The fact that such a ballot might not be the final one
included in the tally would not be important for the following reasons.

First of all, (i) it is worth noting that the wording refers to the vote “cast” and not to the
vote “tallied”. A scenario based on repeat voting allows several votes to be cast by the
same voter, with only one being finally tallied. Each ballot cast (not yet tallied) will
generate the relevant return code that will disclose the value of this ballot. It will
therefore function as proof of content of the vote cast.

Moreover, even if we prefer not to make a distinction between votes cast and tallied®,
there is another argument (ii) against the compliance of the Norwegian return codes with
this recommendation. Given that the wording only refers to the voter, and not to third
parties, it is obvious that the voter will know which one of the votes cast would be the
final one included in the tally. Therefore, at least one of the return codes would be a full
proof of content of a ballot cast and also tallied.

8 The system would receive several ballots, but only one will be finally cast/tallied.
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If the voter cast a p-ballot, the return code would never be linked to a ballot finally
tallied, but the previous explanation would still be valid for those voters only casting I-
ballots and therefore, at least for this group of voters, return codes would offer full proof
of the content of a vote cast and also tallied, precisely what the recommendation intends
to forbid.

Finally, (iii) if the return codes are not voting receipts, as the Norwegian government
states, it is worth wondering what their purpose is. Theoretically return codes are thought
to enhance individual verifiability, but, if they cannot provide proof of the vote being
cast, there will be no verification, and they become meaningless.

To our understanding, the Norwegian return codes do provide proof of content of the
vote being cast and therefore an initial assessment would likely find that they do not
comply with the 51 recommendation from the Council of Europe. However, there are
other ways to approach this issue and, as we will discuss below, return codes may meet
the Council of Europe’s recommendations provided we adopt a less literal interpretation
of their wording.

Hermeneutic theories argue that literal interpretation is not always the best way to
understand the actual meaning of legal rules and that it is necessary to balance literal
interpretations with other points of view. Historical, systematic, authentic, and
teleological methods are normally used to discover the intended meaning of a rule and to
achieve its fairest implementation [in general, see Al83].

Regarding the 51% recommendation of the Council of Europe, where a literal method
clearly leads to a breach when using return codes, it is worth using the teleological
strategy in order to discover the actual purpose of the recommendation. The key point
consists in making a distinction between the role of the voter and that assumed by third
parties’. As we have seen above, the voter will always know whether the return code is a
real voting receipt, that is to say,, proof of content of a ballot cast and tallied, but, thanks
to multiple voting chances, third parties will never have the same certainty that a given
return code actually represents the vote that will be tallied. They will never know
whether a return code has been canceled by another I/p-ballot. Only the voter knows this,
and he or she has no way of proving it.

Following this reasoning and taking into account the wording of the recommendation,
the Norwegian system does not provide at least to third parties a proof of content of the
vote cast. The voter does receive such proof but not third parties.

If we follow a literal method of interpretation, such a distinction has no impact because
the recommendation only refers to the voter and not to third parties. It forbids providing
proof of content to the voter and as we have already seen that return codes only meet this

Please note that this meaning of third parties does not include backend users. They will always be able to
reveal the content of a given ballot, but a proper separation of duties as well as other technical safeguards
would address this risk. On the other hand, other types of third parties, like relatives or similar potential
coercers, may use return codes in order to reveal the value of a given vote, but in this case, both a proper
separation of duties and other technical safeguards would be meaningless.
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requirement with respect to third parties but not the voter. Douglas Jones reached the
same conclusion when assessing whether some e-voting systems may comply with this
recommendation: “This rule prohibits cryptographic systems such as that being
developed by VoteHere (Andrew Neff and Jim Adler) and SureVote (David Chaum).
These systems prove to the voter, in the privacy of the voting booth, that the receipt
contains their vote, but they do not provide, to the voter, sufficient information to prove
to anyone else how they voted, using that receipt” [Jo04] '°.

However, using a teleological method, we will easily discover that the recommendation
does not forbid a proof only given to the voter. What it actually rejects is a proof that
might be given to third parties in order to verify whether the voter has correctly followed
the instructions by someone trying to coerce a voter or buy votes. If the return code only
provides information, which is only valuable to the actual voters, its data is not
dangerous for maintaining key electoral principles like the secrecy of the vote and
freedom of the voter. Obviously return codes can always be given to third parties, but
with multiple voting options, they are rendered meaningless to those parties because the
return codes do not show further votes or cancellation of the vote. Such limited use of
return codes would create no concerns while significantly enhancing individual
verifiability''.

McGaley and Gibson share this opinion and their approach is quite interesting because
they intend to restructure CoE’s document in its entirety, aiming to minimize its internal
contradictions. In their analysis of both the secrecy of the vote and the 51*
recommendation, their final suggestion adds slight nuance to the literal wording of the
Council of Europe’s recommendation. Significantly, Mcaley and Gibson’s revision of
the 51% recommendation includes the difference between the voter and third parties,
which did not exist in the original: “The voter shall not be allowed to retain possession
of anything which could be used as proof fo another person of the vote cast” [MGO06: 10,
italics added for emphasis]. Although McGaley and Gibson do not comment on such
nuances, it seems clear that they interpret this recommendation with a teleological
approach that permits some means of individual verification only for the voter.

In our opinion, it makes little sense to consider the Council of Europe’s 51
recommendation as being only applicable to the voter because the risk that it intends to
avoid only exists if the proof of content can be transferred to third parties. Only when the
vote’s content can be proven to a third party does a voting receipt make voters
susceptible of voter coercion or vote buying. When the voting system includes features

1 Both systems emphasize that e-enabled remote voting systems might always include a non-remote
individual verifiability by using voting booths where each voter will receive data about his or her ballot
without being submitted to any external pressure. Note, however, that such solutions have to admit a non-
remote stage so that individual verifiability and a fully remote procedure will not be feasible. However, the
Norwegian project aims to join both features.

Wolter Pieters adds an interesting nuance to coercion resistance systems that would only exist if people
were not “able to prove how they voted, even if they want to” [Pi06: 2; italics added for emphasis]. Again, if
we apply such meaning to the Norwegian case, the first perception is misleading. At a first glance, return
codes would not be admitted by Pieters as proper coercion resistant means because they would allow the
voter to prove how he or she had voted. The system does not automatically preclude such an option, what it
is envisaged by Pieters, but, even if the voter wants to reveal how s/he voted, the system will always render
this decision meaningless because the potential coercer will never be sure whether the voter can be trusted.
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such as multiple voting options and the primacy of the p-ballot, which deletes the
dangers of a voting receipt being transferred to third parties, the fact that the voter is in
possession of a proof of content is not important. Such return codes may breach the
literal wording of the Council of Europe’s 51* recommendation but using a broader legal
assessment that includes a teleological approach, one can reasonably conclude that return
codes fall well within the boundaries of the recommendation’s goal.

6 Concluding Remarks

The Norwegian Internet voting project aims to improve the management of remote
voting channels with some new features: a transparent policy that publishes all the
relevant documentation, a software independent verification system that includes E2E
tools, and voting receipts that intend to provide partial individual verifiability to each
voter. These steps will likely become important benchmarks in the provision of Internet
voting systems elsewhere.

This paper has focused on the so-called return codes. The discussion is based on whether
such components may breach the secrecy of the vote and whether they comply with
international standards that prohibit the use of a voting receipt for remote voting
channels. The first issue is resolved by mixing return codes with multiple voting so that
potential coercers will never know whether the code links to a counted ballot.

The second problem requires the reinterpretation of such standards concerning e-voting.
A literal interpretation may lead to the conclusion that any proof of content provided by
a remote voting system to the voter is prohibited. However, a teleological method seems
more appropriate in order to discover the actual goal of the Council’s recommendations.
Applying such an approach leads to the conclusion that what is forbidden is the ability to
use a voting receipt to prove to third parties the content of the vote, not proof only of
value to the voter. If the return codes are meaningless for third parties, as they are in the
Norwegian Internet voting system, they can be considered voting receipts while still
fully meeting the requirements of international standards like the Council of Europe’s
Recommendations on E-voting.
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Abstract: The Norwegian Ministry started an initiative to implement Internet-
voting trials during the municipal elections in 2011. One of the security
requirements of the chosen e-voting system to not to put any trust in the voting
client: a malicious application controlling the voting client should not be able to
modify the voting options selected by the voter without being detected. This paper
describes the voter verification return-code scheme that was implemented for this
project. Furthermore, this paper explains the implementation details of the final
solution and the workflow of the system during the different election phases. The
aim of this paper is to provide a general overview of the cast-as-intended scheme
implemented in eValg2011.

1 Introduction

In August 2008, the Norwegian Ministry started a project whose initial target was to
implement remote electronic voting trials in selected municipalities during the municipal
elections in 2011. The final objective was to introduce the system throughout the country
in subsequent elections.

The eValg2011 voting platform was successfully used in ten municipalities during the
municipal and county elections in 2011. Voters in these municipalities had the
opportunity to vote on the Internet from their homes. In total, 53,481 votes were cast
within an electoral roll of about 165,000 voters (ten municipalities), representing 73% of
the advance votes and 16.6% turnout when compared to the federal census. Authorities
plan to use the same voting platform in future municipal elections and referendums.

Many of the e-voting system’s security requirements [EV09] to be implemented for the
eValg2011 project were defined during the bidding phase. Specifically required was the
ability to detect potential vote manipulations by a malicious voting client when casting a
vote. Therefore, absolute trust in the voting client software was not mandatory.

In remote electronic elections, the voting client software is generally in charge of
receiving the voting options chosen by the voter and encrypting them before sending the
vote to a server, meaning that voters have to trust that the voting client is not going to
change their selections before being encrypted. However, in case the voting client would
do it, the probability of being detected is very low. Cast-as-intended verification methods
have been designed to prevent such deception: voters do not need to trust the voting
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client software to encode the selected voting options properly, since they can audit the
process. This has been achieved in the eValg2011 project by using a cast-as-intended
verification scheme based on using return codes.

The aim of this paper is not to describe the full cryptographic voting scheme
implemented in the eValg2011 voting system, only the cast-as-intended verification
scheme implemented in the system. This paper starts by describing the differences
between the initial protocol proposed by Puiggali-Guasch [PG11] and the final protocol
implemented in the eValg2011 voting system. It also describes how the design of some
parts of the verification mechanisms (mainly the return codes) evolved during the project
until reaching the final design used in the 2011 elections.

This paper is organized as follows: In section 2, the existing proposals for cast-as-
intended verification are presented. Section 3 briefly presents the changes made to the
original scheme for the eValg2011 project. Section 4 shows an overview of the voting
system as seen by the voter. Section 5 presents the building blocks of the underlying
protocol designed for the cast-as-intended verification mechanism. Section 6 explains
the election configuration process. In section 7, the voting phase is presented. Section 8
shows the SMS formats used to provide the voters values for the cast-as-intended
verification, and the paper concludes with some final remarks in section 9.

2 Cast-as-Intended in Remote Voting

There are mainly two different approaches for providing cast-as-intended verification in
remote voting: methods based on challenging the voting client and methods based on
using return codes.

In methods that challenge the voting client, such as the one implemented in the Helios
system [AdO8], the voting application commits first to the encrypted vote before it is cast
and asks the voter later if she wants to verify the correct encryption of her choices before
casting the vote. The commitment is usually the hash value of the encrypted vote that is
shown at the top of the voter screen in a user-friendly format (e.g., base64 text
encoding). If the voter decides to challenge the system, the voting application discloses
the encryption parameters. The voter can then reproduce the same encryption operation
of her voting options to verify if the resulting ciphertext has the same hash value as the
one committed by the voting application. To perform the encryption and verification of
the commitment, the voter can use a tool provided by any independent, trusted party, or
the voter can just send the commitment and disclosed information to an external auditor
along with the selected voting options. Each time the voter challenges the system, the
encrypted vote is discarded and the voter is allowed to change the intent and cast a new
one. The challenging process is shown each time before casting a vote. Therefore, the
voter can challenge the system as many times as requested.
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The systems based on return codes require sending a special voting card to voters in
advance of the election. This card contains a list of short codes (e.g., four digit numbers)
correlated to the possible voting options. These voting cards are unique and different for
each voter and therefore, voters never have the same codes for their voting options. The
verification process is usually implemented after casting the vote. In this case, the voting
server usually performs a cryptographic operation over the cast vote that generates a
code that is returned to the voter. The voter then checks in the voting card if the received
code has the same value as the code present on the card for her selected choice. Within
the return codes-based systems, it is possible to distinguish between two systems, one
that includes an additional code used to cast the vote on the same voting card [St07],
[MSP09], [MMPO02], [ChO1], [Ce02], [VZ05], [HS07], [CCE11] (known as pollsterless
or pre-encrypted ballot systems) and one that does not include this code [PG11], [Lil1].

The eValg2011 voting system was based on the latter, and, more specifically, it is a
variation of the Puiggali-Guasch proposed scheme.

3 Changes Made Over the Original Scheme

The modifications made to the Puiggali-Guasch scheme to develop the eValg2011
project were mainly focused on moving cryptographic processes implemented in the
voting client to the voting servers.

In the original Puiggali-Guasch proposal, the voting client implements a set of
cryptographic operations over the voting options to generate a special ciphertext with
deterministic properties, which allow for the generation of the return codes of the
selected voting options contained in the encrypted vote. This ciphertext is sent to the
voting server along with the encrypted vote and a proof of content equivalence between
this special ciphertext and the encrypted vote. A set of cryptographic operations are
implemented by the voting server and another independent server (known as the return
code generator) for generating the return codes.

In the eValg2011 protocol, the voting client does not generate any special ciphertext for
the return codes; it simply encrypts and casts the vote. The special ciphertext with
deterministic properties is generated in the voting server by executing a set of
cryptographic processes over the encrypted vote cast by the voter. This ciphertext is then
forwarded to the return code generator server which applies a second set of
cryptographic operations for generating the return codes. This change implied a
complete re-design of the cryptographic operations and content equivalence proofs
implemented by the scheme. The re-design was lead by Kristian Gjesteen, and its
security is further discussed in [Gj10].
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There are several advantages that this re-imagined scheme offers:

e A reduction of the cryptographic operations implemented in the voting client: the
voting client does not generate the special ciphertext nor the proof of content
equivalence of the original scheme; it only encrypts the vote.

e The improvement in usability of the voting process: the voter iss not required to
introduce any voting card identifier for verifying the return codes (as required in the
original scheme).

However, these advantages have some side effects:

e  Special measures must be implemented to prevent any collusion between the voting
server and the return code generator, otherwise both servers could compromise the
voter privacy.

e The number of cryptographic operations performed in the servers increases
substantially, since the operations initially executed in the voting terminal for
generating the special ciphertext, must be now executed by the servers.

It is of special importance to mention that one of the security requirements under which
both schemes were designed was that one single component or participant in the voting
system (voting client, voting servers, etc.) should not be able to cheat in the election
process without being detected: i.e., one single component should not be able to act in a
different way that what is described in the protocol in order to break voter privacy or
affect the integrity of the election. The way this is fulfilled is further analyzed
throughout the following sections, as well as in [SVK11].

4 Overview of the Voting Process

In order to better understand the return code scheme implemented for the eValg2011
project, we will present a brief overview of the voting process as seen by the voter:

Before or during the voting phase, the voter receives a voting card containing the return
code values assigned to each possible voting choice, which will be used to verify that the
voter’s selections have been correctly received by the voting server.

During the voting process, the voter is authenticated by the system. Once the eligibility
of the voter has been verified, the voter receives her credentials, which will be used to
digitally sign her vote. The voter uses a voting Java applet to select her choices. Once the
voter has finished making her selection, the completed ballot is encrypted using an
election public key and digitally signed using the voter credentials. The vote is then sent
to a voting service (known as the vote collector server or VCS), where it is stored in the
electronic ballot box. The voting service forwards the vote to a validation service (called
the return code generator or RCG), where the return codes representing the selected
voting options are generated and then sent to the voter via SMS message. The voter uses
the voting card to verify that the return codes correspond to her completed ballot.
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The cast-as-intended scheme can be split in two levels: the core level, where the
cryptographic operations are implemented, and the presentation level, which manages
how the results of the cryptographic operations are shown to the voter.

In the core level, each voting option is linked to a unique return code value. However, at
the presentation level, unique return code values could be linked to a new, shared return
code in order to improve the usability of the voter verification process. For instance, the
presentation level could link the unique return code of a candidate obtained from the
core level to a generic return code signifying the position of the candidate inside the
party list. Therefore, the number of return codes managed by the voter is drastically
reduced: all the candidates having the same position in different party lists would have
the same position return code.

Currently, the eValg2011 system can generate three different types of return codes for
voters at the presentation level:

e Unique return codes for each voting choice: they are a direct representation of each
return code generated at the core level.

e Position return codes related to the position of voting options within a list of
options: in this case, core level return codes of different candidates will share the
same position return code if they are located in the same position on a selection list
(e.g., the first candidates of different party lists will share the same return code
representing the first position within a list). These position return codes are usually
combined with unique return codes identifying the list that the candidate position is
related to (i.e., every candidate is represented by a tuple composed by a unique party
return code and a position return code).

e No return codes, but information related to the number of selections made within a
list: this approach is used when the voter makes selections within different lists. In
this case, the presentation layer combines the use of a unique return code
representing the list (e.g., a party return code) with the number of selections made
within the list (i.e., an explicit message documenting the number of selections made
instead of candidate or position return codes). This is the specific scheme used in the
municipal and county elections conducted in 2011 as part of the eValg2011 project.

All these return code representation options are configurable at the voting system and
have been tested in different trials before the 2011 municipal and county elections.

For simplicity, we will describe the system using the unique return code representation
used at the core level as reference. The different return code representations at
presentation level are discussed in the sections related to the generation of the voting
cards and return codes sent by SMS. The usability and security implications of the
approach of working with each return code representation at presentation level will be
discussed in Section 8.
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5 Building Blocks

The return code generation scheme is composed of the following building blocks:

Underlying Cryptosystem: The vote is encrypted using a probabilistic encryption
algorithm suitable for use with zero-knowledge proof schemes [MOV96]. In this specific
implementation, the encryption algorithm is ElGamal [E184]. The election cryptosystem
is composed of three public parameters: p, ¢, g, with p=2g+1; an election public key 4, ;

and an election private key x, defined in the ElGamal scheme.

We denote a vote composed of several encrypted voting options as
Vi =(a;,b,)=(g",v,-h}) , where the encryption exponents 7 are chosen as random

values from Z _, the operations are done modulo p, and each value v, represents a

voting option.

Besides the election keys, two ElGamal key pairs are used for the return code generation
process: one for the VCS (4 x,., ) and one for the RCG (%, ,x ). Both key pairs

ves 2 ves reg ® “Vreg
are defined by the same parameters (p, ¢, g) of the ElGamal scheme as the election key
pair For the purpose of the protocol, these keys have the following mathematical

relationship: x,, —x,,, = x,(mod p) .

The security threats and countermeasures regarding this key relationship are discussed
further in [Gj10].

Voter Secret Parameter: In order to be able to generate different return codes for
different voters, the voting options cast by a voter are raised to a value s that is different
for each voter (voter secret parameter) in the VCS, in order to get a personalized,
random encryption for each voter. These values are used during the configuration and
the voting phase. Therefore, they cannot be generated on-the-fly and must be stored in a
secure way. A hardware security module (HSM) could be use to securely store this
information. However, there may be millions of values to store (one per voter), which
could be a problem. To solve this, only a private key is securely stored and s values are
derived in the VCS using this cryptographic key and a pseudorandom function.
Therefore, the output of this pseudorandom function will be random for someone
without the cryptographic key.

In this specific implementation, the pseudorandom function used to generate the voter
secret parameter s is a symmetric encryption algorithm (AES - CBC mode [FPO1]).
Therefore, the voter secret parameter s is generated as the AES encryption of a random
voter identifier in the election (voterID) using a secret key stored in the VCS, K . The
voter ID must be padded or transformed in such a way that it is long enough to generate
a 2048-bit value for s. It is important to have a large value for s, since it is in charge of
protecting the secrecy of the vote in several specific steps of the process.
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Zero-knowledge Proofs: Return code values are generated with the collaboration
between the VCS and the RCG, in the sense that the first makes some partial calculations
and sends them to the second, which generates the final values. This way, the knowledge
needed to generate valid return codes is split into two independent components of the
voting system, so that both have to be compromised in order to cheat the voters.
However, each component has to prove to the other one that it is following the protocol
properly. If not, one component would be able to cheat in the election. For example,
VCS could use the vote of one voter to make the RCG generate the return code values
for another voter. Therefore, return codes corresponding to the selections made by the
first voter are sent to the second one, invalidating the first voter’s privacy. Non-
Interactive zero-knowledge proofs (like Schnorr proofs in [Sc91]) are used by the VCS
to demonstrate to the RCG that the partial calculations actually belong to a specific valid
vote.

6 Election Configuration Process

The main objectives of the election configuration process are to create the keys used for
computing the return codes and to generate the voting cards used by the voters to verify
the correct representation of their voting options inside the encrypted vote.

6.1 Generation of Election Keys

The eValg2011 voting system mainly uses two different sets of keys for implementing

the cast-as-intended verification scheme:

o Asymmetric keys: used to protect the privacy of the vote.

o Symmetric keys: used to generate a deterministic value of the encrypted vote
contents in order to calculate return codes.

Asymmetric Key Generation: As presented in Section 5, the eValg2011 solution relies
on the following relation between the x,  private key of the VCS, the x,__ private key of

ves reg

the RCG, and the x, election private key x,, —x,, =x,(mod p). This relationship is

required for retrieving ciphertexts with deterministic properties from the encrypted
votes.

The VCS and RCG keys are generated in two different, isolated environments to prevent
both keys from being used to reconstruct the election private key. We will identify these
environments as voting card generation (VCG) modules. During the key generation
process, VCS and RCG private keys are split into shares (using a Shamir secret sharing
scheme [Sh79]) that are distributed among the members of an electoral board. The shares
are stored using PIN protected smartcards owned by the members. Since VCS and RCG
keys are generated in two different environments, electoral board members participate in
two different processes. Finally, each member will hold two shares, each one from a
different private key (x,_,x,, ). The election’s private key is never generated, since it

reg?
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can be reconstructed at the end of the election from the shares owned by the electoral
board members. Only the public key is generated, using the public keys of the VCS and
RCG. The private keys (x, ,,x, ) are also uploaded to the corresponding servers VCS

reg ? “ves
and RCG in a secure way (encrypted).

Symmetric Key Generation: The VCS and RCG also require symmetric secret keys for
implementing the cryptographic operations to generate a deterministic value related to
the encrypted vote contents (i.e., the return code sent to the voter). These keys
(K., Kypcg) are generated using a secure random number generator. They are uploaded

to the corresponding servers in a secure way (encrypted).

6.2 Generation of Voting Cards

According to the different return code representation options at the presentation level
explained in Section 4, the voting cards may have different formats: they may have
unique return code values for each option and/or return code values representing
positions. For the sake of simplicity, we will explain how the voting cards are generated
when position return codes are used to represent the candidates from party lists, and
unique return codes are used to represent each party list. This is the most complete case
of return code representation options. The municipal and county election used a
simplified presentation with only unique return codes per party lists.

The voting card is a paper sheet containing a unique return code for each party list and
for each position on the party list. Although the scheme supports return codes per
candidate, candidates are represented by their position on the party list in order to make
the voting card management and the return code comparison process (for voter
verification) more usable for the voter. Certain Norwegian elections could have 25
parties with, in some cases, 99 candidates. If individual return codes per candidate are
used, the amount of codes on the voting cards could be approximately 2,500 codes
(25+(99%*25)). Using position codes, the voting card will only need 124 codes (25+99).
Other return code representation options were also implemented in the different elections
and pilots carried out. All of them, as well as their risks and impact, are discussed in
Section 8 of this paper.

Voting cards are used to verify that the voter's intent was properly recorded (cast-as—
intended verification) by the ballot box located in the VCS. To this end, after the voter
casts a vote, the RCG calculates (in collaboration with the VCS) and returns the return
codes of the party and the candidate’s position in this party for each selected candidate.
Since these values are obtained from operations using the encrypted vote, voters can
verify if their cast votes contain their selected voting options by comparing the return
codes returned by the RCG with the ones available on the voting card for the same
selected voting options. The fact that the voting card is only available on paper and is
only known by the voter makes it impossible for a compromised component of the
voting platform (the voting client, the RCG, etc.) to subvert the cast-as-intended
verification method, by profiting from the knowledge of the return code values. This
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could allow the component to change the voting options cast by the voter and send the
return codes corresponding to the original selections. These return codes are sent to the
voter through a different channel (SMS) than the one used for casting the votes.

An example of how this verification of parties and positions works is shown in the
Figure 1.
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Fig. 1: Cast-as-intended verification with voting cards

Therefore, the voting card contains two sets of return codes:
° Party return codes
. Position return codes

Due to usability and SMS message length constraints, the party and position return codes
sent via SMS are limited to 4 numerical characters (original codes obtained by the return
code generator have 256 bits length, equivalent to 43 characters in base64
representation). This could generate collision issues between two different options if the
original codes are only truncated (i.e., two different choices could end up with the same
code on the voting card). Therefore, these SMS codes are generated in advance
(controlling possible collisions) and mapped to the original codes in a secure way by
combining a hash and encryption function. This mapping database is stored in the RCG
during the election configuration phase.

A multi-party generation process is used to calculate the return code data during the
election configuration phase. To this end, the two different and isolated VCG
environments (VCGI1 and VCG2 modules) are used to reproduce the same deterministic
transformation of the votes that will be carried out by the VCS and RCG during the
voting process: VCGI1 implements the VCS transformation, and VCG2 implements the
RCG transformation and links the result to the return codes that will be sent to the voter.
This separation of duties prevents both VCG1 and VCG2 from correlating the generated
return codes with the identity of the voters they belong to (VCG1 knows the voter
identities; VCG2 knows the return code values). Therefore, an attacker controlling only
one of these modules cannot influence the election results without being noticed.

57



The voting card and return code generation process done during the election
configuration phase is divided into the following steps:

Calculation of Initial Candidate and Party (long) Codes: These are the codes
obtained after applying the VCS and RCG cryptographic operations over each individual
ciphertext that composes the encrypted vote cast by the voter (containing the code of the
party list or candidate). This process is split between the VCG environments.

In a first step, the VCG1 generates random voter identifiers voter/D and computes for
each one a partial calculation of party and candidate codes as:

s =AESy (voterID') pP'=pP'modp C.'=C’'modp

These partial calculations of party and candidate codes and related random voter
identifiers are passed to the VCG2 module using an offline (air-gapped) channel.

Secondly, VCG2 calculates the final values of the party and candidate codes using the
partial calculation from VCG1: P,'and C;', an HMAC function, a secret key X, , and

reg ?
the random voter identifier voterID.

PartyCode; = HMAC(F,"|| voterID, K, ), CandCode; = HMAC(C,' || voterID, K, )

rcg

Calculation of Party and Position (short) Return Codes: These are the short codes
representing the parties and positions of candidates on party lists, which are printed in
the voting cards. Since the SMS position and party return code values will be different
for each voter, they are calculated by VCG2 follows:
PartyReturnCode; = HMAC(voterID || party;, K., )

reg

PosReturnCode; = HMAC(voterID || position;, K., ),

reg
where party; and position; are constant numeric values assigned to parties and positions.

Mapping Party and Candidate (long) Codes with Party and Position Return (short)
Codes: VCG2 hashes each possible party or candidate code and stores it in the table
connected to the party or position return code corresponding to it:

H(PartyCode;) <> PartyReturnCode;

H(CandCode;) <> PosReturnCode;

This table is randomized and finally deployed in the RCG, so that it is able to
correlatevthe party and candidate codes with the party and position return codes during
the voting process (without knowing the connection to the original party and candidate
names). As we mentioned before, the return codes sent to the voter shall not be known
by any component of the platform.

Otherwise, the voter selections could be changed and the attacker could send the return
codes corresponding to the original vote to cheat the voter.
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Therefore, in order to prevent the RCG from knowing the party and position return code
values in advance, each return code is encrypted using the corresponding party or
candidate code (which has to be generated in collaboration with the VCS from a valid
vote) as a symmetric key (AES puycoder (PartyReturnCode) /  AEScundcodei
(PosReturnCode;)).

Printing and Assigning Voting Cards to Voters: Finally, party and position return
codes and random voter identifiers (voterID) are given to the printing service for printing
the voting cards. Once printed and in an envelope, each voterID is assigned to a valid
voter identity and an envelope containing the voting card is sent to the voter address. The
link between the voterID and the voter identity is kept on the electoral roll to allow the
VCS to retrieve the correct voterID value during the voting process.
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Fig. 2: Return code information generation during the configuration phase

A diagram of the return code information generated during the election configuration
phase is shown in Figure 2 (modules A and B in the picture represent the VCGI and
VCG2 environments).

7 Voting Phase

As already mentioned, during the voting phase the return code generation process is split
into two processes performed by two independent modules, the VCS and the RCG. This
prevents a malicious single entity from cheating voters without being detected.

During this phase, the VCS executes a first set of cryptographic operations over the
encrypted, cast vote, which are then forwarded to the RCG. The RCG executes a second
set of operations to generate the final return code values. The VCS and RCG keys
generated in the election configuration phase are used during the voting phase to perform
such operations. In order to ensure that the calculations in the VCS are fair (e.g., to
prevent the VCS from trying to make the RCG return codes from another vote or voter),
several zero-knowledge proofs (ZKPs) are generated, relating the partial calculations
from the VCS to a specific voter.
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Once completed, the following steps are carried out:

Vote Encryption and Casting: The voting options chosen by the voter are individually
encrypted using the election public key and sent to the VCS: v =(a,,5)=(g",v,-h))

Vote Re-encryption and Partial Decryption: VCS applies some sort of re-encryption
of the voting options using a voter-secret parameter s. This re-encryption is used to get a
personalized, random encryption for each voter, which will be used to generate the
return codes. The s parameter is calculated using the random voter identifier and the
secret key K (s = A4ES, (voterID") ). The re-encryption consists of raising the encrypted

voting options to this s value: v, '=(q,',0,")=(q],b’)

After re-encrypting the voting options, the VCS performs a partial decryption of the
result: b,"=5,"a, ™

Finally, the VCS generates non-interactive ZKPs of the calculations made on the cast
vote. These ZKPs allow the RCG to validate the correctness of such operations. The
VCS generates two sets of ZKPs to prove the validity of the values:

- A proof that demonstrates that the VCS identified and used the correct voter secret
parameter s to re-encrypt the vote (i.e., that is not using the parameter s of another
voter)

- A proof demonstrating that the VCS identified and used its ElGamal private key
x,,, for partially decrypting the re-encrypted vote.

The encrypted vote (as originally cast by the voter) and the result of the VCS and ZKPs
are sent to the RCG.

Vote Partial Decryption and Generation of Return Codes: The RCG verifies the
ZKPs in order to ensure that the VCS calculations are correct and done over a specific
vote. If they are correct, it partially decrypts the vote (already partially decrypted by the
VCS) using its private key: b, "a, " =b"-a’ " -af'(fx"“’) =(b-a™) =v'

i

and retrieves the party and candidate codes related to the contents:
{Party/Cand}Code; = HMAC(v," || voterID, K, )

The RCG uses a hash of these codes to retrieve the related return codes from the
database:

H(PartyCode;) : AES parycodei (PartyReturnCode;)

H(CandCode,;) : AEScunacodei (PosReturnCode;)
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In case the hash of the code is not found in the database, the RCG assumes that the vote
which was cast does not contain a valid value. If so, an error is reported to the voter and
the vote is rejected. This mechanism prevents the acceptance of votes containing invalid
options. The return codes are formatted and sent to the mobile phone of the voter via an
SMS gateway.

The process is shown in Figure 3:
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Fig. 3: Return code generation during the voting phase

8 SMS Format

As mentioned before, using SMS messages introduces length and usability constraints
for verifying the vote. This has a direct impact in the soundness of the verification
process. The format and contents of the SMS messages have been reviewed and tested in
several pilots to achieve a good balance between usability and verifiability soundness.
Two different SMS formats based on the different return code representation options
given at the presentation level, are used: position return codes and the number of
candidate selections. In both cases, party return codes are always reported.

SMS with Candidate Position Return Codes: In this case, the message initially
contains the party return code, followed by the return codes of the selected candidate’s

position (if any) for that party.

Figure 4 shows a sample SMS sent to a voter:

You cast a vote for party PartyReturnCode; candidate
positions PosReturnCode;, PosReturnCode,_ .

Fig. 4: SMS format with Position Return codes

SMS with the Number of Candidate Selections: This is the approach used in the last
election carried out using this voting platform. In this case, the SMS message only
contains the party return code value and a text mentioning the number of selected
candidates for that particular party (if any).

Figure 5 shows a sample SMS sent to a voter.

You selected 3 candidates from party PartyReturnCode;

Fig. 5: SMS format with position Return codes
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Soundness of the Verification Process: Different return code representation options
have a significant impact on the soundness of cast-as-intended verification. When only
the party return code and the number of candidates selected are sent to the voter, she
cannot verify if the candidate options registered in the voting platform are actually what
she selected. She only knows that the number of selections is correct but not if the actual
candidate from the party was cast as intended. When party and position return codes are
used, the verification process could be subverted if the candidates are shown to the voter
in a different position than the official one. Therefore, it is clear that there is a significant
tradeoff between usability and soundness. The government’s decision to use these
representations was made after evaluating these risks and finding out that they did not
apply to voters who only select party lists (about 98% of the voters).

9 Final Remarks

One of the aspects highlighted by this paper is how usability influenced several
implementation details of the proposal. Initially, usability influenced the decision of to
re-design the original cryptographic scheme. This made the system less dependent on the
resources available from the voter’s computer (enhancing the response time of the voting
process). Usability aspects were also of paramount importance for designing the format
and contents of the voting cards and SMS messages. In this case, the verification
soundness was reduced to achieve a better voter understanding of the verification
process (e.g., reporting the number of candidates selected in a party instead of which
candidates or candidate positions). Finally, the cast-as-intended method described here
protects the integrity of the vote from malicious software installed in the voting terminal.
However, it does not protect the voter from other malware attacks, such as capturing
voter credentials. This could be considered a serious risk in Norway since voters are
allowed to cast multiple ballots. However, the current use of an authentication method
based on digital certificates and one-time passwords mitigates this type of attack.
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Abstract: The VALG project is introducing e-voting to municipal and county
elections to Norway. Part of the e-voting system is a mix-net along the lines of
Puiggali et al. - a mix-net which can be efficiently verified by combining the
benefits of optimistic mixing and randomized partial checking. This paper
investigates their mix-net and proposes a verification method which improves both
efficiency and privacy compared to Puiggali et al.

1 Introduction

To ensure anonymity, e-voting systems need to incorporate a mechanism to break the
link between the voter and his or her cast vote. One popular method is the use of mix-
nets [Cha81], which shuffle the list of encrypted votes while changing the appearance of
the ciphertexts and keeping the used permutation secret. To reduce the trust assumption,
universally verifiable mix-nets have been developed [SK95, DK00, Wik(09, Neff01,
Grol0]. Efficiency is a prime concern when voting, To be usable in practice, a mix-net
should be able to mix all votes and prove correctness within a few hours after the polling
stations have closed. Attempts at efficiency improvement did not raise the bar
sufficiently for such a demanding task. Two separate directions in verification sought to
address this: optimistic mixing (OM, [GZB02]) and randomized partial checking (RPC,
[JJR02]).

Intuitively, OM is able to accelerate the verification process by proving correct mixing
for the whole group of inputs: the mix proves that the product of the input ciphertexts is
equal to the product of the output ciphertexts (see Figure 1a). While more efficient (only
one proof is needed instead of one per input), some fraud may be not detected

(intuitively, 4 x 6 =3 x 8 )
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The proposal by Golle et al. [GZB02] uses double encryption and a cryptographic
checksum to prevent this attack; however, Wikstrom identified [Wik03] multiple fatal
flaws in their particular design. Another optimistic approach by Boneh and Golle, proof
of subproduct (PoS, [BGO02]), is slightly faster as it does not use a cryptographic
checksum or double encryption.
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Fig. 1: Two approaches to trading verification for efficiency in mix nets

A drawback of this approach is that the verification only guarantees almost entirely
correct mixing. Boneh et al. recommend the use of a slower verification protocol in
parallel to guarantee correctness.

RPC lets each mix-node first produce an intermediate shuffle, and then shuffle again to
produce the final result. For each element of the intermediate result, a coin is flipped to
reveal the link to either its corresponding input (heads) or output (tails) element (see
Figure 1b). This approach doesn't require any proof (just revealing half the re-
randomization values used), but there's a 50% chance per element for the mix to cheat
undetected.

Puiggali et al. combined the advantages of OM and RPC to arrive at a mix-net design
that improves upon privacy and verifiability while retaining efficiency. Their work was
incorporated into the Norwegian Evote Project' and used for a limited number of
municipality elections in Norway. In the recent past, advances have been made in
efficient, provably-secure mixing (e.g., [Wik09,Gro10,TW10]). However, these
approaches do not align with the current Norwegian implementation. Our goal is to
propose an improved verification approach that remains close to the Norwegian design
so that the current implementation can be easily updated.

Contribution: The contribution of this paper is twofold: First, this paper identifies
several areas for improvement (including a privacy weakness) in the scheme proposed
by Puiggali et al. These improvements are incorporated into random block verification

"http://www.regjeringen.no/en/dep/krd/prosjekter/e-vote-2011-project/about-the-e-vote-project.html
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(RBV), a scheme which is more efficient, more secure, and more precisely detailed. The
architecture of RBV remains sufficiently close to the scheme by Puiggali et al. to allow
for easy adoption into the Norwegian system. Second, we analyse the verifiability,
privacy, and efficiency of RBV and compare these properties to properties of other mix-
nets that offer a trade-off between verifiability and efficiency.

Structure of the paper: The rest of this paper is structured as follows: we first discuss
ElGamal mix-nets (Section 2). As this work improves upon the contributions of Puiggali
et al, their research is discussed in more detail (Section 3). Possible improvements to the
verification process are discussed in Section 3.1, all of which are implemented by the
new verification process detailed in Section 4. Correctness, privacy, and efficiency of the
newly proposed verification process are determined in Section 5 and compared to other
mix-nets that trade privacy for efficiency. This is followed by conclusions and future
work in Section 6.

2 Re-encryption Mix-Nets with Exponential EIGamal

We assume that votes are encrypted using exponential ElGamal and stored on a web
bulletin board (BB) where some connection between each encrypted vote and the
corresponding voter exist. Exponential ElGamal is a randomized public-key encryption

scheme with homomorphic properties introduced in [Elga85]. Consider two large primes

pand g, where ¢ |p- 1. G,is a g-order subgroup of “# and g is a generator of G,. The

secret key x €l g is generated and the corresponding public key is (g,y) with y=g*. A

plaintext s (or here a vote) is encrypted in the following way: Enc,(s,r1) = (g".gy") =

(@ B ) with random value Tl € Gy.

To ensure anonymity, the votes are processed by a re-encryption mix-net. The output of
this mix-net is a set of anonymized, re-encrypted votes that can then be decrypted and
counted. A re-encryption mix-net with m mix-nodes works as follows: The first mix-
node loads all encrypted votes (while removing any possible link to the voter-like
signatures) published on the BB as input. Every input ciphertext is re-encrypted by

multiplying the ciphertext with an encryption of 1: for Tl € Gl'i“' ReEnc,((% ﬁ )r2) =

(ﬁ' ng} ﬁ yr2) _ (ngng,gsyr]yrZ) — (gr1+r2’ gsyr]+i'2) :(a:f ’ﬁr ) (NOte that while the
plaintext remains unchanged, the ciphertext is completely altered.)

Next, the re-encrypted ciphertexts are shuffled with a random permutation ™ | and the
resulting output ciphertexts are published on the BB. Afterwards, the second mix-node
loads the output ciphertexts from the first one published on the BB and re-encrypts and
shuffles them, as well. This process is repeated until the last one publishes its output
ciphertexts on the BB. These are the ciphertexts which are decrypted and counted.
Privacy is ensured if at least one mix-node is honest and keeps the permutation secret.
In order to ensure that mix-nodes cannot cheat by replacing encrypted votes with new
ones, verifiability needs to be implemented, ideally without decreasing the level of
privacy.
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3 Norwegian Mix-Net by Puiggali et al.

In [AC10], Puiggali et al. describe an approach to verify a re-encryption mix-net (with
exponential ElGamal) that combines the idea of optimistic mixing and RPC. This
verification is executed after the last mix-node has published its output on the bulletin
board. The analysis of the Norwegian election system [Gjol0] treated this mix-net as a
solid building block. Nevertheless, there is room for improvement - in particular, the
verification efficiency of the mix-net can be improved. Below, is a description of the
verification process along with several points highlighting where improvements can be
made.

The Puiggali et al. verification process operates as follows:

1. An independent verifier provides a random permutation (the challenge) of all
input votes of the first mix-node.

2. To verify, the list of votes is divided into l="n equally-sized blocks, for m
mix-nodes and » input ciphertexts (i.e., votes). Since / is well-defined, this can
be executed by either the independent verifier, the BB, or the mix-node.

3. For every input block, the first mix-node identifies the corresponding output
block. Moreover, for every block, the mix-node publishes the product of the
ciphertexts in that block. Finally, the mix-node publishes a zero-knowledge
proof (e.g. using the Chaum-Pedersen protocol [CP93] or Schorr's signature
scheme [Sch91]) to prove that the ciphertext product of the input block is equal
to that of the corresponding output block.

4. The verifier checks the proofs of the first mix-node.

5. This process continues for each mix-node, where the assignment of nodes to
blocks depends on the previous node's assignment - thus ensuring an equal
distribution of input ciphertexts over all blocks.

Regarding privacy, Puiggali et al. state that every output block of the last mix-node is
composed of at least one ciphertext of every input block of the first mix-node. Regarding
correctness, the authors determine that the probability of detecting two modified votes is
i—1

n— 1 for block size / and n ciphertexts. Note that any manipulation would
remain undetected if a malicious mix-node changes two votes without changing the

p=1-

1 1_1
*1=73

product of the two ( <2 ) and then assigning them to the same block.
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3.1 Remarks

Some remarks to this approach are discussed below. Corresponding improvements are
sketched in this section and worked out in Section 4.

Inefficient zero-knowledge proofs. In [AC10], the correct processing of each block is
proven with computationally costly zero-knowledge proofs. A more efficient solution is
to publish the sum of the random values used for the re-encryption per block. As this
does not reveal anything but random noise, this value can serve as a zero-knowledge
proof. This is very efficient (as it does not require any zero-knowledge proof). However,
proving that this does not reveal any usable information whatsoever in a mathematically
rigid fashion is an open question. Therefore, an alternative, while work on this proof
continues, is to use efficient zero-knowledge proofs as those from [JJ99]. With this
improvement, proof generation and verification require either two exponentiations per
block (re-encrypting the ciphertext of the block's ““sum" with claimed randomness) or
three exponentiations (one for proof generation, two to verify the zero-knowledge
proof). Therefore, to verify all the blocks of one mix-node would require either
T
3—

Nn exponentiations or Wn exponentiations for all blocks of a mix-node (where m
b

6 —
is the total number of mix-nodes). Both improve upon the Wn exponentiations
needed by Puiggali et al. to generate the proofs (two exponentiations) and verify (four
exponentiations) each of them for n ciphertexts and m mix-nodes.

Introducing parallelisation: During the mixing process, every mix-node of the mix-net
re-encrypts and shuffles the input ciphertexts. The original idea of Puiggali et al. was to
process the encrypted votes by one mix-node after the other. It is possible to speed up
this process by parallelizing in the following way: the set of input ciphertexts is divided
into m subsets (where m is the number of mix-nodes). Then all mix-nodes start with one
of the subsets and forward that to their neighbour after shuffling. This improvement’
increases the efficiency by factor m. To ensure the privacy of the ciphertexts, even
though they are grouped, the subsets should be selected for example by district or
municipality.

Reducing trust assumptions: Optimal privacy in [AC10] is only ensured if all mix-nodes
are honest. However, this is not the idea of a mix-net, where privacy should be ensured
as long as one single mix-node is honest. Therefore, we propose building single mix-
nodes similar to RPC where each mix-node shuffles twice.

Furthermore, correctness in [AC10] depends on the assumption that the verifier and the
first mix-node do not maliciously collaborate. (Otherwise, the first mix knows what the
block selection will be and therefore knows how to cheat undetectably). As such, it is
essential for correctness that the challenge is unpredictable and generated after the
mixing process. We sketch a method for ensuring this process.

?*  This improvement was implemented for the Norwegian voting trials.
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Clarifying block sizes: The approach by Puiggali et al. assumes that the total number of

ciphertexts can be grouped in equally-sized blocks with block size l="n , for m
mix-nodes and »n votes. In general, there will be a remainder when computing /. We
make this explicit® and incorporate its handling into our design.

4 Random Block Verification: Verifying Integrity of Random
Blocks

In this section we describe random block verification, a mix-net with a detailed
verification process, based on the proposal of Puiggali et al., which includes all of the
improvements proposed above.
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Fig. 2: Verification of one Mixnode for 5 ciphertexts, 2 blocks

Notation: In the remainder of this section, we consider n ciphertexts posted on the
bulletin board and a mix-net consisting of m mix-nodes. We use the following notation:
the set of input ciphertexts of mix-node j is C;, the set of output ciphertexts after the first

r

re-encryption/shuffling step is C', and the set of ciphertexts after the second re-

"

encryption/shuffling step is C' ,- During verification, C; will be divided into / blocks 411

i J' . .. . . i
Ggroer The corresponding output blocks (containing the same plaintexts) in CJ are

.j Pl i
1*“ 2o s’ t The input blocks for the second verification step are #1:%2:=-# and the

T .I
C are b0 % e, b

corresponding output blocks in

Mixing: For m mix-nodes the set of input ciphertexts is divided into m subsets. The ;
subset becomes the input of the ;" mix-node, which re-encrypts and shuffles the

ciphertexts twice and publishes intermediate result CJ and final result C} on the BB.

> The Norwegian implementation of [AC10] addresses this as well.
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After mix-node j-/ publishes its results, they become the input of mix-node j and the
final result of the last mix-node m becomes the input of mix-node one. This is repeated
until every subset has been mixed by all m mix-nodes.

Verification setup: The verification parameters are set as follows: the number of blocks /

is determined by = IJ'“_"] ; there are + = n- I* blocks with / +/ elements and /-~ blocks
with / elements. Verification begins by generating a random distribution of ciphertexts
over verification blocks.

Distributing ciphertexts over blocks: Each mix-node is verified in an optimistic fashion:
both input and output ciphertexts are grouped into blocks, and equivalence of the blocks
is proven. As previously stated, if the assignment of ciphertexts to blocks is known to the
mix-node prior to mixing, the mix knows how to cheat without being detected. Hence,
this initial distribution must be generated randomly. Puiggali et al. rely on an
independent party to provide an initial random distribution. In contrast, we leverage the
Fiat-Shamir technique [FS87] to group ciphertexts into blocks. Simply put, the first
verifier computes the hash of its own output and uses that as the seed for a publicly-
known random number generator. The resulting random stream is then used to assign
ciphertexts randomly to blocks for the first mix (see Appendix A for details). As Fiat and
Shamir point out [FS87], there is no way to tweak the input of the hash function to get a
predictable output. Therefore, the resulting output is sufficiently unpredictable for the
first mix and may be used as described. For all other mix-nodes j, the input blocks are

determined by the output blocks of the previous mix-node j-/, meaning ay = b"i_i,

az =B85 etc.

After dividing the 1nput ciphertexts into blocks the mix-node proves the correspondence
between input block a3 and output block a] 1, between input block a3 and output block
] 2, etc In the next step, the Verlﬁer dlstrlbutes the ciphertexts of the output blocks

of J
@y 2*'"’“ I over input blocks ¥ 1 iJ:*'"* t . As each block contains roughly as many
ciphertexts as there are blocks, this is done to maximize privacy: the blocks of the input

are chosen such that each input block B} contains one ciphertext from every output block
al.

Of course, there are two block sizes: [ and [+1. So (to be specific, the first » input blocks
contain /+/ ciphertexts) one ciphertext of every block and one additional ciphertext of
block 7 (the first input block contains two votes of output block one, the second input
block two contains two votes of output block two, etc.). All other /-r blocks contain /
ciphertexts, one from each block. Then mix-node j proves the correspondence between
output blocks 1!51* B and input blocks 1!51* *bfl.

Verifying blocks: To verify that a block of input ciphertexts was correctly processed by a
mix-node, there are two options. Either the node reveals the sum of the used re-
encryption random numbers (believed to be secure but not proven so), or the node uses
the zero-knowledge proofs of [JJ99]. In either case, the node proves that the sum of the

plaintexts of the block was not changed in the mixing step (Figure 2).
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5 Analysis

In this section we analyse random block verification regarding fraud detection, privacy,
and efficiency. In addition, the results are compared with those of Randomized Partial
Checking, the Proof of Subproduct mix by Golle et al., and the “Norwegian mix” by
Puiggali et al.

5.1 Detecting malicious mixes

Optimistic verification is not a perfect approach — an error (e.g., changing a “1” to a “3”)
can be counterbalanced (e.g., 1 + 4 =3 + 2) and pass undetected. To achieve undetected
corruption of the mix result, a malicious mix has to change (drop, alter, insert) at least
two ciphertexts in order to balance the introduced error. This will remain undetected if’
and only if the introduced errors are properly balanced within the same block. Since the
division of ciphertexts into blocks is not known to the mix during mixing, the malicious
mix cannot ensure this. Below, we investigate the probability of this happening by
chance. As an aside, note that in any optimistic approach, a change must be
counterbalanced. Therefore, to affect a change of & votes, at least one ciphertext extra
has to be tweaked, leading to at least k+/ changed ciphertexts. This is in contrast to
RPC, where changes to ciphertexts cannot be balanced by other changes. That’s why we
compare the chance of changing & ciphertexts in RPC to k+/ ciphertexts in optimistic
approaches below.

Randomized Partial Checking: To cheat, a mix would have to drop/alter a ciphertext
either in the first or in the second mixing stage. Since the mix has to reveal either the
first or the second mixing stage, the chance of getting away with this is %. Since this is
independent, the chance of remaining undetected for £ changes is

B,k undetected changes) = 275,

Proof of Subproduct: During the verification, & random blocks (for & =5 ) are
T

generated with an average size of 2 and compared with the corresponding output blocks.
In case a malicious mix-node adapted k ciphertexts, the prover has to find another set of
output ciphertexts that has the desired properties. The chance of doing this in polynomial

time is at most (:‘) [BGO2]. Thus a high number of used random blocks increases the
probability that the modified ciphertext is checked. & = 5 For instance, for & = 5 , the

5
chance of getting away is (:) The maximum probability of changing k ciphertexts

without detection is reached at ® = 1 and is

5
Py o0+ 1 undetected changes) = e
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Norwegian mix: Puiggali et al. claim in [AC10] that the chance of not detecting that two

i—1
ciphertexts have been altered by one mix is ¢ tected) = n—1 | since the first

ciphertext can be in any block, as long as the second is in the same. Using their proposal

I="n (with m being the number of mixes), gives the following chance of changing
k+1 ciphertexts without being detected:

fs

-1
Pyorwayk + 1 undetected changes) = (nﬁ ) )

Random Block Verification: The chance of affecting a change of size k requires changing
k+1 ciphertexts. In the case of two changed ciphertexts, the RBV mix-net performs as
good as Puiggali et al. In case of more than two, the Norwegian mix-net performs
slightly better, as their block size is inversely proportional to the number of mix-nodes,

whereas ours is constant in this regard. Intuitively, our approach has VN plocks of
(almost) equal size, and therefore, the chance of a ciphertext occurring in one block is

roughly &)™ The chance of k+1 ciphertexts occurring in the same block is therefore

roughly W) reality, it is slightly better as some blocks are smaller than others. To
be precise,

k
mn—1
P .U+ 1 undetected changes) = (f 3 ) .
In RBV, the values for m and / are fixed at M = = lynl . As a result the correctness
is independent of the number of mix-nodes m. In contrast the values for the approach
proposed by Puiggali et al. depend on the number of mix-nodes and are given by
n

" =
=N and 1.

5.2 Privacy

In mix-nets, privacy is the question of how traceable a given ciphertext is through the
mix-net. In general, there remains some imprecision: some output ciphertexts can be
ruled out, but others may or may not be a re-encryption of the sought ciphertext. The size
of the group that cannot be ruled out (which we will call “Anonymity group” or AG)
provides a measure of how much privacy is achieved by the mix-net. In the following
section we consider the case that only one mix-net is honest and keeps the input-output
ciphertext relation secret.

Randomized Partial Checking: Depending on a coin flip, the verification procedure
reveals either the link between an intermediate ciphertext and the input, or its link to an
output ciphertext. In the worst case, the coin is completely fair meaning 50% of the links
are linked with input ciphertexts and the other 50% with output ciphertexts.
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T
Hence, JI 2 output ciphertexts are not yet linked and must belong to the input ciphertexts
whose link was revealed. Thus, for each ciphertext whose input link is revealed, the

ks
anonymity group size is JI 2. A similar reasoning holds for ciphertexts whose output link
is revealed. As such, the anonymity group of an RPC mix-net with one honest mix is

T

Proof of Subproduct: Using PoS, the ciphertexts are grouped in up to & random blocks
(with & being the security parameter, 0 << & =3 ) The authors show that the average
T

anonymity group size is 20 Thus, increasing the security (i.e., the assuredness afforded
by the verifiability) has an inverse effect on privacy: the larger % | the smaller the

anonymity group. Consequently, PoS achieves the best privacy result for & = 1 and
T

— o Gposl = 55
the smallest amount of privacy is achieved for & = 5 _in this case, IAGposl 32.

The most privacy PoS can grant in the case of only one honest mix is therefore
T

Norwegian mix: The approach proposed by Puiggali et al. reduces the block size

. . . m .
dependent on the number of mix-nodes used. For m mix-nodes, a blocksize of vn s
used. Thus, assuming that just one mix-node is honest the “anonymity group’ has a size
of

mn
1AGp,s] = me"

n

Random Block Verification: In RBV, each mix-node is shuffled twice. For verification,
the ciphertexts are grouped into blocks of size A So, after the first shuffle, the size of
the anonymity group is V. However, for the second process, the blocks for the second
shuffle are chosen such that they include at least* one ciphertext of each of the output
blocks of the first shuffle. Therefore, to trace the ciphertext through the second shuffle,
all input blocks need to be considered, which means in turn that all output blocks need to
be considered. Hence, for one mix,

l4Grpc| = n.

4 o . . . .
Since, in general, ‘J; is not a natural number, exactly one per block is not possible. However, our approach
remains as close to that ideal as possible.
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5.3 Efficiency

In determining efficiency, we only consider the number of needed exponentiations
because these dominate the required computation time. The total number of needed
exponentiations is determined by two components: proof generation by the mix-net and
verification by the verifier. We compute the computational costs only for one mix-node.
For re-encryption, our approach, like RPC, needs twice as many exponentiations per
mix-node as the approach by Puiggali et al. and PoS. That is because re-encryption and
shuffling are performed twice, but the impact of this is reduced as the mix-nodes all
process a subset of ciphertexts in parallel.

Randomized Partial Checking: During the verification of RPC two times the association
T
between JI 2 ciphertexts is shown. This can be done by revealing the random value , and
T
it can be verified by recalculating the re-encryption. Therefore, two times JI 2

T
exponentiations for the @ -component of the ciphertext and two times JI 2 for B -
component of the ciphertext are needed. In total the computational costs per mix-node
are

E

n
mc=2x2x5=21

Proof of Subproduct: The number of exponentiations during the PoS verification is
2a(2m — 1) [BGO2] per mix-node (for a total number of m mix-nodes) and depends on

the security parameter & =5 . Therefore the maximum number of exponentiations per

mix-node is 1002m — 1) Accordingly, the best efficiency is reached for # =1 and is
EPD\S' = E[Zm - 1].

Norwegian mix: The verification process by Puiggali et al. uses a zero-knowledge proof
to show the correctness of every block. The computational cost to verify the plaintext
Tn

equivalence depends on the number of blocks. For n ciphertexts, "1 blocks are used.
The calculation of the proof for each block requires two exponentiations and the
verification of the correct mixing takes four. Therefore, the total number of
exponentiations done by the mix-net and the verifier are
T
Enorway = ﬁm_ﬁ'

Random Block Verification: The efficiency of our approach also depends on the number

of blocks. For n ciphertexts, ™ = l‘lﬁj blocks are used. During proof generation, it takes
one exponentiation per block to calculate the witness.
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It follows that for m blocks 2m exponentiations are needed (m for each mixing step).
Afterwards it takes the verifier two exponentiations per block to check the integrity of all
blocks and thus 4m exponentiations for both verification steps. This leads to a total
number of
T
E;'l.fmwz =6 —.
N

54 Conclusion

In Table 1, we summarise our findings. The "‘Fraud" row gives the chance of getting
away with affecting the result with k& votes (i.e., k£ changes for RPC, k+1 changes for the
others). Privacy is expressed in terms of the anonymity group of one mix, and efficiency
is expressed in terms of the number of exponentiations. The bold numbers are the best
scores in each row.

RPC PoS Puiggali et al RBV
=i _ a3k gk

Fraud: P(undetected) ok 3 Vn—1 Vn—-1

n—1 n—1
. n
Privacy: |AG]| %n "I ‘“_Jﬁ n

n n

Efficiency: # exp. 2n 22m-1) 6 m_ﬂ"?_% ] m

Table 1:  Comparison (for n ciphertexts and m mix-nodes) of fraud detection (for one modified ciphertext),
privacy and efficiency (for verification of one mix-node).

The table illustrates that RBV significantly improves privacy and efficiency over
Puiggali et al. at the cost of a slightly reduced ability to detect fraud. To get a feeling for
how serious this reduction in fraud detection is, consider the following exam