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Benchmarking fixed-length Fingerprint Representations
across different Embedding Sizes and Sensor Types
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Abstract: Traditional minutiae-based fingerprint representations consist of a variable-length set of
minutiae. This necessitates a more complex comparison causing the drawback of high computa-
tional cost in one-to-many comparison. Recently, deep neural networks have been proposed to ex-
tract fixed-length embeddings from fingerprints. In this paper, we explore to what extent fingerprint
texture information contained in such embeddings can be reduced in terms of dimension, while pre-
serving high biometric performance. This is of particular interest, since it would allow to reduce
the number of operations incurred at comparisons. We also study the impact in terms of recognition
performance of the fingerprint textural information for two sensor types, i.e. optical and capacitive.
Furthermore, the impact of rotation and translation of fingerprint images on the extraction of finger-
print embeddings is analysed. Experimental results conducted on a publicly available database reveal
an optimal embedding size of 512 feature elements for the texture-based embedding part of fixed-
length fingerprint representations. In addition, differences in performance between sensor types
can be perceived. The source code of all experiments presented in this paper is publicly available
athttps://github.com/tim-rohwedder/fixed-length-fingerprint-extractors, so our
work can be fully reproduced.

Keywords: Fingerprint recognition, fixed-length representation, computational workload reduction,
deep templates.

1 Introduction

Fingerprint recognition has been indispensable for decades in law enforcement and bor-
der control and the technology has been extended to numerous commercial applications.
Recent market trends suggest that the popularity of fingerprint biometrics will increase
further in the coming years [Sk22], leading to broad deployment. This may further lead to
higher workloads coupled with long transaction times.

The most commonly used fingerprint representation is based on minutiae. It is accurate
and provides good interpretability of the ridge pattern of the fingerprint. Despite their pop-
ularity, minutiae-based representations lead to certain drawbacks, e.g. variable length in
terms of the number of minutiae and unordered feature vectors (i.e. representation). A
comparison of two minutiae sets commonly involves the determination of mated minutae
pairs. This procedure can turn out to be computationally expensive, resulting in a com-
plexity of O(n?) [Ma22, Chapter 4]. This computational complexity also limits the use of

! Hochschule Darmstadt, Germany, tim.rohwedder @stud.h-da.de
2 dasec - Biometrics and Internet Security Research Group, Hochschule Darmstadt, Germany,
{daile.osorio-roig;christian.rathgeb;christoph.busch} @h-da.de



Tim Rohwedder and Dailé Osorio-Roig and Christian Rathgeb and Christoph Busch

minutiae-based fingerprint representations in combination with biometric template protec-
tion (BTP) schemes (e.g. homomorphic encryption [Ba23]) which results in a very high
workload. Furthermore, their usability and interoperability are limited in feature-level mul-
timodal fusion systems with other popular types of biometric characteristics (e.g. face and
iris) that use floating-point values in their representations (e.g. [Bo22a, Ba22, Bo22b]).

In recent years, biometric technologies have been combined with deep learning approaches
because of their capabilities to extract distinctive features, i.e. embeddings, that allow high
recognition performance [Lil7, Wal8, WD21]. In particular, texture-based representation
has been of interest for many types of biometric characteristics. Extracted texture informa-
tion can easily be dimensionally reduced without sacrificing biometric performance (e.g.
search of the intrinsic dimensionality [GBJ19] for face templates). In contrast to minutiae-
based representations, the embeddings extracted by deep neural networks are usually of
fixed length and, thus, can be successfully combined with BTP schemes and other types
of biometric characteristics in a multimodal system.

Recently, the extraction of texture-based fixed-length fingerprint representations has been
proposed in different deep learning-based works [ECJ19, Gr22]. Engelsma et al. [ECJ19]
proposed a Deep Neural Network (DNN) called DeepPrint that learns both minutiae and
texture representations through multi-task learning. To evaluate the feasibility of the pro-
posed approach, several experiments on some publicly available databases, e.g. FVC 2004
DB1 A [Ma04], resulting in high recognition performance including scanned rolled fin-
gerprints in NIST SD4 [WW92] and NIST SD14 [Wa93] databases, were conducted by
the authors. Despite the results achieved, a proper evaluation of this system based on dif-
ferent types of capture devices remains missing; only optical sensors are assessed by the
authors. In addition, there is still a lack of comprehensive research on the extent to which
fingerprint texture representations can be dimensionally reduced without impairing recog-
nition performance. Motivated by the above fact, this work explores the trade-off between
dimensionality reduction and biometric performance for the competitive fixed-length rep-
resentation extractor DeepPrint for data from optical and capacitive sensors.

The remainder of this paper is organised as follows: Sect. 2 briefly introduces related
works. In Sect. 3, the considered method for extracting fixed-length fingerprint representa-
tion is explained in detail. Sect. 4 presents the experimental setup and the achieved results
are summarised in Sect. 5. Final remarks are outlined in Sect. 6.

2 Related work

The introduction of DNNs in biometrics in the last decade has led to the development of
powerful face recognition systems which have replaced previously deployed schemes (e.g.
[De19]). Those architectures allow to derive fixed-length representations which contain the
most significant facial traits representing the captured subject. In order to extend such sci-
entific works, few articles have studied the feasibility of learning fixed-length fingerprint
embeddings via DNNs [ECJ19, Gr22]. Engelsma ef al. [ECJ19] proposed a scheme for
learning texture-based fixed-length fingerprint representations. Using the domain knowl-



Benchmarking fixed-length fingerprint representations

edge injection of the minutiae map, the DNN approach produces a texture-based embed-
ding of 192 components which reports competitive results in comparison with the one
yielded by traditional minutiae-based techniques. Following this idea, Takahashi et al.
[Ta20] included additional tasks on the multi-task learning framework proposed by En-
gelsma et al. [ECJ19]. Subsequently, Grosz and Jain [GJ22] introduced attention mecha-
nisms within the DNN based on re-alignment strategies on local embeddings that refined
the process of global embedding extraction. Afterwards, Grosz et al. [Gr22] showed that
the minutiae-based domain knowledge combined with vision transformers increased the
biometric performance of the work in [GJ22].

In general, previous approaches have focused on computing fixed-length discriminative
representations from the fingerprint that achieve similar or superior biometric performance
compared to traditional minutiae-based systems. Fixed-length representations can be eas-
ily combined with BTP schemes or used in a multi-modal pipeline and can therefore be
deployed in privacy-protecting authentication systems. This may result in significant dif-
ferences in terms of texture appearance. Therefore, fixed-length representations must be
robust to these sensor type variations. However, so far, the robustness towards different
sensors has not yet been studied for fixed-length fingerprint representations.

3 Deep fixed-length fingerprint representation

3.1 Dimensionality reduction via DNN classifiers

Generally, DNN classifier architectures can be used for dimensionality reduction. In our
work, we consider the scenario of a classification problem with a large number of classes!.
A DNN classifier is used to predict the probability of each possible class in the training
dataset. As illustrated in Fig. 1, the architecture of such a network can typically be de-
composed into four components: input data, main network, last layer representation L, and
output Z, where L and Z are fully connected with a weight matrix W. While the main
network can inhibit a highly complex structure, it always fulfills the task of reducing the

! In our case, each class corresponds to a distinct finger.
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Fig. 1: Abstract representation of a typical DNN classifier architecture.
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Fig. 2: Conceptual overview of the DeepPrint architecture. It consists of two branches; the upper
branch E7(x) represents the fingerprint texture representation while the other one Ej(x) is fed with
the minutiae maps (i.e. minutiae coordinates and angles) to learn a compact minutiae representation.
The final fixed-length representation comprises the concatenation of E7(x) and Ej(x).

input data to the vector L. The probability weight of a class i is then defined by Z; = L-W;,
where W; denotes the i-th row of W, indicating the intra-class and inter-class similarity for
the same and different classes. Thus, we can view L as a dimensionality-reduced repre-
sentation of the input data, which contains only the features most relevant for calculating
class similarity. The dimension N of this representation is determined by the number of
neurons in L.

One should note, that the network only learns to extract representations of the classes
present in the training data. In order to generalize to classes not present in the training
dataset, the number of training classes must be sufficiently high and the unknown classes
must be fundamentally similar to the classes seen during training. For a fingerprint dataset
consisting of thousands of subjects, we can assume that this condition is fulfilled.

3.2 DeepPrint architecture

Fig. 2 shows the overview of the DNN-based scheme used in this paper for learning the
fixed-length fingerprint representation. As mentioned in Sect. 1, we selected and imple-
mented the competitive DeepPrint approach in [ECJ19]. This system consists of two main
branches. A cropped fingerprint image is initially processed by the stem of the Inception
v4 architecture (henceforth referred to as “stem™). Then the first branch E7(x), consist-
ing of the remaining Inception v4 layers, performs the primary learning task of predicting
a finger identity label. The second branch Ej(x) also predicts the subject identity but it
has a side task of detecting minutiae locations and orientations via the use of an AutoEn-
coder [ECJ19]. Thus, we guide this branch of the network to extract representations influ-
enced by the fingerprint minutiae. In addition to these tasks, center loss [Wel6] is applied
to both branches. The parameters of the stem are shared between the minutiae detection
and representation learning branches. Finally, the embedding vectors computed by the two
branches are concatenated into the last layer before the output class probabilities. In the
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original DeepPrint architecture, the size N of this layer, which provides the fingerprint rep-
resentation as explained in Sect. 3.1, was fixed at 192 dimensions. To train the network,
we chose similar hyperparameters and loss functions as [ECJ19].

A drawback of our scheme is that the alignment step (prior to cropping the input data)
was not considered. However, we investigated the effect of rotation and translation (see
Fig. 6a and Fig. 6b) of the fingerprint image on fixed-length representation for the two
concatenated branches on different types of sensors. Also, as part of this work, we exper-
imented with various embedding sizes, i.e. N = {32,64,128,256,512,1024,2048}, and
performed an ablation study of the complementary information provided by each branch.
Theoretically, it is expected that values of N have a significant impact on the biometric
performance, while gaining workload (number of operations), as shown in Fig. 3.

4 Experimental setup

In this section, we describe the most relevant components in the training setup of the
fixed-length extractor (Sect. 4.1) and databases used, while Sect. 4.2 describes metrics and
protocols employed in the evaluation.

4.1 Training dataset

Although this work follows the architecture proposed by [ECJ19], there are some other
considerations such as the training database, and pre-processing steps that differ from
the original work. In order to conduct the experimental analyses of this paper, a syn-
thetic database for training the fixed-length approach was created. Note that the original
database [YJ15] used in [ECJ19] for training is not public. For the construction of the
training database, synthetic fingerprint images together with the respective minutiae maps
were generated by the framework SFinGe [Ca04]. In particular, 40,000 samples stemming
from 4,000 unique fingers were generated. To improve the generalisation capability of
the network over real fingerprint images, 200 subjects from the MCYT database [Or03],
which are equivalent to 200-10 = 2,000 fingerprint instances, are selected and mixed into
the set of synthetic fingerprint images forming a total of 40,000 + 48,000 samples. The
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(a) Original sample (b) Data augmentation (c) Enhanced image

Fig.4: Example of a synthetic fingerprint image generated by SFinGe with the respective pre-
processing steps.

Databases Sensors . Training . Testing
#Subjects  #Samples  #Subjects  #Samples
Synthetic Optical 4,000 4,000x10 - -

Optical 200x10  2,000x12  130x10  1,300x12

MCYT [Or03] ..
Capacitive 200x10 2,000x 12 130x10 1,300x 12

Tab. 1: Summary of the training and testing sets employed in this work.

variability of the different types of sensors together with the synthetic images generated
is expected to contribute to a robust extraction of distinctive features. Note that, in our
experiments, each fingerprint is considered a different biometric instance and is therefore
assigned a different class in training time. The fingerprint images were cropped and resized
to 299299 pixels as done in [ECJ19]. In addition, a data augmentation step based on the
rotation, shifting, and variation of the brightness and contrast was randomly introduced. To
enhance the image quality, a pre-processing step was considered based on Gabor wavelet
transformation [KalO]. Fig. 4 visualises examples of this virtual database composed with
their corresponding pre-processing steps.

The remaining 130 different subjects from MCYT [Or03] resulting 1,300 identities are
used to evaluate the CNN-based approach. Tab. 1 summarises the characteristics of the
training and testing database.

4.2 Metrics and protocols

Biometric performance in the verification scenario was reported in accordance with the
metrics defined by ISO/IEC19795-1:2021 [IS21]. The Equal Error Rate (EER), which
represents the operating point at which False Match Rates (FMR) and False Non-Match
Rates (FNMR) equalise, is computed. In addition, the FNMR values for several security
thresholds, i.e. 0 < FMR < 40 are depicted as Detection Error Trade-off (DET) curves.
We also evaluate the identification rate for different rank values, i.e. Rank-N on a closed-
set identification scenario. Note that for the verification scenario, all possible comparisons
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Optical Capacitive

Embedding Size (N) #Operations (O) FNMR EER FNMR EER

32 63 5.36 1.19 10.60 2.42
64 127 5.37 1.26 10.49 2.38
128 255 3.51 1.00 791 2.14
256 511 3.04 0.94 8.19 2.31
512 1023 1.89 0.63 5.39 1.68
1024 2047 2.61 0.97 6.46 2.26
2048 4095 391 1.17 9.46 2.51

Tab. 2: Biometric performance (in %) for the verification scenario using the texture-based branch.
FNMR values are reported for a FMR at 0.1%. The best result is highlighted in bold.

for mated and non-mated comparisons are computed, while 10-fold cross-validation is per-
formed on the closed-set identification protocol. Furthermore, the computational workload
of a single comparison in relation to the embedding size (i.e. feature dimensions (N)) and
the number of operations (O) according to the cosine comparator are reported. Since the
computed embeddings are normalised, the cosine similarity function between two fixed-
length representations of size N performs N multiplications followed by N — 1 additions,
resulting in N + (N — 1) operations.

5 Results

Tab. 2 reports the biometric performance for different embedding sizes (N) as well as
their respective number of operations (O). Following the theoretical behaviour presented
in Fig. 3, we can observe that the biometric performance improves with N, resulting in the
best performance N = 512 (i.e. EER = 0.63% and EER = 1.68% for optical and capacitive
sensors, respectively). Note a slight degradation of performance for N > 512, indicating
the introduction of unreliable features at larger embeddings. Regarding the comparison
between the performance depicted by both sensors, we perceive a significant deterioration
in terms of EER and FNMR for the capacitive capture device. In particular, the algorithm
for optical sensor images yields a FNMR@FMR = 0.1% of 1.89% for N = 512, which is
approximately three times lower than the one achieved on capacitive sensor images at the
same security threshold (i.e. FNMR = 5.39%). These results demonstrate that the feature
representation computed by the DeepPrint system is affected by the sensor technology of
the fingerprint capture device. Therefore, further research to overcome this deficiency is
necessary.

5.1 Performance analysis

Fig. 5 depicts performance plots for N = 512 for different branches, i.e. minutiae, texture
and concatenation-based branches, for both verification and closed-set identification sce-
narios. In this context, each evaluated branch is trained on a fixed-length embedding of
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Fig.5: DET curves for verification (a)-(b) and identification rate for different Rank values (c)-(d) on
optical and capacitive sensors.

512 floating points. Note that both texture and the concatenation schemes in Fig. 5a and
Fig. 5b achieve similar recognition performance, resulting in a similar FNMR below 2.0%
for optical sensor and FNMR = 5.0% for the capacitive sensor at a FMR = 0.1%. These
non-significant differences over high-security thresholds (FMR<0.01%) make the sole
use of embeddings computed by the texture-based branch suitable to be combined with
other approaches such as BTP and fusion schemes. It also avoids the detection of minu-
tiae points which might lead to undesired recognition performance. On the other hand, we
note, for the closed-set identification scenario in Fig. 5c and Fig. 5d, a slight improvement
is obtained when the concatenation of minutiae and texture branches is performed. How-
ever, the differences between the identification rates reported by the concatenation and the
texture-based branch is lower than 1.0% at Rank-1 in the optical and capacitive sensors.
‘We observe that the worst results are obtained with the minutiae-based branch, which re-
sults in a decrease of the identification rate down to 93% and 90% at Rank-1 for the optical
and capacitive sensors, respectively. We believe that the non-considered alignment step in
the optimisation of minutiae maps in the E7(x) branch leads to this performance deteriora-
tion. Despite this negative observation, we confirm that the concatenation of minutiae and
texture-based embeddings complements each other to improve both independent branches.
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Fig. 6: Verification performance of the 512-dimensional concatenated embeddings for different lev-
els of simulated rotation and translation. The value on the x-Axis is the maximum rotation r where
the input images were randomly rotated by a value sampled from the uniform distribution over
[—r,7]. Respectively, on the y-Axis we have the max. translation 7, where each fingerprint image is
shifted by an amount of pixels sampled from [—,].

Finally, we note that similar to the results in Tab. 2, the evaluated system reports different
recognition performances depending on the sensor employed.

5.2 Robustness analysis

As mentioned in Sect. 3 the effect of the alignment of the fingerprint pose is explored in
Fig. 6a and Fig. 6b for the optical and capacitive sensors, respectively. To that end, increas-
ing levels of rotation and translation were applied to the testing set and then, fingerprint
embeddings were extracted. Here, the performance (FNMR) deteriorates disproportion-
ately as the magnitude of the rotation and translation increases. Interestingly, the rate of
deterioration appears to grow faster for rotation (x > 30, y = 0) compared to translation
(x =0, y > 40) for both sensors. These facts confirm the need for the alignment stage. De-
spite this, we believe that texture information contributes to some extent to reducing these
negative effects. Future work should investigate this effect on the independent branches,
including for minutiae map representations without texture information.

6 Conclusions

In this paper, we evaluated how dimensionality reduction for a state-of-the-art represen-
tation of fixed-length fingerprints affects the overall recognition performance. To do so,
we analyse the degradation of biometric performance and computational workload in the
comparison stage of the DeepPrint approach. Experimental results computed on a publicly
available database empirically demonstrated that learned features with a dimension lower
or higher than 512 floating points led to a deterioration of biometric performance. Fur-
thermore, the differences in performance between the results obtained for the optical and
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capacitive sensor indicated the need for further research in this field. In spite of this draw-
back, we do confirm that this fixed-length representation enables its use in combination
with BTP schemes and multimodal schemes which is subject to our current research.
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