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1 Microservice-based systems

The rapid advancements in cloud technology and the growing demand for con-
tinuous digital transformation have led to the rise of modern applications that
are responsive, flexible, and reliable. To meet these needs, new software de-
sign paradigms have emerged, notably Microservice-based Architecture (MSbA)
[9,4]. MSbA involves breaking down an application into loosely coupled, inde-
pendently deployable services, known as microservices. This modular approach
enhances agility, scalability, and fault tolerance in applications [1, 5].

While the Microservice-based Architecture (MSbA) offers numerous advan-
tages for software engineering, such as flexibility and scalability, it also intro-
duces significant challenges due to its complex and distributed nature. These
challenges, particularly in areas like modelling, testing, and verification, are high-
lighted in [10, 11].

2 Utilising Petri nets for modelling microservice-based
systems

Formal methods, such as Petri nets [8, 7], offer a robust solution to these chal-
lenges by providing a rigorous and systematic approach to modelling and an-
alyzing microservice-based systems. These methods are beneficial because they
enable the identification of potential errors or vulnerabilities in the system design
before implementation, thus saving time and resources. Formal methods ensure
system correctness, provided the application adheres to the model, and assist
in generating test cases by computing reachable states and identifying critical
ones.

In [6], a case study is performed to demonstrate the suitability and usefulness
of Petri nets to model and analyse microservice based systems. In the study, a
Banking-as-a-Service (BaaS) application was modelled via 1-safe Petri nets, a
class of Petri nets in which each place can have at most 1 token. The model
was then analysed to verify some structural and behavioural properties. The
study follows an approach based on abstraction and composition. A microservice
based software system can include many microservices working together and
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communicating in different ways. However, the internal details of a service are
not known by the other services. Thus the internal details of a specific service
can be abstracted from the overall view while focusing on the communication
and collaboration among the services in the whole system.

The case study draws a sketch for a compositional method while showing
the use of Petri nets for modelling and analysis of microservice based systems to
verify some structural and behavioural properties. While the case study provides
valuable insights and demonstrates the practical applicability of 1-safe Petri
nets in this context, our objective is to extend and refine this work and provide
a more detailed and sound framework for the abstraction and composition of
microservice models.

3 A compositional approach based on regions

The approach we propose here rests on a notion of abstraction and composition
of Petri nets, based on regions. A region of a labelled transition system is a
subset of states, r such that, for each label, there is a fixed crossing relation: for
a given label x, either all arcs labelled by x enter r, or all those arcs leave r, or
no arc crosses the border of r (see [2]).

The marking graph of a 1-safe Petri net is a labelled transition system, where
markings correspond to states. The set of markings in which a given place is
marked is a region; the marking graph can have regions which do not correspond
to actual places; those regions are potential places, in the sense that one can add
new places to the net, corresponding to such regions, without changing the overall
behaviour of the net.

In particular, there can be regions corresponding to the logical disjunction of
existing places, seen as propositions. Exploiting this fact, one can define a notion
of abstraction of a net, or of a part of a net, by keeping some “coarse” places,
and masking some more detailed ones.

Abstraction and composition based on regions, for elementary net systems,
are defined and studied in [3], where it is shown that some behavioural properties
are preserved, or reflected, by abstraction or composition, in particular with
respect to invariants and bisimulation relations. We plan to extend those results
to 1-safe Petri nets, which are a generalization of elementary net systems.

The approach presented in [6] can then be made more general and flexible. A
specific microservice can be modelled in detail by a 1-safe Petri net, where any
assumptions about the behaviour of the environment of the service are modelled
without details, but still respecting behavioural features of implementations.
This “environment” may include other microservices, users, and other compo-
nents of the real system. It is then possible to explore the behaviour of one,
or more, microservices with respect to different assumptions about the operat-
ing environment, and formalize precisely when a given implementation of the
environment satisfies those assumptions.
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