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Abstract: Cancelable biometric schemes protect the privacy of biometric templates by transform-
ing them, with the help of a key, into an irreversible form that can be replaced if compromised.
While these schemes provide more advantages in the user-specific key setting, their application with
the user-specific key setting is limited in the identification scenario. Alternatively, the application-
specific key setting can be used to employ cancelable biometric systems for the identification sce-
nario. However, in an application-specific key setting, cancelable biometric schemes become static
with respect to the protected template replacement; if a protected template or the key is compro-
mised, then the replacement of all the protected templates stored within the same application is
mandatory. In addition, experimental results show a degradation of performance for the application-
specific key setting in cancelable biometric systems. In this paper, we consider a remote recogni-
tion protocol based on cancelable biometric schemes in the identification and verification scenarios
so that trusted users can generate protected templates and send them to a server. The server can
compare the protected query with the protected templates enrolled in the database for recognition.
We investigate the user-specific key setting for cancelable biometric schemes for both verification
and identification scenarios, which provides those systems with a dynamic replacement of compro-
mised templates. In our experiments, we analyze different cancelable biometric schemes, including
BioHashing, Multi-Layer Perceptron (MLP) Hashing, and Index-of-Maximum (IoM) Hashing. We
evaluate their performances when applied within our proposed protocol for face recognition and
speaker recognition on the IARPA Janus Benchmark C (IJB-C) and NIST-SRE04-16 datasets for
user-specific key and application-specific key settings. The source code of all our experiments is
publicly available to facilitate the reproducibility of our work.

Keywords: biometric template protection, cancelable biometric, face recognition, identification,
speaker recognition, user-specific, verification.

1 Introduction

Biometric recognition systems became wildly deployed in authentication and identifica-
tion solutions. However, in practice, the constant use of biometric data raises serious se-
curity and privacy concerns. In particular, it has been shown that the stored templates in
the database of a biometric system can be used to reconstruct the underlying biometric
data [OSM23b, Ma18a, OSM23c, OSKHM22a, OSM23a], which can lead to a crucial
privacy threat for the enrolled users. Data regulations, such as EU General Data Protec-
tion Regulation (GDPR) [Re16], consider biometric data as sensitive information, which
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must be protected. To address privacy-related issues in biometric systems, several biomet-
ric template protection (BTP) methods have been proposed in the literature. The ISO/IEC
24745 standard [ISO22] has also defined four requirements for each BTP scheme, includ-
ing renewability, unlinkability, irreversibility, and performance preservation.

In general, BTP methods can be categorized into cancelable biometrics and biometric
cryptosystems. In cancelable biometric schemes, a transformation function, dependent on
a key, is used to generate protected templates, and the recognition is based on the com-
parison of protected templates [JLG04, OSKHM22b, RBB13, Ji17, Ot23]. In biometric
cryptosystems, a key is either bound with (i.e., key binding schemes) or generated (i.e.,
key generation schemes) from the unprotected template, and then the recognition is based
on correct generation or retrieval of the key [Ul04, Ra22, JW99, JS06].

In general, cancelable biometric schemes involve the use of a key in the process of gener-
ating protected templates. This key can either be application-specific, where the same key
is used to protect all the templates within the same application, or user-specific, where a
different key is used to protect the template of each user, even within the same application.
However, in an application-specific key setting, if the key is compromised, then all the
protected templates are affected. Moreover, a compromised template can affect the protec-
tion of the other protected templates within the same application, with an overwhelming
probability the key can be recovered from that compromised template. Since the same key
was used, then these require the replacement of all protected templates stored within the
same application, which affects the dynamism of such cancelable systems. This limitation
does not appear in the user-specific key setting because it only affects the compromised
template and the compromised key of the same subject. This motivates us to investigate
the user-specific key setting for cancelable biometric schemes specifically for the identifi-
cation scenario.

In this paper, we focus on cancelable biometric methods and explore the application of
user-specific key and application-specific key settings in these methods for identification
and verification scenarios. While most works in the literature focus on the application of
cancelable biometrics in the verification scenario, few works studied their application for
the identification purposes [BG22, BCK09, Mu19, Os22]. In [BCK09], a fingerprint iden-
tification method is proposed in which each user has a sensor that has a symmetric key and
is time-synchronized with the server. In [BG22], a format-preserving encryption method
is used along with Bloom filters [Ra14], as a cancelable biometric, with an application-
specific symmetric key in the identification scenario. In [Mu19, Os22], authors proposed
indexing protected cancelable templates to accelerate the identification process. The main
limitation of applying cancelable biometric systems for the identification scenario is that
these systems are often employed in a centralized configuration, and thus the application
of user-specific key setting in a centralized system is more suitable for verification, where
each subject provides their own key and the system verifies the identity accordingly. Nev-
ertheless, the user-specific key setting in a centralized system has limited application for
identification in practice. Alternatively, the application-specific key setting can be used
to employ cancelable biometric systems for both identification and verification scenarios.
However, compared to user-specific key setting, application-specific key setting suffers
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Figure 1: Enrollment in the Remote Cancelable Biometric System.

from security concerns in case the key or a template is compromised and also has inferior
performance than the unprotected system.

In this paper, we present a remote recognition protocol, where trusted users can gener-
ate canceblable protected templates and send to the server. The server can compare the
protected query with the templates enrolled in the database and return recognition re-
sult. In contrast to most cancelable biometric methods which are used for verification
scenario in centralized systems, our remote protocol can be used for both identification
and verification applications and can be used with both user-specific and application-
specific key settings. In particular, our protocol enables application of user-specific key
setting for identification scenario. In our experiments, we consider different cancelable
biometric methods, including BioHashing [JLG04], Multi-Layer Perceptron (MLP) Hash-
ing [OSKHM22b], and Index-of-Maximum (IoM) Hashing [Ji17] (i.e., Gaussian random
projection-based hashing, shortly IoM-GRP). We evaluate the performance of each scheme
in our proposed protocol for face recognition and speaker recognition in identification and
verification scenarios on the IARPA Janus Benchmark C (IJB-C) [Ma18b] dataset (face
recognition) and NIST-SRE04-16 [Sa17] dataset (speaker recognition) for user-specific
key and application-specific key setups.

In the rest of the paper, we first present the protected remote biometric recognition protocol
in Section 2. Next, we present our experiments in Section 3. Finally, the paper is concluded
in Section 4.

2 Remote Cancelable Biometric System
In this section, we present our proposed protocol for a remote cancelable biometric system,
which is illustrated in Figure 1 (enrollment) and Figure 2 (recognition) for both one-to-one
(i.e., verification) and one-to-many (i.e., identification) comparison scenarios. We assume
that each user is able to generate their own key that is safely kept with the user (e.g., as a
token, or a seed stored at the user’s device, etc.). This key is used to generate its protected
reference during the enrollment phase (respectively registration phase) and its protected
probe during the verification phase (respectively identification phase).
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System.

For the one-to-one comparison, the protected probe needs to be compared to the corre-
sponding protected reference, and based on the comparison score a decision is made. For
the one-to-many comparison, the protected probe needs to be compared to all protected
references stored in the database, and based on the identification scenario (closed-set or
open-set based) decision is made. In the case of closed-set identification, the rank of refer-
ences is considered and the identity of the reference with the highest similarity is returned.
In the open-set scenario, in addition to the value of the highest similarity is also compared
to the threshold to avoid false identification.

In order to show the difference between the application-specific and user-specific scenar-
ios, Figure 1 and Figure 2 present an overview of the system in both application-specific
and user-specific key settings. In the application-specific key setting, we consider that for
the same application, the users are sharing the same key that was distributed among the
users during the setup phase. The risk of doing so is that this multiplies the chances of get-
ting this key exposed. Therefore, for a remote biometric recognition scenario, it is safer to
consider a user-specific key setting instead of an application-specific key setting in order
to restrict the impact of the damage resulting from a leaked key.

3 Experiments

3.1 Experimental Setup

To evaluate the performance of the remote cancelable biometric system presented in Sec-
tion 2, we consider face and speaker recognition in our experiments. For the face recog-
nition system, we use ArcFace [De19] as our feature extractor and use the IARPA Janus
Benchmark C (IJB-C) [Ma18b] dataset. The IJB-C dataset, which is one of the most chal-
lenging evaluation datasets in face recognition research, contains 31,334 images of 3,531
subjects. We use the test4-G1 protocol in our experiments. For speaker recognition, we
use ECAPA-TDNN [DTD20] as our feature extractor and use the NIST-SRE04-16 [Sa17]
dataset. We use the development set of this dataset, which includes 1407 samples from 85
identities.
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In our experiments, we consider different cancelable biometric methods, including Bio-
Hashing [JLG04], Multi-Layer Perceptron (MLP) Hashing [OSKHM22b], and Index-of-
Maximum (IoM) Hashing [Ji17] (i.e., Gaussian random projection-based hashing, shortly
IoM-GRP). We apply these schemes for face recognition and speaker recognition for
both verification and identification scenarios. We should note that we do not evaluate
the security aspect of this system (such as irreversibility and unlinkability) since the se-
curity of the mentioned cancelable biometric methods have been studied in the litera-
ture [JLG04, OSKHM22b, Ji17, OSSM23].

We use the Bob3 toolbox [An12, An17] for implementation of the biometric pipeline in
our experiments. To implement the cancelable biometric methods (i.e., BioHashing, MLP-
Hashing, and IoM-GRP), we use the open-source implementation of these BTP schemes
in Bob [OSM21, OSKHM21, OSKHM22b, Ot23]. The source code from our experiments
is publicly available to facilitate the reproducibility of our results4.

3.2 Analaysis

In order to evaluate the effect of the key with respect to the protected template generation,
we compare the biometric performances of both application-specific key and user-specific
key settings. We consider verification and identification (both open-set and closed-set) for
the above scenarios in our experiments, and distinguish between the following experimen-
tal scenarios for verification (and respectively for identification):

• Unprotected scenario (baseline): an unprotected probe Pi is compared against an
unprotected reference R j (respectively references {R j} j).

• Application-specific key scenario: a protected probe Pi generated with the key K is
compared against a protected reference R j (respectively references {R j} j) generated
with the same key K.

• User-specific key scenario: a protected probe generated with a key Ki is compared
against a protected reference (respectively references {R j} j) generated with its cor-
responding key K j.

We consider verification and identification (both open-set and closed-set) for the above
scenarios in our experiments.

3.2.1 Verification Evaluation

Figure 3 shows the Detection Error Tradeoff (DET) curves for evaluation of the remote
cancelable biometric system using different BTP schemes for face and speaker recognition.
As the results in this figure show the user-specific key achieves superior performance than
the application-specific key and unprotected settings.
3 Available at https://www.idiap.ch/software/bob/
4 Source code: https://gitlab.idiap.ch/bob/bob.paper.biosig2023_remote_cb
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Figure 3: DET curves of remote cancelable biometric system for face recognition (first
row) and speaker recognition (second row) using (a) BioHashing, (b) MLP-Hashing, and
(c) IoM-GRP schemes.
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Figure 4: CMC curves (closed-set identification) of remote cancelable biometric system for
face recognition (first row) and speaker recognition (second row) using (a) BioHashing,
(b) MLP-Hashing, and (c) IoM-GRP schemes.

3.2.2 Identification Evaluation

Figure 4 and Figure 5 show the Cumulative Match Characteristics (CMC) plots (closed-set
identification) and Detection and Identification Rate (DIR) plots (open-set identification)
for face and speaker recognition in our remote cancelable biometric system using different
BTP schemes. Similar to the verification scenario, these results also show that the user-
specific key can lead to superior performance. We should highlight that as also discussed
in Section 2, in application-specific key setup, the system is at risk that if the key is leaked
all the templates need to be replaced with new protected templates. However, the use of
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Figure 5: DIR curves (open-set identification) of remote cancelable biometric system for
face recognition (first row) and speaker recognition (second row) using (a) BioHashing,
(b) MLP-Hashing, and (c) IoM-GRP schemes.

a user-specific key can enable dynamic management of protected template storage. In the
event that the key for one template is leaked, the revocation of that specific template is
sufficient, preserving the protection of the remaining protected templates.

4 Conclusion

In this paper, we presented a remote cancelable biometric system and investigated its ap-
plication for verification and identification (open-set or closed-set) applications. In the pro-
posed protocol, trusted users can use a key to generate and send the protected templates
to the server, and the server can use the protected template for comparison and decision
making for recognition. We explored both user-specific and application-specific key sce-
narios in our remote cancelable biometric system. In contrast to the application-specific
key setting, our experiments demonstrate that the user-specific key setting enhances bio-
metric performance and mitigates the spread of damage caused by a compromised user’s
key. In addition to the application-specific key setting, our remote cancelable biometric
system enables employing the user-specific key setting for verification and identification
scenarios.
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