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Abstract: We present a Diffuse Optical Tomography (DOT)based biometric system that uses in-
terior anatomical information for better privacy and security instead of external traits such as face
or fingerprint. The DOT system has a wearable form factor covering the lower forearm and the
wrist, where anatomical structures in the optical path of the DOT optodes capture the unique inter-
nal patterns used for biometrics. Our DOT scanner is low-cost, using COTS near-infrared LEDs and
sensors. Our design also incorporates wrist vein imaging as a secondary modality to supplement the
DOT. This paper details the design of the DOT system and the ensuing machine-learning pipeline.
We demonstrate the utility of the DOT as a stand-alone biometric modality and the efficacy of its
fusion with wrist vein patterns. Our early experimental findings show promising results, using a pilot
dataset to achieve an area under the receiver operating characteristic curve (ROC AUC) of 0.999138
and an equal error rate (EER) of 1.27% for the DOT modality. The AUC and EER were 0.999655
and 0.48% for the wrist vein imaging modality only and 0.99989 and 0.21% for the fusion of both
modalities.

Keywords: Biometric authentication, Vein imaging, Diffuse optical tomography (DoT), Perfor-
mance evaluation

1 Introduction

Biometric traits such as fingerprints, iris patterns, voice, and facial features are among the
most popular, each with its own pros and cons. Different biometric modalities have also
been combined to enhance recognition accuracy and robustness and to deter presentation
attacks, giving rise to multimodal biometric systems [USJ20, Ga06]. This paper proposes a
new multi-modal wrist-worn biometric system using Diffuse Optical Tomography (DOT)
as the primary and vascular imaging as the secondary modality. The combination pro-
vides a simple unitary user experience while leveraging the near-infrared imaging of the
deep structural elements of the forearm using a novel application of DOT in biometrics.
While DOT [BCH16] is a known method and has been widely applied in various medi-
cal applications, to the best of our knowledge, we are the first to apply it to the wrist and
lower forearm for biometric identification [Di05]. The addition of vascular arcades as a
supplementary modality and the blending of the two using machine-learning techniques
are among the other highlights of this work. Vascular patterns have long been known to
exhibit distinct characteristics, even among identical twins [Kr20]. The introduction of
forearm/wrist DOT, besides providing a new and powerful source of entropy, significantly
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boosts the security of the system. The combination of vascular and DOT imaging as an
internal biometric source is inherently harder to attain surreptitiously and harder to tamper
with. Unlike the ubiquitous face biometrics, altering or replicating such internal structures
raises the bar for potential attackers [Du08] [TY13].

To summarize our unique contributions, we demonstrate the feasibility of forearm DOT
as a biometric modality and show the utility of simultaneously adding captured vein pat-
terns from the same area to the mix through a pilot study. We also present our scanner
design innovations, employing a multi-path continuous-wave DOT scanning using a near-
infrared (NIR) sensor-illuminator mesh made out of affordable commercial off-the-shelf
(COTS) components. Data pre-processing, fusion, and machine learning analytics are also
presented as a part of the pipeline. The resulting hardware-software POC is capable of
real-time, end-to-end enrollment and matching, providing a new secure biometric identifi-
cation solution [HB09]. The rest of this paper is organized as follows: section 2 details the
hardware setup, section 3 presents the methodology for hardware usage, section 4 presents
data collection and evaluation, and Sections 5 and 6 outline the conclusion and acknowl-
edgments.

2 DOT Wristband Design

The optical system employed in the DOT wristband design consists of NIR LEDs as the
illumination source[Ch04] and NIR detector/sensor arrays. The LEDs and sensors are ar-
ranged in blocks for uniformity, as depicted in Figure 1. The selection of the 870 nm wave-
length was based on the absorption coefficients for both oxygenated and deoxygenated
hemoglobin[Ch14][Hi02].

Fig. 1: DOT Wristband Setup

Several configurations of Infrared (IR) emitters and receivers were examined during the
DOT design process. Experiments were conducted to explore distance ratios ranging from
1:1 to 1:6 between the IR receivers and emitters. Through these experiments, it was de-
duced that a 1:6 ratio with a 1.5cm gap between the components resulted in the best out-
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comes. The final arrangement was determined to consist of one IR receiver and six IR
emitters.

The setup shown in Figure 1 was finally selected. It consists of four units, namely S1,
S2, S3, and S4. Each unit is comprised of a central IR sensor (100F5T-IR-JS-940NM)
surrounded by six MTE8760N5 IR LEDs. The units were arranged linearly, with a 5 cm
separation between the centers of adjacent units, as depicted in Figure 1. In the experimen-
tal setup, the control and communication of the sensors were facilitated by a Raspberry Pi
(R Pi) device. The R Pi was the central controller and established a connection with an
external host compute node. This arrangement enables the R Pi to exercise selective acti-
vation of pairs of blocks within the system.

In order to convert the analog signals received by the sensor into digital voltage values,
an Adafruit ADS1115 Analog-to-Digital Converter (ADC) with a precision of 16 bits was
employed. The utilized ADC can support sampling rates ranging from 8 to 860 samples
per second and can be configured for 1 to 4 channels. It incorporates a programmable gain
amplifier with a maximum gain of 16, which facilitates signal amplification. Communica-
tion with the ADC was established through I2C. The ADC can address up to 4 ADS1115
devices on a single 2-wire I2C bus, thereby allowing for a total of 16 single-ended inputs.

3 Methodology

This section describes the procedure for readings the DOT wristband signals. The DOT
captures optical properties related to absorption and scattering, providing insights into
tissue structure and function, with the former carrying the information of interest. The
DOT method offers advantages in imaging deep tissue structures at shallow to medium
depths. The positioning of Sensor-1 (S1), centrally on the palmar side of the hand near the
nerve, with the wristband securely wrapped around the hand as shown in Figure 2(A), is
the basis of the data collection apparatus. A 480-second data collection super-session was
carried out, followed by the precise placement of the wristband 5 cm below the initial S1
location on the same hand to gather additional readings (in the future, the replication of the
S1 optode array at multiple locations will obviate the need for this step). Given the proof
of concept (POC) nature of this study[Yu05] [Hi02], the setup focuses on capturing data
from two sensors (S1 and S2), despite the capability to capture data from four sensors.
Consequently, two distinct files are obtained, with file-1 containing data from sensors S1
and S2 when the wristband is centered on the palmar side of the hand, and file-2 containing
data from sensors S1 and S2 with the wristband positioned 5 cm below the previous hand
location.

Our continuous-wave DOT specifically focuses on spatial patterns of absorption and scat-
tering. The readings from the 16-bit ADC, Adafruit ADS1115, were converted to voltage
values as follows:

Voltage = ADCReading∗Full Scale Voltage
(216∗PGA)
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The frequency of anatomical DOT signals[HY16] are about zero given their permanence,
however our sensors were capable of capturing higher-frequency biological signals [Xi19]
[BS11], including heart rate (about 1 Hz), given that our ADC was operating at a sampling
frequency of 128 Hz. The ADC device, configured with 2 channels and a programmable
gain amplifier (PGA) setting of 2/3, facilitated the capture of signals within an absolute
range of 0 to 43690. During the 480-second period ideally DOT should capture a total of

Fig. 2: (A) Setup to collect DOT signals and (B) Setup to collect IR vein images

30720 samples. However, factors such as the utilization of the Python spidev library and
the limited processing speed of the Raspberry Pi as the master device introduced some
overhead. As a result, approximately 25,000 readings, representing around 83.33 % of the
original sensor data, were captured and saved. This data loss was considered negligible
since the biological signals of interest (structural) exhibit significantly lower frequencies
compared to the 128 Hz sampling rate. Section 4.2 details how this data was processed.

4 Data Collection and Evaluation

This section presents the methods used to evaluate the data collected with the experimental
setup. The hardware captures DOT data and vein images. The data is then arranged as
mated and unmated pairs and evaluated using a variety of metrics, including the false
acceptance rate (FAR), the genuine acceptance rate (GAR), and the receiver operating
characteristic (ROC) curve.

4.1 DOT and Vein Image Data Collection

This section shows samples of data that were collected. In Figure 3, images labeled A-1, A-
2, A-3, and A-4, correspond to sensors S1, S2, S3, and S4, placed on different parts of the
wrist. Images in 3A correspond to subject 1 and 3B correspond to subject 2. The placement
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of the sensors is carefully considered to ensure accurate measurements, with Sensor S1
near the wrist providing potentially more precise readings than Sensor S4 positioned 5cm
below the wrist on the dorsal side. Fig. 3 shows S1 - S4 readings for two subjects.

Fig. 3: DOT Readings A-x belongs to Subject 1, and B-x belongs to Subject 2, A-1, A-2, A-3, and
A-4 belongs to sensors S1, S2, S3, and S4, respectively. S1 is placed on the palmar side near the
wrist, S2 on the dorsal side near the wrist, S3 on the palmar side 5 cm below the wrist, and S4 on
the dorsal side 5 cm below the wrist

The employed setup for IR imaging is depicted in Figure 2(B) and consists of a Customized
IR camera hood and IR wristband. The IR Camera hood accommodates the NIR camera
and is positioned 5 cm above the palmar side of the hand. The IR wristband comprises
of three zones with a total of seven units interconnected in parallel, each unit containing
10 IR LEDs. These MTE8760N5 model IR LEDs operate at a wavelength of 870nm with
a maximum power rating of 180mW. A regulated power supply maintains a consistent
current of 50mA to the IR LEDs. When all three zones of the wristband are activated,
IR light passes through the hand, making veins rich in deoxygenated hemoglobin visibly
darker [Ji18] in the NIR image. The NIR camera used in this study is the Alvium 1800 U-
501 NIR [Al], and the captured images are processed using the Vimba tool on a Windows
PC. Adjustments to exposure and gain compensate for inter-subject variations and ensure
consistent image quality, as shown in Figure 4. IR images labeled A and B demonstrate
vein patterns under different configurations, including all LED zones, center zone only,
sides only, and around the NIR camera.

Fig. 4: IR images A-x belongs to Subject 1, and B-x belongs to subject 2, (A-1, B-1) - All LED zones
on wristband turned on, (A-2, B-2) - Only Center zone LED’s turned on, (A-3, B-3) Only LED’s on
either side turned on, (A-4, B-4) LED’s around the NIR camera turned on.
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4.2 Data Analysis

This section delves into the computations performed to process the raw data. The discus-
sion covers data preprocessing, analysis, and interpretation, providing a comprehensive
account of the computational procedures adopted.

Data Preprossessing: The data were acquired from 15 individuals with 9 trials per identity
using the proposed DOT-vein scanner. The participants stayed still and breathed normally
during the captures. Signals close to 1 Hz are primarily from the heartbeat. Thus Butter-
worth low pass filter with a 0.5Hz cut-off frequency was employed to filter out such non-
structural DOT signals, followed by an outlier removal using the quantile techniques to en-
sure data quality. The DOT signal from each trial was segmented into multiple sub-signals
and extracted the basic statistical features for each segment: the minimum, maximum,
mean, and slope. This feature extraction reduced the time-dependent signals per channel
to lower dimensions without losing the critical information that depends on the tempo-
ral signals. Table 1 shows the data preprocessing results. Feature extraction increased the
feature space by approximately 12 folds, improving the subsequent comparisons and the
machine learning algorithms.

Raw Data Processed Data

Number of Identities Features Trials Identities Features Trials

15 4 9 15 48 9

Tab. 1: Summary of Raw and Processed Data

(a) UMAP for Visualizing DOT
Data Separability

(b) ROC Curve for DOT Modality
(all 9 trials)

Fig. 5: Visualizations of DOT data from 9 participants using tSNE and UMAP dimensionality reduc-
tion techniques.

Data Separability: The visualization in Figure 5a illustrates the application of visualiza-
tion dimensionality reduction techniques on the feature-extracted DOT Data with 12 fea-
tures per channel for all individuals and reveals partial clustering of identities in UMAP
[MHM20] spaces. This confirms the separation of identities by the DOT signal, but some
overlaps exist. Thus other approaches, such as distance-based matchers over various higher-
dimensional feature spaces and other machine learning-based learners, were used to clas-
sify the DOT data better.
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Similarity-based DOT Matching: This section presents the results of DOT verifications
using cosine similarity as the similarity metric [Ib21] over 48 extracted features per iden-
tity. Figure 5b illustrates the Receiver Operating Characteristic (ROC) curve for 9 trials
per individual, exhibiting an impressive AUC exceeding 0.99, indicating the accuracy of
our DOT modality using a simple cosine similarity matcher, Whereas for the fusion 3 trials
per each vein image were used to to be able to demonstrate the results with fusion.

4.3 Vein Image Matching

Datasets Used: As we mentioned earlier, our experimental hardware can also capture wrist
vein patterns using incident and IR illumination. To create the vein matchers to go with
the DOT, we utilized the publicly available finger vein dataset, the SCUT FV Presentation
Attack Database (SCUT FVD) [Qi18]. Permission was obtained to use the dataset. The
SCUT FVD dataset consists of vein images from 100 participants, with six fingers per
individual and six vein images per finger, resulting in a total of 600 unique fingers and
3600 captures. By incorporating this dataset in our experiments, we aimed to evaluate the
effectiveness of our proposed method in a challenging cross-dataset scenario.

Data Preprossessing and augmentation: The data pre-processing steps include random
rotation up to 10 degrees), random horizontal flip, and color jittering. The latter involves
making random modifications to the original image’s brightness, contrast, saturation, and
hue. This data augmentation step helps the model understand different representations of
the data and increases the size of the pretraining dataset, enhancing the generalization
capability of the model. A resizing step ensures that all input images have a uniform size
of 224x224 pixels, matching the required input volume of our deep-learning models.

Deep Feature Extraction: We fine-tuned a ResNet50 pre-trained on ImageNet using the
SCUTFVD dataset of finger vein images. We used the cross-entropy loss function for fine-
tuning. Features are extracted from the ‘flatten’ layer of the model. We obtained features of
2048 dimensionality. Since the proposed experiment focuses on vascular veins, this model
is fine-tuned further using the data captured with our experimental setup (See Section
3.). We captured the forearm and wrist area vein images for 15 subjects, 6 images from
each, for 90 images. This dataset was further divided into the training set and test set
with 3 images per subject in each subset, i.e., 50% split for train and test. Only a subject-
dependent test has been demonstrated as the dataset collected is insufficient to demonstrate
subject-independent results. The model discussed earlier was fine-tuned using the training
subset data for 10 epochs. The features were then matched using cosine similarity; the
ROC curve presents the verification performance over the test set.

4.4 DOT-Vein Fusion

The scores from the vein image features and the DOT data were averaged to obtain a
single fusion score for each trial per individual. Fig 6c represents the ROC curve of this
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(a) Vein Image Modality (b) DOT Modality (3 trails only) (c) Fusion of both Modalities

Fig. 6: Receiver Operating Characteristic Curves for Biometric Data

fusion technique. Note that the results for vein image feature matching represent a subject-
dependent protocol, where the identities (but not the images) used in training the models
also appear for testing. But as the UTFVP dataset’s experiment shows, with enough data,
we can fine-tune the model to be able to extract quality features for subject-independent
data as well.

5 Conclusion

Our pilot study shows that DOT of the forearm, as captured by our experimental wrist-
worn scanner, has promise as a stand-alone biometric modality. We also showed that the
secondary modality, wrist veins, can be fused with DOT to produce higher accuracy when
compared to each modality by itself. The ROC AUC for the well-known vein image match-
ing using deep features was 0.99965, yet a competitive 0. 99914 for the experimental DOT
modality. The fusion of both modalities demonstrated an even better AUC of 0.99989.
The vein image template matching technique exhibited a false acceptance rate of zero up
to a genuine acceptance rate of 98.51%. Similarly, DOT data achieved a FAR of zero up
to 74.81%. When both modalities were fused, the system achieved a zero FAR up to a
GAR of 98.51%. This is a more desirable operating point, as operating at a low FAR is
crucial for maintaining security and minimizing unauthorized access. We note that these
results come from a very small pilot study, and thus a high observational variance must be
considered. Our follow-up studies will be carried out using a larger data collection.
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