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3.2 Textual Case-based Adaptation using Semantic
Relatedness - A Case Study in the Domain of Security
Documents.

Andreas Korger '* and Joachim Baumeister "°

Abstract. In previous efforts graph-based and textual knowledge representations were combined for the
usage in case-based reasoning. This work proposes first steps for this combination in the domain of secu-
rity documents and similar document classes. We present an approach pre-processing documents for textual
case-based reasoning by adapting methodsofnaturallanguage processing. Wepropose amethodimproving a
case-based hierarchical similarity assessment for retrieval by introducing the concept of vector space embed-
dings and semanticrelatedness of words and phrases.

Keywords: Case-based reasoning - Textual similarity - Textual case- based reasoning -
Vector space embeddings - Semantic relatedness - Graph- based knowledge

1. Introduction

Security documents for public events represent a special class of documents showing a high
percentage of regularity. Similar document classes are for instance house rules, law doc-
uments like contracts and public calls for tenders. Their buildup and content follows
certain constraints. Thus, the inherent knowledge can be conveniently modeled using
graph-based representations. Security documents are a naturally available experience
knowledge source. Episodicrevision after an event yields incremental improvement. The
documents subsequently code tacit knowledge collected in the past. On the one hand, we
use this textual information to improve and maintain the graph-based knowledge represen-
tation and on the other hand we use the graph-based knowledge representation to evaluate
the textual content. The progressive knowledge formalization [Baull] and the imple-
mentation of a textual case-based reasoning framework (TCBR) in this domain of secu-
rity documents is the later goal [Berg02].
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Fig. 1: Classification of events by a classification ontology.

This paper extends previous work [Korl8] that presented a hierarchical classification
approach for public events as depicted in Figure 1. Figure 2 shows the manually annotat-
ed mapping of a graph-based structure (representing the ontological knowledge) to a secu-
rity document (representing the textual knowledge). The development and maintenance of
this knowledge system required significant efforts of domain experts. Due to limited
resources this process has to be supported and facilitated. Closing up to the previous
work the first task is to automatically identify the fulfillment of classification characteris-
tics of a public event. For this purpose, we are using the textual content of the related
security document. Additionally, we want to save this tacit knowledge for the future
support of the generation of new documents. The class of security documents in the
domain of public events comes with some distinct characteristics which are described in
the following section. Afterwards we show how technologies of information retrieval and
extraction can be used to approximate the hierarchical knowledge representation and textu-
al case-based reasoning. We demonstrate our approach by a case study. A similarity as-
sessment for case retrieval by a classification hierarchy is compared to an NLP-approach
of entity extraction and cosine similarity of term vectors. Related work will be discussed
in the last section.
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Fig.2: Annotation of a security document by a graph-based knowledge representation.
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2. Characteristics of Security Documents

A security document describes in a certain domain the security incidents that are likely
to occur. It shows how to avoid such incidents and gives advice how to react in the case
of an occurring incident. An exemplary incident in the domain of public events is a terror
threat on a music festival. Additionally, basic information about organizational and envi-
ronmental parameters is listed: entities that are involved like persons, institutions, and
resources, and how these entities interact in certain situations. This information is most
commonly presented as a mixture of continuous text, bullet points, tabular data, pictures
and figures. It often comes in an arbitrary order not necessarily partitioned into passages
headed by a title. Basically, there are few official standards and no strict guidelines for
the structure of security documents. In some cases, there is a kind of “ideal” document
(exemplary or real world) that holds as a benchmark to measure how “well” a document
is written. Those documents are often adapted manually to new scenarios. In this manner,
loose standards establish by the common adaptation of the same template document.

The corpus currently available is relatively small summing to about some hundred doc-
uments. For reasons of security and data protection security documents are most often
published to a limited group of people. This makes the “world of security documents”
only partially observable. Thus, techniques that need large amount of (labeled) data
cannot be used. We call the set of available and considered documents the context.

To a large extend there is no unified domain vocabulary available like, e.g., in the medi-
cal domain. There is no domain ontology available, that completely covers the domain
vocabulary forming, e.g., a thesaurus. The domain is changing constantly and quickly.
New security scenarios arise and have to be mentioned by a document, long before official
institutions are capable of giving advice, how to cover it uniformly. For example, christ-
mas markets are exposed to severe terror threats and therefore have a need for different
safety measures than some years ago. The vocabulary necessary to adequately describe
an event is not closed. Often the vocabulary has to be extended by specific terms of other
domains. Unlike for instance in the medical or scientific domain terms often do not have
a distinct semantic.

2.1 Recursive Structure of Security Documents

Security documents exploit a recursive character. The underlying structure repeats in the
document. The process of the creation of a security document is collaborative and epi-
sodic [Baul3]. Many events themselves are episodic and reoccur in certain intervals
which reinforces the episodic character of the creational process.

For instance, we consider a classical folk-festival (FF) that takes place every year. The
event-site is made up of a big pavilion (BP) and a fairground (FG) surrounding the pavil-
ion with various attractions like fun rides (FR), food sales (FS), and shops (SH). Depend-
ing on the organizational importance, influence, and risk-potential of the components,
each has to have its own security document. In total they make up the security document
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(SDgr) of the actual public event as shown in Figure 3.
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Fig.3: Knowledge graph showing the hierarchical structure of the security components of
an exemplary event.

2.2 Graph-Based Characteristics

In addition to the information coded in the textual corpus there is some structural
knowledge available, let that be for instance laws, guidelines, and assessment models.
For the facilitation we make the assumption, that any additional knowledge is coded into
an ontological structure as a center of multi-modal knowledge representation [Baul4].
All available knowledge resources sum up to a multi-modal knowledge base [Baull,
Mik13]. In the following we introduce formally the scenario for further considerations
Definition 1. Let SD be the set of all existent security documents. Let SDx C SD be the set
of known security documents, SDyC SD the set of unknown security documents, SDy N
SDx= @. Let SDc & SDx be the set of considered security documents also called the
context C. Let O_SD be the set of domain ontologies used in SD¢. Let Kc= SD¢ U Ogp be a
multi modal knowledge base under the context C. Let Tx=t (Osp) be the set of ontologically
known terms, which are essentially words or phrases of some words (not necessarily
contained in SD). Let Vi be the set of known words, the vocabulary contained in SDy.

We define a contextual model as a subset of security documents for several reasons. Not
all of the known security documents are of the quality to be respected by a knowledge
base. Often there is a need for a smaller context, for instance, all security documents of
one distinct city. Due to the small corpus there is no need to make any restrictions to the
size of the ontology or to introduce a reduced vocabulary set [Mik13]. The experimental
corpus that we use for this work consists of 15 security documents. The experimental
context of those will be named as C;s. In the real world the corpus of security documents is
not static. The context is constantly enlarged by new security documents. The context is
constantly enlarged by new security documents. Subsequently the vocabulary is
enlarged. The set of terms T¢ does not cover all elements of the vocabulary
contained in SDc. We therefore need to extend Tc by new elements of SDc. We
also need to maintain Ogp. The new terms have to be related to the existing
ontological concepts. The scenario of semantic annotation and semantification of the
vocabulary is shown in Figure 5. The following definition intro-duces the concept of
(partial) term-frequency-vectors for the use in our domain. On this base the semantic
relatedness of two elements of the vocabulary is then defined in a first facilitated
way as follows. [Kang90, Korl8]
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Definition 2. A document sd€ SDy is represented by a (full) term vector x =
(x1,-..X1 ) Of frequencies of elements from Ty in sd. Let x,=(xy,..,X;p; ) be a partial
term vector of frequencies of elements of PCTy. Let Mcypow-5=TcxTc be the co-
occurrence matrix of terms in SD; under the context C, using the bag-of-words-
concept and a window of five words before and after an element of T Let simc.
vow-5(tst; )= Mj; be an exemplary concept of semantic relatedness of two t,t; € T¢.

The method “bow” can be substituted by any state-of-the-art co-occurrence-model like
e.g. skip-gram. In this manner, the semantic relation of two elements of ¢ is nudged into a
slightly other context with each new security document considered. If all existent securi-
ty documents where known and considered, a consistent semantic relational model could
be calculated using e.g. the word2vec methodology [Jones72]. Different context yields
different co-occurrences of words. In Figure 4 we see different exemplary context de-
pendent two-dimensional projections of vector space models. Terms are mapped to their
counterpart in the fictional global vector space of all existent security documents. The
visualization shows, how the semantic relation would change with increasing number of
considered security documents.
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Fig.4: Mapping of a local specific word-vector space into a partially known global word-
vector space.

2.3 Partial Term-Vectors for Adaptation of Case-Based Query

For the safety of an event it is important that the event host has considered the inherent
threat of certain scenarios as depicted in Figure 1. For instance, the consumption of alco-
holic beverages increases the inherent risk of an event. Subsequently, it is important to
know whether a security document considers the topic “consumptions of alcoholic bev-
erages”. This stands for the assignation, which characteristics of a document indicate,
that a part of an ontological classifier Oy is fulfilled. An exemplary case-based query
[Bach12] we used in previous work is q; = PrivateOrganizer /\ Indoor /\ SportEvent.
will most likely not occur in the security document as the text “private organizer”. The
fulfillment of this classification parameter has to be made accessible by other indicators. In
the past, this has been done manually by domain experts as shown by Figure 2. A basic
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strategy we propose now is to use partial term-vectors and assign which term-occurrences
indicate a fulfillment of an element of O¢;. This will surely only hold to a certain grade
of detail. The more features [Furth14] are respected by Oc;, the more difficult text clas-
sification will be. It is easy to extract for instance that a security document covers the
topic “alcoholic beverages”. What kind of extensiveness of alcohol consumption is ex-
pected, is not so easy. In total the structural case-based query has to be translated into a
textual case-based query.

Some parts of security documents may be easily generalized and are common for more
situations. On the other hand, many parts are very context specific and thus difficult to
extract tacit knowledge. Generalization in our model means to enlarge the context under
which the information of a document can be used. Figure 5 aggregates the so far made
considerations. The process of semantification of new vocabulary elements is shown as
well as the partition of the corpus.
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Fig. 5: Integrating textual elements into the semantic annotation workflow.

3. Similarity and Relatedness of Concepts in a Knowledge Organiza-
tion System

For the ontological representation of security documents we use SKOS [W3C09] as a
frame and PROV [W3C13] for the modeling of collaborative and episodic information.
Figure 6 shows how SKOS and PROV are merged for the use of structural modeling of
security documents.
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Fig. 6: Integration of SKOS and PROV in the SECCO-Ontology.

The ontological representation of the classification graph can be partially seen in Figure 7.
This hierarchical structure is exported to a case-based taxonomy for retrieval purposes.
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Fig. 7: Excerpt of the event classification hierarchy (16 of 136 concepts).

3.1 Ontology Extension

In a previous work [Kor22] we annotated the security documents with concepts of a
manually built knowledge graph. The graph was then exported to different disjunctive
case-based classification taxonomies. The weighted and aggregated taxonomies where
used for case-based retrieval and adaptation. Figure 8 shows an excerpt of the EventType
taxonomy and the relation of the classification parameter running to (new) elements of
the vocabulary. This takes the classification efforts one step further and interlinks the
concepts based on information of the corpus. Several issues arise out of the question how
textual features can be combined with a knowledge organization system. For instance it
has to be considered, whether a new term is represented as an instance of skos: Concept or
assigned to an existing skos:Concept via the property skos:altLabel. Actual synonyms can be
implemented by the usage of an alternative label. To describe the semantic relation of
ontological concepts the schema SKOS provides a variety of predefined properties for
Instance:
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skos:semanticRelation: any relation
skos:broader : upper concept
skos:closeMatch: nearly interchangeable
— skos:exactMatch: fully interchangeable

We assume that “stop-words” are already filtered out of the vocabulary by an appropriate
mechanism. We assume that proof for co-occurrence contains natural language pro-
cessing concepts like “stemming”. We propose to implement any new candidates for
ontological expansion as concepts named by its “unstemmed” instance. Concepts with at
least one co-occurence are linked with skos:semanticRelation. SemanticRelation is the
most unspecific relation and holds because it is approved by the co-occurring in at least
one document of the corpus. In a refinement process (left for future work) other measures
can be used to change the relation to another type like skos:broader, skos:narrower or re-
move the concept and implement it as an alternative label or exact match for inter-
changeable concepts.
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Fig. 8: Mapping vocabulary elements to classification hierarchy.

3.2 Ontological Integration of Textual Elements

We want to save textual elements in the ontology or address textual snippets by their
position in the document. Having the application of textual case-based reasoning in mind
it is essential to extract and adequately save or point to certain text sections. These infor-
mational units may be presented to users for decision support and can be used for the
future generation and adaptation of security documents. These text snippets are saved as
an instance of secco:Text, which is defined as a subclass of skos:Concept. This way the
textual element becomes an ontological concept itself. secco-hasTextValue defined as a
sub-property of skos:semanticRelation. For explanatory purposes the task is to present ade-
quate text sections to a user if desired. For generation purposes text snippets have to be
adapted to a new context [10]. Thereby the convenient substitution of terms by more
specific (skos:narrower) or more common (skos:broader) concepts is a self-suggesting
adaptation strategy.

3.3 Retrieval Improvement by Ontological Refinement

The concept of typicality can be used to improve the retrieval performance of a case-
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based system [Gail5]. This seems very promising for several reasons. The underlying
principle is that some subclasses are better representatives for their subsuming class as
others. Thus, the reorganization of a classification hierarchy according to typicality im-
proves retrieval and adaptation. For instance, a football or ice-hockey match are typical
sport events, a city marathon is a normal sport event and a cross-country walk or boat
race are atypical sport events. We assume, that typicality influences the security assess-
ment. Typical eventscome with typical security measures. Typical security measures lead
to typical security documents. We also assume that the security measures of typical events
are more easily to adapt than the measures of atypical events. For instance, the security
measures for a football match and an ice-hockey match are more similar than those of a
cross-country run in the woods. With the use of the textual corpus we expect to have a
base for mining of improved typification. A text based approach to measure typicality of
security documents is the proof for occurring of certain terms. In a first step these terms
are mined manually by domain experts. Figure 9 shows the classification attribute
EventType. The hierarchy was refined according to the methodology described before.
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Fig. 9: Classification taxonomy refined according to typicality.

4. Case Study

We demonstrate the presented approach by the continuation of an experiment we did for
the evaluation of the case-based event classification structure [Korl8] derived from the
classification ontology Ocr. In total, 30 real world security documents were collected
(all in German language). A corpus was created by manually annotating 15 of the 30
security documents of different events, for instance christmas markets, carnival parades,
and city festivals. The process of annotation is very time consuming and has to be super-
vised by domain experts. In the consequence, due to limited resources, not all of the 30 doc-
uments could be annotated. We selected the most meaningful and complete documents
covering the domain as good as possible. The coverage of 278 domain specific character-
istics were annotated. For the implementation of the ontological representation we used
the semantic wiki KnowWE [Baul 1b].
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Fig. 10: Results of the post mortem analysis of the C,5 corpus using cosine similarity of
term vectors of frequent terms based on a tf-idf-measure.

The corresponding events were ranked by the case-based classification structure using the
tool myCBR [Bach14]. Each document respectively public event was considered as a
case. For the retrieval we used a similarity function basing on the event classification
ontology (ECLA) as depicted in Figure 1. The classification ontology was broken apart
into different taxonomies. Those local similarity measures were weighted and combined
into a global similarity measure. For the evaluation of this case-based system the tech-
nique of “post-mortem analysis” was used. For each case, all other remaining cases in the
case-base were ranked by their similarity to the selected case. This process was done for
every case in the case-base. The results were compared in a spreadsheet. An analogous
ranking of the 15 different events was done by three domain experts. They were asked to
inform themselves via e.g. the public events websites and select for each event the three
most similar other events concerning security issues and writing the according security
documents. The previous scenario is now faced to a text-based similarity measure pair-
wise comparing the term vectors of the 15 security documents for an analogous post-
mortem analysis.

To generate the term-vectors the corpus has to be pre-processed. To bring the docu-
ments into a textual format in a uniformed way we used Adobe Acrobat [Adol19] for
optical character recognition (OCR) and Apache Pdfbox [Apal9b] for text extraction.
For further processing we used Apache Lucene [Apal9]. The tool is an environment for
indexing and searching textual documents that comes with some pre-built classification,
NLP methods as well as support of German language. The text-files of the corpus are
converted to a Lucene-index. The index stores the content of the documents as well as
additional information. The Lucene-index is created by stop-word removal and stemming
of the remaining words. The term- vector of frequent terms based on a tf-idf-measure
[Berg02, Giul0] with term frequencies and position information is stored for each docu-
ment. In the previous work we recognized that the textual structure and content of securi-
ty documents can be quite different even if the described situation is very similar. We also
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recognized, that the “spelling style” of the author is very influential.
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Fig.11: Evaluation results comparing case-based ranking, document-based ranking and
expert ranking. O=cbr, 1,2,3=domain experts, 4=term vector.

Figure 10 shows the pairwise post-mortem analysis for the 15 security documents. In an
analogous way to the case-based post-mortem analysis we computed the cosine distance for
each pair of documents of the corpus where 1 means very similar and 0 means not similar.
The outcome of the experiment was discussed in a group of three domain experts. The
events eclal/ecla2, ecla3/ecla6 and ecla9/eclal() were written by the same author this
expresses as assumed and observed in a very high textual similarity for those security
documents. In fact, for security assessment one cannot rely on the high textual similarity.
The events eclal and ecla? are indeed very similar but due to a significantly higher at-
tendance and some differences in the architectural construction the event!/ comes with
different and much higher needs for security measures as the eventecla2.

This emphasizes that there is a need for a finer assessment of the event scenario what
should lead to an improvement of retrieval as theoretically described before. In the follow
up this similarity measure is compared to the case-based similarity as shown in the fol-
lowing Figure 11. The cipher 0 signifies which events were selected as most similar by the
case-based ranking. The ciphers 1,2,3 depict the ranking the three different domain ex-
perts did for the same events.

For the facilitation of the evaluation we aggregated the ranking of the domain experts
and merged them into one by neglecting multiple classifications and just considering
whether an event was rated by one of the three experts as can be seen in Figure 12. The
comparison with the previous similarity assessment was also discussed with the domain
experts. They rated the method suitable for decision support as a supplementary key
figure to the case-based approach for retrieval of similar documents out of a corpus. The
results where estimated not sufficient for creation and adaptation of security documents
as needed in a real world scenario. A clustering of terms into relevant topics leading to
topic related text-based similarity measures was proposed as methodological improvement



Andreas Korger and Joachim Baumeister 119

and refinement.
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Fig. 12: Aggregated evaluation O=cbr, 1=aggregated domain experts, 2=term vector.

To improve the text-based classification. The existent corpus was enriched by a list of
words or phrases indicating certain classification tendencies. The list was created manu-
ally by the domain experts. The integration into the ontological structure was done by
defining them as ecla:Component a subclass of skos:Concept and linking with the proper-
ty ecla:classificationRelation a sub-property of skos:semanticRelation. The list was ex-
ported to Apache Lucene and queried to the index resulting in the output which documents
mentioned each element of the queried list. Due to the pre-processing for the index-creation
the concept of stemming was respected for the query. In the following we describe the ex-
perimental results by the classification component ecla:AlcoholAndDrugs which is a part of
the visitors social and demographic behavioral sub-classification as summarized in
ecla:SocialDemographic and its broader concept ecla:Visitors. Words indicating that a secu-
rity document covers the concept AlcoholAndDrugs were e.g. alcohol, drugs, beer, wine,
liquor, and drink. The corresponding part of the event-classification ontology can be
seen in Figure 13.
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Fig. 13: Excerpt of the event-classification showing the social and demographic parame-
ter AlcoholAndDrugs.
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The limits of this approach are as follows. The classification attribute Alcohol-
AndDrugs splits into sub-concepts Low-, Medium-, High- and MassiveAlcoholAndDrugs.
Justby considering appearance of words it is impossible to decide whether an event belongs
to one of those narrower classes. Therefore, a distinct analysis of word-co-occurring or
appearance of patterns will be necessary. For instance, to identify phrases like “visitors
with massive consumption of alcohol are expected” and distinguish it from e.g. “visitors
with massive consumption of alcohol are NOT expected”. Additionally, the ontological
classification basing on refined typicality could be used. A typical rock concert naturally
comes with a high consumption of alcohol, a typical heavy metal concert comes with a
massive consumption of alcohol. Same holds for other classification parameters like A4¢-
tendance where it is necessary to extract a number of estimated visitors. The extraction of
the event-type showed good evaluation results. A sport event is easy to distinguish from
a Christmas fair often only by the name of the event or title of the security document.

5. Conclusions

In this work we presented an approach for the adaptation of a hierarchical case-based
retrieval structure. We showed the efforts to integrate natural language processing into
the existing case-based classification structure. For the later use of textual case-based
reasoning mechanisms ontological structures where established. Aiming for natural lan-
guage generation of security documents the formalization of the corpus was pushed
further.

There is some closely related work we adapted and combined for the needs in this sce-
nario. For the integration of the case-based similarity concept into SKOS we were in-
spired by the work of Giuliano et al. [Giul0]. They describe the exploitation of lexical
substitution of terms in a scenario of similarity assessment. Ground-laying work has been
done by them for the acquisition of thesauri from textual data. An issue they consider is
the question, how new terms are integrated into a knowledge organization system like
SKOS. The development of adaptational changes to the retrieval structure using typicali-
ty in a case-based scenario was supported and inspired by Gaillard et al. [Gail5]. A very
similar problem statement to ours is reported by Metcalf and Leake [Metl8]. They de-
scribe a new way of combining structural and textual similarity assessment in the medical
domain. Their work also gives a good overview of the corresponding issues of state-of-the-
art textual case-based reasoning. Delir Haghighi [Hag13] introduces the ontology DO4MG
(Domain Ontology for Mass Gatherings), that describes mass gatherings and case-based
reasoning to give decision support for medical emergencies. The author mentions the
problem of not having official standards in the domain of mass gatherings. This problem
is mitigated by a unified vocabulary covering synonyms to improve case retrieval. She
mentions that a classification system can be improved greatly if synonymy is covered.
This should hold even more for respecting in general semantic relatedness as also em-
phasized for ontology population by Furth and Baumeister [Furth14]. Wiratunga et. al.
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present basic principles for unsupervised feature selection we adapted for the needs in
this domain [Wir06].

What we left for future work is the improvement of the textual classification. We so far
focused on entity-based techniques, which shall be extended by relational techniques e.g.
relation extraction. To cluster the ontological concepts the usage of an appropriate topic
model seems promising. We want to test whether the methodologies of sentiment analy-
sis can be used for distinguishing narrow classification concepts.
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