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A Privacy-Preserving Architecture for Collaborative Botnet
Detection

Leo V. Dessani1

Abstract:

Detecting communication with command and control (C2) servers and outbound attacks from internal
bots (botnet traffic) is critical for network operators. Detection of botnet traffic is typically done by
analyzing communication patterns in their own networks. We hypothesise that cooperation between
different network operators can improve the detection of botnet traffic, as a larger amount of traffic
can be examined. However, network operators do normally not want to share their traffic with others
for privacy reasons. We therefore present a privacy-preserving architecture for collaborative botnet
detection. To this end, network operators interested in detecting botnet traffic share traffic from their
own networks by using a Threshold Multi-Party Private Set Intersection (T-MP-PSI) protocol to ensure
that shared traffic details, such as IP addresses, are only disclosed if they occur on a minimum number
of networks. We present the main results from a preliminary evaluation of the architecture based on
publicly available benchmark data sets. The evaluation shows that our architecture contributes to the
detection of botnet traffic, but that a high number of false positives also occur. However, this high
number can be reduced by pre-processing measures. We also present further options for evaluating
the architecture.
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1 Introduction

Botnets are a very effective method of attacking publicly available third-party IT systems.
Botmasters, the operators of botnets [WSZ08], use infected computers (bots) to attack these
systems and use command and control (C2) servers to control and instruct the bots. The
detection of communication with known C2 servers is already possible using Botnet Control
Lists (BCL). However, detecting unknown C2 servers and outbound attacks from internal
bots (botnet traffic) is difficult when analyzing the traffic of a single network that has only
occasional communication with C2 servers, or where individual outbound connections
contribute to a large-scale attack. We hypothesize that combining traffic from multiple
network operators will lead to better botnet traffic detection results. This assumption is
plausible because the volume of botnet traffic may be (significantly) larger when multiple
networks are considered. However, network operators are usually unwilling to disclose
some or all of their traffic. Therefore, we present a privacy-preserving architecture for
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collaborative botnet detection. To this end, we use a Threshold Multi-Party Private Set
Intersection (T-MP-PSI) protocol that considers elements of the network operators’ data
sets exactly if they occur in at least a minimum number of the network operators’ data sets,
specified by a threshold. Our focus is on describing the collaborative part of the architecture,
supplemented by an initial evaluation and a look at future evaluations.

2 Related Work

Related work can be divided into privacy-preserving and collaborative approaches for botnet
traffic detection and T-MP-PSI protocols, which are described below.

2.1 Privacy-preserving and Collaborative Approaches for Botnet Traffic Detection

Stevanovic et al. [St12] propose a collaborative approach that obtains traffic from various
sources, such as packet sniffers, anti-virus-software, and application programs. Thus, the
collaborative aspect is based on capturing traffic from as many sources as possible, rather
than multiple network operators working together as in our approach. Guerid et al. [GMS13]
describe a privacy-preserving approach based on bloom filters that detects domain-flux
botnets. Joshi et al. [JBD17] evaluate the effectiveness of different community algorithms
for detecting P2P botnets. While these algorithms contribute specifically to the detection of
certain botnets, our approach contributes to the detection of any type of botnet where bots
communicate with C2 servers.

2.2 T-MP-PSI Protocols

T-MP-PSI protocols have been proposed by Kissner et al. [KS04], Badrinarayanan et al.
[Ba21a], Bay et al. [Ba21b], Yu et al. [Yu22], and Mahdavi et al. [Ma20]. We use the
protocol of Mahdavi et al. for our architecture because it is the most efficient one compared
to the others, considering elements of the network operators’ data sets in the intersection
exactly if they occur in at least a minimum number of the network operators’ data sets,
specified by a threshold 𝑡 ∈ N. It then informs the network operators which of their
elements have appeared in at least 𝑡 − 1 other network operators. The protocol has O(1)
communication rounds, a communication complexity of O(𝑛𝑝𝑡𝑘) and a computational
complexity of O

(
𝑚

(
𝑝 log 𝑛

𝑡

)2𝑡 ) , where 𝑛 ∈ N corresponds to the size of each data set,
𝑝 ∈ N to the number of network operators and 𝑘 ∈ N to the number of key holders.
According to the included oblivious pseudorandom secret sharing (OPR-SS) protocol, no
keyholder responsible for creating shares of the traffic information contained in the data
sets learns any information about them or the shares, and thus cannot infer the traffic of the
network operators. The network operators do not learn the secret key used and therefore
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cannot infer the traffic of other network operators. The selected T-MP-PSI protocol does not
require a TTP.

3 Architecture Concept

The architecture assumes that 𝑝 network operators (indexed by 𝑖 ∈ N) are willing to share
data sets L𝑖 with network connections from their own networks, where |L𝑖 | ≥ 1. The
collaborating network operators agree on a realistic time window in which they capture
traffic.

3.1 Traffic

Each network operator 𝑖 has non-private traffic in its network, i.e. incoming or outgoing
traffic with a remote host that is not within the network. From this traffic, only the IP, TCP
and UDP headers are analyzed using our architecture, allowing each network operator
𝑖 to collect the following information 𝐼 about the traffic on its network to form the data
sets L𝑖: (a) Timestamp of the first packet, (b) IP address of the remote host (IPv4 or
IPv6), (c) direction (incoming/outgoing), (d) source and destination port, (e) transport layer
and application layer protocol, and (f) transmission duration. Not all of these details are
necessarily used as input to the T-MP-PSI protocol; the details to be used are selected by
the network operators with a mode according to subsection 3.2. Because TCP is connection-
oriented, TCP segments can be combined into TCP connections to obtain information that is
not immediately apparent from the TCP headers (e.g. the transmission duration). Although
UDP is not connection-oriented, all UDP segments are also combined based on IP address
and port to ensure that UDP segments belonging to a UDP communication do not occur
more than once to avoid redundant information. As many segments as possible should be
captured, but there is no predefined number because the selected T-MP-PSI protocol can
handle different set sizes.

3.2 Modes

Next, the network operators agree on a mode when executing the architecture by selecting
𝑚1, ..., 𝑚𝑞 ∈ 𝐼 (with 𝑞 ∈ N) to define how fine-grained the network operators’ IP, TCP or
UDP headers are compared when calculating the private set intersection.
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3.3 Pre-processing

After all L𝑖 are captured, each network operator 𝑖 (a) removes all headers belonging to
unsuspicious IP addresses that it trusts2 and (b) locally matches the remaining IP addresses
with one or more BCLs and removes the belonging headers if an IP address is listed. On
the one hand, these steps reduce the amount of data to be analyzed, resulting in a shorter
runtime of the T-MP-PSI protocol. On the other hand, the number of false positives is
reduced. Finally, the T-MP-PSI protocol is executed using the final data sets L𝑖 as input.

4 Preliminary Evaluation Results and Discussion

Ring et al. [Ri19] provide an overview of 34 traffic data sets for the development of
anomaly-based intrusion detection systems. Nine of these data sets contain traffic with C2
servers and some of them also outbound attacks (in addition to benign traffic). In a first step,
we evaluated our architecture based on two of the data sets containing traffic with C2 servers,
but no outbound attacks (Botnet 2014 [Be14] and IoT-23 [GPE20]). The reasons for this
selection are as follows: Firstly, not every botnet necessarily performs attacks on publicly
available third-party IT systems; some also steal information or perform other actions on
the bots. However, communication between the bots and the C2 servers does take place
in any case. Secondly, the communication between the C2 servers and the bots normally
takes place before the bots start attacking. We simulated the execution of the T-MP-PSI
protocol with 𝑝 = 100, which is a realistic number of network operators who want to detect
botnet traffic on their networks, by randomly distributing the traffic of the data sets among
them. This random distribution is necessary because the data sets did not contain any useful
information about the structure of the networks in which they were captured. Thus, in this
first analysis, we consider the traffic from each data set captured in one coherent network
as collaboratively collected data until we obtain better data sets originating from multiple
networks. Due to the high runtime of the T-MP-PSI protocol given in subsection 2.2, we
divided the network operators into groups of ten network operators each and executed the
T-MP-PSI protocol with different modes and the thresholds 2, 3 and 4 within each group.
The main results of this analysis were:

• The vast majority of connections to C2 servers were detected, but there were also a
large number of false positives.

• Higher thresholds result in fewer false positives.

• Some IP addresses of C2 servers were not detected correctly (false negatives).

2 The traffic captured by each network operator usually contains a large number of such segments (e.g. traffic from
trustworthy VPN, email, SIP and DNS servers). The network operator is able to identify such segments because
it usually knows the IP addresses of the trustworthy servers that its network frequently communicates with.
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The high number of false positives is due to the fact that effective pre-processing was not
possible for the two data sets, as no information about trusted IP addresses was available. It
is therefore evident that pre-processing is an important step in our architecture because it
helps reduce false positives. At the same time, it becomes clear that older data sets and data
sets without information on the structure of the networks in which they were recorded are
not suitable for architecture evaluation.

The reason for the false negatives is that communication with some IP addresses of C2
servers are very rare and therefore do not reach the chosen threshold. One reason for this
may be that botmasters communicate with their bots very infrequently to avoid detection. In
particular, if they have infected devices and are holding them for upcoming attacks, there
will be little C2 traffic.

In a second step, we extended the architecture to detect outbound attacks in the IoT-23 data
set and evaluated it again.

The main results are:

• The number of false positives is reduced because some outbound attacks were
classified as such in the first step.

• The architecture can also be used to detect outbound attacks.

Without proper pre-processing, the data set is not really suitable for a meaningful evaluation
in the second step either.

The results presented only apply to the selected data sets and are not representative. Therefore,
generalizations are not possible at this time.

These initial results show the following limitations of the architecture: it classifies many
identical benign segments as suspicious (false positives) if the benign IP addresses the users
are communicating with cannot be identified in advance and removed by pre-processing. In
addition, there are botnets that use fast-flux techniques to quickly switch between C2 servers
with different IP addresses. Our architecture does not classify the different IP addresses as
suspicious if the threshold is not reached by the IP address change.

5 Conclusion and Future Work

In this paper, we presented a privacy-preserving architecture for collaborative botnet
detection and provided initial evaluation results. The initial results show that the majority
of connections to C2 servers were correctly detected. At the same time, however, they
also show that older data sets and data sets without information about the structure of the
networks in which they were captured generate numerous false positives and some false
negatives and are therefore not suitable for architecture evaluation. We plan to evaluate
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the architecture with historical passive DNS data and actual real-world data to provide
more meaningful results. This will include both live network data and data about active C2
servers. In addition, we plan to investigate existing SMPC protocols to see how they can be
optimized for the collaborative detection of botnet traffic.
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